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train network attack models [4-7].
There are many available features describing
network traffic. Basic features for a network
connection include the duration of the current
connection, the source IP address, the destination IP
address, octets transferred (both inbound and
outgoing), the protocol type, the service port, the
connection flags etc. Some of these features are of
symbolic values such as the protocol types (HTTP,
FTP, TCP, and UDP) and connection flags (ACK and
RST). Other features are digital values such as duration
of the connection and the octets transferred. Note that
the source IP address, the destination IP address, and
the service port features are regarded as symbolic
values although they appear in digital format, because
the values are just served as identities. Compound
features, such as the number of connections happened
in a fixed time window and the number of service ports
contacted in the fixed time windows, can be calculated
from the basic features over the time. They are often
used to construct traffic profile. The selection of the
feature has direct impact on the results of anomaly
detection.
Values of network traffic octets features range in
several orders of magnitudes, from several bytes to 108
bytes. Network also has unique burst nature. The
number of connections and the volumes of octets
transferred may be boosted to extraordinary large
numbers from time to time and cannot be predicted
beforehand. The reasons which caused the burst are
diverse, ranging from normal operation to being under
attacks. To make these values comparable,
normalization techniques are required.
After selecting network traffic features, we use
fuzzy c-means vector quantization (FVQ) to train
network attack models. A FVQ model is a set of
cluster centers found using fuzzy c-means (FCM)
clustering to cluster the training dataset. FCM
clustering is the most widely used approach in both
theory and practical applications of fuzzy clustering
techniques to unsupervised classification. It is an

Abstract
This paper considers anomaly network traffic
detection using different network feature subsets.
Fuzzy c-means vector quantization is used to train
network attack models and the minimum distortion rule
is applied to detect network attacks. We also
demonstrate the effectiveness and ineffectiveness in
finding anomalies by looking at the network data
alone. Experiments performed on the KDD CUP 1999
dataset show that time based traffic features in the last
two second time window should be selected to obtain
highest detection rates.

1. Introduction
Network intrusion detection systems can be
classified into signature based intrusion detection and
anomaly behavior detecting based intrusion detection.
A signature based intrusion detection system
constantly scans the network and try to match network
traffic with some predefined patterns [1-3]. An
anomaly behavior detecting based intrusion detection
system builds normal traffic profile and uses this
profile to detect abnormal traffic patterns and intrusion
attempts. Extensive domain knowledge is required to
provide signatures, yet the process to identify new
signatures is time consuming and always legs behind
the new attacks. On the other hand, an anomaly
behavior detecting based intrusion detection system
uses a statistical method in data mining to learn the
patterns of network traffic. It promises reactive
detections and also less or nil human intervening. The
learning process could be unsupervised just from raw
network data or supervised from labeled network data.
Labeling network data is a time consuming process and
requires domain knowledge and human involvement.
However, it is seen that the system after labeling and
training network attack models can operate itself and
can detect not only labeled attacks but also new
attacks. Different techniques have been proposed to
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extension of the hard c-means (k-means) technique
[20-21].
Experiments were performed on the KDD CUP
1999 dataset. Different feature subsets were selected to
evaluate the intrusion detection rate. Experimental
results showed that time based traffic features in the
last two second time window should be selected to
obtain highest detection rates.
The rest of the paper is as follows. Section 2 briefly
reviews current clustering-based methods. Section 3
describes the KDD CUP 1999 dataset and the attack
types, respectively. Section 4 presents fuzzy vector
quantization
technique.
Section
5
presents
experimental results. Finally, we conclude the paper in
Section 6.

dataset [16]. The data was produced for “The Third
International Knowledge Discovery and Data Mining
Tools Competition, which was held in conjunction
with KDD-99 The Fifth International Conference on
Knowledge Discovery and Data Mining” [13]. The raw
network traffic records have already been converted
into vector format. Each vector has 40 features. The
meanings of these features can be found in [13] and
[19]. In this paper, we ignore features with symbolic
values. Other features are classified into the following
four categories:
• Category I: Features of a connection, including
duration, octets transferred, and wrong
fragmentation flags.
• Category II: Features that are actually not traffic
features. They cannot be obtained by looking at
traffic records alone.

2. Current Clustering-Based Intrusion
Detection Methods

• Category III: Features that are time based traffic
features. They are statistics of traffic features in
the previous 2-second window. The calculation is
based on the source IP address.

Most of the current clustering-based methods were
evaluated using the KDD CUP 1999 dataset or the
DARPA 1999 dataset. A simple variant of singlelinkage clustering was applied in [12] to learn network
traffic patterns on unlabelled noisy data. The KDD
CUP 1999 dataset was used in this approach [13] but it
was not clear that what features were selected. This
approach achieved from 40% to 55% detection rate and
from 1.3% to 2.3% false positive rate. NATE [14, 15]
was proposed to select some of the traffic records to
improve the detection performance. The selected
features include the frequency of TCP flags, the
average and total number of bytes transferred, the
percentage of session control flags, and also network
packet header information. The dataset was MIT
Lincoln lab data [16]. CLAD (Clustering for Anomaly
Detection) in [11] used k-NN algorithm and an
unsupervised training process. CCAS [17] was
proposed for supervised clustering and classification.
They chose clustering method because it relies very
little on the distribution models of data. Weka data
mining tools [18] was used and selected features were
time stamps, protocol, destination IP, Source IP,
Service port, number of packets, duration, and the
country of source IP address. However it is unclear that
how symbolic values (protocol) were handled.

• Category IV: Features that are the same as
Category III, except that the calculation is
destination IP address oriented

3.2. Network Attacks
The attacks listed in feature vectors of KDD CUP
1999 dataset come from MIT Lincoln intrusion
detection dataset web site [16]. The labels are mostly
the same except a few discrepancies. MIT Lincoln lab
web site lists 2 types of buffer overflow attack: eject
and ffb. The former explores the buffer overflow
problem of eject program of Solaris, and the later
explores the buffer overflow problem of ffb config
program. Guessing user logon names and passwords
through remote logon via telnet session is labeled as
guess_passwd in KDD CUP 1999 dataset, but listed as
dict on MIT Lincoln lab web site. Finally, we cannot
find the counterparts of syslog and warez in KDD CUP
1999 dataset. In addition to the attack labels, KDD
CUP 1999 dataset also has the label normal, which
means that the traffic is normal and free from any
attack. The labels used in KDD CUP 1999 dataset are
as follows. The meanings of the labels are mainly from
[16].

3. Network Data and Attacks
3.1. KDD CUP 1999 dataset

4. Fuzzy Vector Quantization

This dataset was based on MIT Lincoln Lab
intrusion detection dataset, also known as DARPA
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Let X = {x1, x2 ,..., xT } be a set of T vectors, the
structure of which is analyzed by means of a cluster
analysis technique. Fuzzy clustering known as
unsupervised learning in X is a fuzzy partitioning of X
into c fuzzy subsets or c clusters, 1 < c < T. The most
important requirement is to find a suitable measure of
clusters, referred to as a fuzzy clustering criterion.
Objective function methods allow the most precise
formulation of the fuzzy clustering criterion. The most
well known objective function for fuzzy clustering in X
is the least-squares functional, that is, the infinite
family of fuzzy c-means (FCM) functions, generalized
from the classical within-groups sum of squared error
function

Training:

c T

Detection:

J m (U , λ ; X ) = ∑∑ uitmd it2

d

1. Choose any inner product norm metric for ℜ ,
fix c and m, 2 < c < T, m > 1. Generate matrix
U at random satisfying (2)
2. For i = 1,…, c, compute the c fuzzy mean
vectors {µ i } with (5) and the distances dit
with (3). If dit = 0 for some t, set uit = 1, u is =
0, ∀s ≠ t
3. Update matrix U using (4)
4. Stop if the decrease in the value of the fuzzy
objective function Jm at the current iteration
relative to the value of the Jm at the previous
iteration is below a chosen threshold, otherwise
go to step 2.

(1)

1. Given x as an unknown network feature vector
and Λ = {λ1 , λ2 ,..., λM } as a set of M trained
attack models
2. Calculate the minimum distance between x and
λm , m = 1, …, M

i =1t =1

where U = {uit } is a fuzzy c-partition of X, each uit
represents the degree of vector x t belonging to the ith
cluster and is called the fuzzy membership function.
For 1 < i < c and 1 < t < T, we have
0 ≤ uit ≤ 1 ,

c

∑ u it
i =1

T

= 1 , and 0 < ∑ u it < T

d ( x, λm ) = min d 2 ( x , µi(m ) ) = min || x − µi( m ) ||2
i

(2)

(6)

t =1

3. Assign x to the attack model λm* that has the
minimum distance:

m > 1 is a weighting exponent on each fuzzy
membership uit and is called the degree of fuzziness;
λ = ( µ1,..., µc ) set of cluster centers and, dit is the
distance from vector x t to center µ i , known as a
measure of dissimilarity
d it2

2

= || xt − µi ||

m* = arg min d ( x , λm )
m

T

µ i = ∑ u itm xt

(3)

The proposed method for the network intrusion
detection was evaluated using the KDD CUP 1999 data
set for training and the Corrected data set for testing.
Training sets for the 23 attacks mentioned above were
extracted from the KDD CUP 1999 dataset and the
maximum number of feature vectors for each of the
training sets was set to 2000. All 311029 feature
vectors in the testing set were used. There were no
feature vectors for the spy and warezclient attacks and
only 2 feature vectors for the loadmodule attack found
in the testing set. However, there were 58001, 60593
and 164091 found for the neptune, normal and smurf
attacks, respectively.
Because the feature values have different ranges, the
following normalization of features was used

t =1

−1

(4)
T

∑ u itm

(7)

5. Experimental Results

The basic idea in the FCM is to minimize Jm over
the variables U and λ, on the assumption that matrices
U that are part of optimal pairs for Jm identify good
partitions of the data. Minimizing the fuzzy objective
function Jm in (1) gives
2 
 c
m

u it = ∑ (d it / d kt ) −1 

k =1



i

(5)

t =1

x'tj =

The training and classification procedures based on
this FVQ technique can be summarized as follows
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xtj − µ j
sj

(8)

where xtj is the j-th feature of the t-th vector, µj the
mean value of all T vectors for feature j, and sj the
absolute standard deviation, that is
sj =

1 T
∑ | xtj − µ j |
T t =1

traffic. We have used the KDD CUP 1999 dataset as
the sample data for the study, and the detection
algorithm used fuzzy c-means vector quantization. We
trained 23 network attack models for the 23 labels of
the dataset. We used all feature vectors in the testing
set to test the models. We run the experiments with 15
different feature sets. Each experiment was conducted
with the raw data and normalized data. We have found
that the time based traffic features in the last two
second time window should be selected to obtain
highest detection rates

(9)

We trained 23 models for the 23 attacks using the
training sets extracted from the KDD CUP 1999 data
set. We used all feature vectors in the testing set to test
the models. We run experiments with 15 different
combinations of the feature categories listed in Section
III. Each experiment is conducted with the raw data
and normalized data.
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