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Abstract
As a biometric modality for person recognition, electroencephalogram (EEG)
has many benefits compared to other biometric modalities. However, studies
show that EEG signals are highly affected by the mental task the participant is
engaging at the time of EEG recording, as well as being quite sensitive to the
applied montage method and the choice of reference point, and also being quite
sensitive to the selected segment length. The main goal of this research is to find
EEG robust channel set that are least affected by the change of mental task and
can be used in biometric applications. Also, since there is so far no consensus
on the used montage method or reference point for the EEG recording, so the
effect of the EEG montage method or reference point on the selected robust
channel set and its recognition performance was analysed. Finally, the effect
of the EEG signal segment length on the selected robust channel set and the
resulting performance was also analysed. The contribution of this research was
to develop a method to analyze stability of the EEG channels and select the
robust channel set which will be used in biometric application regardless of
the user mental task, also to suggest the best montage method and segment
length to be used with this robust channel set. The final outcomes was to
propose an optimal EEG channel set, montage method or reference point, and
xxiii

a segment length for the EEG signal for the purpose of biometric applications.

xxiv

Chapter 1
INTRODUCTION

1

1.1

Overview

Electroencephalography (EEG) is the recording of the electric activity of the
neurons in the human or animal brain. EEG measures voltage fluctuations resulting from ionic current flows within the neurons of the brain [Niedermeyer
and da Silva, 2004]. The brain contains around 1011 neurons, with each neuron having between 1000 and 100000 connections with other neurons. Electric
potential must be sustained in the neurons to be able to transmit messages coming from other neuron connections. Neurons transmit messages electrically
via chemical neurotransmitters, where the ions move through the neuron cell
membrane. The sum of this ion movement in a large number of neurons can
be detected on the scalp, which is known as the EEG signal [Malmivuo and
Plonsey, 1995].
EEG was discovered in the year 1924 by Hans Berger and his work was published in 1929, and the initial EEG measurement was done by using electrodes
under the scalp of the patient [Tudor et al., 2005]. With the improvement of
electric electrode sensitivity, current EEG recording is done through electrodes
placed over the scalp of the patient and is totally non-invasive: and does not
require any penetration of the patient skin, and painless process. Many applications utilising EEG in diagnosing brain abnormalities have emerged since then,
such as the use of EEG to diagnose epilepsy, sub-cortical movement disorder,
migraine and brain death. The EEG signal was divided based on frequency
bands as described in Table 1.1. More frequency bands are considered in modern EEG such as the Ultrafast EEG with a range up to 1000 Hz [Niedermeyer
3

and da Silva, 2004].
Band Name
δ
θ
α
β
γ
µ

Frequency Range
(Hz)
Up to 4
>4 - 8
>8 - 12
>12 - 30
>30 - 100+
8 - 12

Location
Frontally in adults, posteriorly in children.
Found in locations not related to the current mental task.
Posterior regions, both sides and the central region.
Both sides, symmetrical distribution, most evident frontally.
Somatosensory cortex.
Sensorimotor cortex

Table 1.1: EEG frequency bands and their locations. Abridged from [Evans and Abarbanel,
1999]

1.2

EEG as a Biometric Modality

Biometric is the measurement of unique physical or behavioral properties of humans for the sake of identifying or verifying their identities [Jain et al., 1999].
These physical or behavioral properties or characteristics of the humans that are
used in biometrics are known to be biometric modalities. Acquiring samples
of physical modalities involves taking bodily measurements from participants.
This does not necessarily require any specific action by the participant. While
acquiring behavioral modalities’ samples requires participants to be active and
to perform a specific activity in the presence of a sensor. However, even purely
physical measurements may be affected by the participants interactions with
the sensor, so behavior still has a potential impact upon physical modalities
[Sussman et al., 2012]. Examples of physical modalities are fingerprint, palm
print, face and ear. Examples of behavioral modalities are signature, keystroke
dynamics and gait. It was noticed that EEG was mostly used as a behavioural
modality since it is highly sensitive to the changes in mental tasks [Yang et al.,
4

2004].
This research aims to use EEG as physical modality, i.e. independently from
the mental task. This also will open the door to use EEG in situations where
the client cooperation to produce the required mental task is not essential.

Any biometric modality physical or behavioral should provide the following
merits as stated by [Jain et al., 1999]:
• Universality: every human should have this biometric modality
• Distinctiveness or individuality: it should be related to the human identity.
• Reliability or Permanence: it should be stable and not highly changing
with different environmental condition and it can be reproduced or some
of its distinctive features can be reproduced persistently.
• Collectability: which refers to the ease of acquisition, so it should be easily
quantified.
• Performance: recognition accuracy should be acceptable for the needed
application, and the required resource and the environmental factors should
be affordable.
• Acceptability: this biometric modality should be acceptable by the participants.
• Difficult to Circumvent: which means it should be so hard to fool biometric system that use this modality by fraudulent techniques or spoofing.
5

By projecting EEG to the above merits, we may have the following comments:
• In terms of universality, EEG is achieving this merit, so every living and
functional person has a recordable EEG signal.
• In terms of distinctiveness or individuality, the study in [Lennox et al.,
1945] shows that there are evidences that EEG is related to heredity. Also
all the reviewed published work in chapter 3 shows that EEG has high
separability characteristics among humans for groups of tens of people.
• In terms of Robustness or Permanence, evidence in related studies indicates that the recognition accuracy of the EEG is reduced, if we use EEG
data from the first day to train a classifier, to be tested on EEG samples
that were collected on the second day. However, this accuracy reduction
may be mitigated by considering EEG data recording from different days
or different recording sessions in training [Marcel and Millan, 2007].
• Collectability is one of the major drawbacks of EEG modality since its
data acquisition procedure is cumbersome. This is because the electrodes
need to be placed in certain locations over the scalp as described by the
10/20 positioning standard or any of its successors, and this requires a
trained person. Also, in most of the cases there will be a need to apply
some conducting gel to lower the impedance between the participant scalp
and the electrode and to enhance the signal to noise ratio SNR, and applying this gel increases the user discomfort. However, new EEG systems
start to use elastic caps, with the electrodes attached to it, so the loca6

tions of the electrodes can be dynamically set with acceptable accuracy.
The other improvement is in the technology of electrode manufacturing,
where a new electrode type known as the active electrodes appears. These
active electrodes contain a built in amplifier, and they enhance the signalto-noise ratio SNR without the need to apply conducting gel [Gutberlet
et al., 2009].
• In terms of performance, many studies, which will be discussed in chapter
3, show that EEG provides high recognition accuracy on small scale problems. However, more testing is needed on large scale or data sets with
large number of participants to consider. Also EEG is considered a safe
procedure and has no long term side effects on people.
• In terms of acceptability for people, the EEG recording getting to be more
acceptable especially after the wide spread of Brain Computer Interface
BCI technology and the accompanying equipment. Also BCI contribution
in cognitive training for elderly people [Lee et al., 2013] and neurorehabilitation [Carabalona et al., 2009] increase users acceptance for EEG. EEG
authentication may be used to grant remote access for high security files
or grant physical access to restricted areas like nuclear plants. Also, as
suggested by [Baskar et al., 2014], EEG may be used to authenticate users
for online voting.
• In terms of circumvention, EEG may provide a secure biometric modality,
because it is not easy to be detected by imposters or to be forged compared
to traditional face or fingerprint modality, even for the iris biometric sys7

tem, recently emerged technology can record a person iris from around 12
meter distance, which opens the door for iris spoofing [Atlantic, 2015].
Beside the above mentioned merits, EEG may add the following:
• It is highly affected by stress [Seo and Lee, 2010], and therefore may
be used as a hidden link between the client and the biometric system to
indicate if the client is under threat.
• EEG can be combined with other biometric methods to form a multimodal biometric system, or used as a liveness detector to enhance the immunity against spoofing for traditional image based biometrics (e.g. face
and fingerprint) as suggested by [Kathikeyan and Sabarigiri, 2012].
• EEG needs less memory to store the feature vector rather than the image
based modalities such as fingerprint, palm print and face [Quigley, 2008].
Furthermore, recent researches and news discussions reflect concerns with
the possibility of spoofing different biometric systems, for example face recognition [Wagner and Chetty, 2009] and [Maatta et al., 2011], and fingerprint
recognition [Arthur, 2013]. This increases the need to have methods for person
recognition that are more secured against spoofing. Several studies show interest in using biosignals as biometric modalities to improve the security of traditional image based biometric modalities [Nait-Ali, 2011; Revett et al., 2010].
Hence, these biosignal modalities may become acceptable alternatives to traditional biometric modalities or may be fused with the other modalities to increase the immunity and reduce attacks on the biometric system.
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1.3

EEG Signal Types

The EEG signals are divided into two main types according to the existence of
external stimulator as suggested by [Gerven et al., 2009]:

• Synchronous (or cue-based): which is known as event related potentials
(ERP) where the brain signal is time locked to an external stimulus. This
in turn may be divided to:

– Direct: where the final recognition will depend on the EEG signal
pattern itself as a biometric modality.
– Indirect: where the EEG is used to detect a user pass-code, and the
final authentication will depend on the accurate pass-code not on the
EEG signal pattern itself. The EEG signal pattern is used as a method
to enter the user pass-code. The pass-code in this case is more hidden
and reveals no user action. An example of this method was studied
by [Gupta and Palaniappan, 2007].

• Asynchronous (or self-paced): where the occurrence of the EEG signal
is not synchronized with external event. An example of this type is the
baseband EEG signal that exists on idle brain state.

All of the above EEG types were used in different studies as a biometric modalities.
9

1.4

EEG Electrodes

The EEG is detected through voltage sensors known as electrodes that measure
the electric activity. The EEG signal detected by an EEG electrode is known as
an EEG channel. In order to minimize the variability of EEG channel recording between different sessions, a standard locations for electrodes placement
over the scalp should be agreed upon. In 1958, an EEG electrodes placement
standard was suggested by [Jasper, 1958]. This standard is well known as the
International 10/20 system. In this standard four anatomical point are considered to measure the head dimensions: the nasion point in the front of the head,
the inion point at the back of the head and the left and right pre auricular points
on the head sides. The center point of the head is the intersection between two
imaginary lines: the line between nasal and inion points, and the line between
the right and left pre auricular points. The front-back distance is the distance
between nasion point and inion point. The left-right distance is the distance between the left and right pre auricular points. Then four more points’ locations
are defined: FPz, Oz, T3 and T4. The FPz point is set at 10% of the front-back
distance far from the nasion point towards the center point of the head. Similarly the Oz is set at 10% of the front-back distance far from the inion point
towards the center point of the head. T3 and T4 points are set in (10% of the
left-right distance) far from the left and right auricular points toward the center
point of the head respectively. These latter four points will be used to determine
the head circumference which will pass through all of them. Then starting from
T3 or T4, the circumference of the head is divided into 10 points with equal dis10

tance, at each point an electrode is placed, note that at Fpz and Oz points no
electrodes are placed usually. Finally, divide the side distance between each
two non-adjacent symmetrical points on the head circumference to four divisions, each will be 20% of the total side distance, and place electrodes in these
points. Figure 1.1 shows the distance percentage between adjacent electrodes,
and the final electrode distribution for 10-20 system.

Figure 1.1: 10-20 Standard electrode placement system. The image is taken from [Stern and
Engel, 2005]

For electrode identification, different letters are used which refer to the first
letter of the brain lobe that is located beneath the electrode, and a different number is used to identify if the electrode location is on the left or right hemisphere.
Table 1.2 describes letters and the brain lobe they refer to. Also it is known that
Letter
F
T
P
O
C

Brain Lobe
Frontal Lobe
Temporal Lobe
Parietal Lobe
Occipital Lobes
Central Lobe

Table 1.2: EEG electrode naming convention

there is no central lobe in the brain, but letter C is used only to refer the mid11

dle of the head. Electrodes’ even numbers (2, 4, 6 and 8) refer to electrodes’
positions on the right hemisphere of the head, and odd numbers (1, 3, 5 and 7)
refer to electrodes’ positions on the left hemisphere. Also Sub letter ”z” is used
instead of number 0 to refer an electrode that are placed on the midline between
the left and right hemispheres.
The 10-20 system provides an electrode resolution of about 21 electrodes,
which is no longer enough for EEG studies that require high resolution. So new
standard systems emerge for electrode location which consider less distance
between adjacent electrodes like the 10-10 systems or 10-5 system which were
able to reach a spatial resolution of about 74 and 345 electrodes respectively
[Gutberlet et al., 2009; Jurcak et al., 2007]. Figure 1.2 shows the electrode
placement in the 10-10 system.

Figure 1.2: 10-10 Standard electrode placement system. The image is taken from [Stern and
Engel, 2005]
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1.5

EEG Montage

It is known in practice that we can’t measure the absolute voltage value, but
we are able to measure the voltage difference [Yao et al., 2005]. So, in EEG
measurement, what each electrode measures is in fact the voltage difference between the electrode’s location and some chosen reference point. The ideal reference point should be a point that has no electrical activity, since any activity in
the reference point will be reflected on the electrodes’ readings. Unfortunately
such a point does not exist on the human body as all human body points have
measurable electric activity which will affect the EEG recording. EEG montage
meant to be the way we assemble the EEG signal or view it. Many montage
methods are available, and almost all are used in biometric applications, but
there is no study so far about which is more appropriate in the biometric context. In referential montage method, EEG signal is recorded against a common
reference point to all EEG electrodes. The problem of choosing a common reference point in EEG is very arduous since there are many suggested points on
the head to be used as a reference such as: left or right ear lobe, left or right
mastoid point, linked mastoid points, the vertex (Cz electrode) or any other
midline electrode and the nasal point. The Common Average Reference (CAR)
was considered as an alternative reference for the referential method. The CAR
is calculated by averaging all the recorded channels’ signals together to form
a common average signal, then the signal from every channel is re-references
to this common average signal. The re-referencing is done by subtracting the
CAR signal from the recorded channel signal. It is worth noting that theoret13

ically referencing the EEG channels to any other suggested reference is independent from the used reference during the EEG recording. For details of the
CAR re-referencing, assume EEG channel i has an intrinsic electric activity Si ,
hence, the recording for the same channel SRi is given as SRi = Si − x where
x is the used reference during the EEG recording. The CAR reference signal x∗
is given by equations 1.1 and 1.2. The re-referenced signal SRi∗ using the CAR
reference is independent from recording reference x as shown in equations 1.3
and 1.4.

n

1X
x =
(Sj − x)
n j=1
∗

(1.1)

and since x does not depend on j, so
n

1X
(Sj )) − x
x =(
n j=1
∗

(1.2)

hence, the re-referenced signal becomes
n

SRi∗

1X
= (Si − x) −
(Sj ) − x
n j=1

(1.3)

which equals
n

SRi∗

1X
= Si −
(Sj )
n j=1

(1.4)

as can be noted, the final result does not depend on the recording electrode reference signal x. Another alternative to the CAR montage method is the newly
emerged montage method known as the Reference Electrode Standardization
Technique (REST). This method tries to estimate the channel recording to a
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hypothetical point at infinity (zero voltage). This method was developed by
[Yao, 2001], and is has been used in EEG community. The REST method utilizes the Equivalent Source Technique (EST) method which works by assuming
a head model (mainly the three concentric spheres), and try to solve the forward
problem by assuming a distributed bipolar charge in the assumed head model.
The forward problem is solved using the Lead Field matrix (LF). LF is a matrix
that estimate the three-sphere-head model sources. After solving the forward
problem, the REST method will enable us to get an estimate of the absolute
electrode EEG signal referenced at infinity, and hence reduce the effect of the
electrode that was used as a reference during the EEG signal recording. REST
method was suggested in 2001 [Yao, 2001] to mitigate the effect of the used
reference electrode during the EEG recording. Basically, REST method was
used to increase the performance in sources localization in the brain for medical application e.g. determine the active source during epilepsy seizure. Below
are the steps to get the REST montage as stated in [Yao, 2001]
• For the EEG recording, find the average voltage va to get the CAR montage Va for the EEG recording.
• Assume the three-concentric-sphere head model with its relevant parameters as shown in figure 1.3.
• Assume the equivalent source model mainly the Discrete Dipole Layer as
shown in figure 1.3.
• Based on the above models, and the current EEG reference, calculate the
transform matrix to the forward model Ga , and calculate the pseudo in15

verse of it matrix G+
a using the singular value decomposition technique
SVD.
• Calculate the Ra matrix, Ra = Ga G+
a.
0

• Calculate the REST equivalent of the CAR montage V = Ra Va .
0

0

• Calculate the average voltage va for REST montage V , and add the result
to the average montage found in step 1.

Figure 1.3: The three sphere model used to calculate the REST montage. The origin point is defined as the
intersection between the line that links the two ears with the normal line to the nasion point. The direction from
the center to the left ear is defined as +y, and from the center to the nasion is +x, and from the center to the vertex
point is defined as +z. The relative radii of the spheres are 0.87(inner skull), 0.92(outer skull) and 1.0 (head). The
medium relative electric conductivities are 1.0 for the brain and scalp, and 0.0125 for the skull. [Yao, 2001] The
actual value of radius equals 9.2 cm for the head, and the actual conductivity for brain and scalp is 0.45Ω−1 cm
[Yao, 2000]. The dashed line in the figure (the hemisphere and the plane) represent a surface where 3000 electric
current dipole sources are assumed to be distributed equivalent to the real sources in the brain. The image was
taken from [Yao, 2001] with permission.

Another common montage method in EEG recording is the bipolar method
where every EEG channel is viewed by the difference of two adjacent electrodes. This means that every EEG channel has its own reference point on the
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scalp. There are two common ways of implementing the bipolar method: (longitudinal or transverse), both are shown in figures 1.4 and 1.5 respectively.

Figure 1.4: Bipolar longitudinal montage.

Figure 1.5: Bipolar transverse montage.

Also there is Laplacian montage method suggested by [Hjorth, 1975] which
supposed to improve the spatial resolution and eliminate the effect of the reference electrode electric activity. The Laplacian or sometime known as the surface Laplacian is proportional to the local Current Source Density (CSD) inside
the cortex underneath the electrode. The Laplacian method is calculated by applying the Laplacian Operator ∇2 on the measured EEG voltage and hence the
resulted CSD is independent from the chosen recording reference point [Lagerlund, 2000]. The original work suggested by [Hjorth, 1975] used the neighbouring electrodes to estimate the Laplacian, this has been critiqued because of
the limited accuracy caused by the sparse density of the EEG electrodes. A solution for this was suggested by [Perrin et al., 1989] using the spherical splines
interpolation technique to increase the spatial resolution of the EEG electrodes,
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and then calculate the Laplacian analytically. The spherical splines performs
interpolation using function that have continuous second derivative. Laplacian
montage is used very often in BCI applications. As mentioned earlier, so far,
there is no consensus on an EEG montage method. Moreover, the study of
the effect of the used reference or montage method on the performance of the
biometric application of EEG is totally untouched.

1.6

Challenges and motivations

As discussed earlier, EEG biometric modality may be used in many applications, including but not limiting to: authenticate users to remotely access high
classified files or authenticate users to physically access restricted areas such
as military areas, nuclear plants or research labs in big companies. Also, as
suggested by [Baskar et al., 2014], EEG may be used to authenticate users for
online voting. It is believed that the EEG biometric modality main problem is
the annoying data acquisition procedure [Palaniappan and Patnaik, 2007]. If
we are able to reach a point where EEG data collection can be as easy as scanning the user’s fingertip on a fingerprint scanner, then the EEG modality will
be more acceptable in biometrics.
Biometric problems is a pattern recognition problem which encompasses four
main stages: data collection, preprocessing, feature extraction and classification. Using EEG in biometric is an emerging field and further work is needed
for it to stabilize. The main challenges in this field can be broadly defined as
follows:
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• Mental tasks dependability: EEG is known to change dramatically due
to the user’s mental task [Fernández et al., 1995], where the cortex areas
are activated and deactivated accordingly. Attempting to find a method
to measure EEG such that its recognition accuracy is maintained between
mental tasks will be addressed in this study.

• Variations due to session change: few studies show that EEG signals
change when the recording is done in different sessions, and the change
is even higher if the periods between sessions are longer. The change in
EEG between sessions may be referred to the slight changes of electrodes’
locations during the electrode fitting process, or may be due to intrinsic
changes of EEG over time since it is known that EEG dynamically change
with time [Romei et al., 2008]. Few studies attempt to measure the effect
of time interval between recording sessions on the biometric performance
of EEG. In Marcel and Millan [2007] they found that the performance
degrades over days, or precisely if the classifier trained on data from the
first day, and tested on data from the second day, the average error rate increased. However, using data recorded from different days in the training
increases the accuracy. Also, in [Su et al., 2010] they studied the effect
of diet and time of the day on the EEG signal and found that both affect
EEG signal, and diminish the accuracy of EEG biometric system. As a
solution for this they suggested two possible remedies: first, more diverse
samples (different diet, times of day, mental tasks etc.) should be included
in modeling to obtain the optimal performance, and the second is to ex19

tract more robust insensitivity features using some sophisticated statistical
methods. However, due to lack of a comprehensive dataset that record
EEG differences over time, no further work has been carried out.
• EEG data availability: In order to verify the stability and reliability of
EEG, we need to have sufficient EEG data that were recorded under different mental tasks. Factors that will be considered in selecting EEG dataset
are:

– Number of participants (larger number of participants will allow us to
have more credible results).
– Number of electrodes (larger number of electrodes will increase the
spatial resolution of EEG, and may provide more information about
suitable electrodes for biometric applications which is part of this
study).
– Any available demographic information or kinship relation between
participants as it was found earlier that twins and siblings have more
similarity in their EEG [Stassen et al., 1987] and this will affect the
recognition accuracy of the biometric system.
• Large Number of Electrodes: recently there is ability to use large number
of electrodes to collect EEG signal. Also it is known that neighbouring
EEG electrodes have high signal correlation [Menon et al., 1996], which
means that increasing the number of electrodes will increase the redundant information. Since the ”inclusion of redundant features with poor
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discriminative power may confuse the classifier” [Begg et al., 2007], thus
using all the available EEG channels to form a biometric modality may
worsen the recognition accuracy. In addition using feature reduction algorithms like Principal Component Analysis PCA was reported to miss
individual specificity [Figueiredo et al., 2011]. Furthermore, using less
number of electrodes will enhance the usability of the EEG biometric and
make it more acceptable, and it will reduce EEG system cost and complexity. In this study, the problem of choosing a subset of EEG channels
will be addressed to achieve stable accuracy over mental task change.
• EEG montage or reference point: as described in section 1.5 and chapter
3, the effect of EEG reference point or montage method of the biometric
accuracy is hardly addressed in the literature. In this study, the effect of
montage method on recognition performance of EEG will be addressed.
• Feature type: There are many suggested features: power spectral density
PSD, autoregression AR, wavelet, phase locking value, energy and many
more. So far there is no standard feature set to be selected in biometric
applications, however it was found by [Millán et al., 2002] that the EEG
signal periodogram (which is a method of estimating the PSD) lead to
better or similar performances than more elaborated features such as parameters of autoregressive AR model and wavelets. Although combining
PSD with other suggested features may enhance the accuracy, however,
it will increase the length of the feature vector, which will increase the
model complexity and require more data samples to train the model with
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the same level of confidence [Nist, 2006]. Also, there is a great debate on
which frequency bands should be considered for biometric applications.
In this study, using frequency ranges of θ, α, β and γ will be attempted
as most of the studies suggest these bands, and the effect of each band on
the EEG recognition accuracy will be analysed. Further discussion will be
shown in chapter 3
• EEG Artefact: EEG signal is highly contaminated with artefact. EEG
artefact defined in [Klass, 1995] as ”any potential difference due to an extracerebral source, recorded in EEG tracings”. The origin of these artefact
mainly refer to following sources as described by [Klass, 1995]:
– Biological artefact, which is the main source of artefact and the most
difficult to isolate. These artefact may be mainly attributed to eyes
movement, eyes blink, muscle activities, electrocardiogram (ECG)
effect and the change in skin potential and skin impedance due to
sweating.
– Extrinsic artefact that arise from the surrounding environment which
is mainly related to any nearby electrostatic or electromagnetic generating device such as mobiles and power lines.
Artefact may be reduced in the EEG data by one of the following methods:
– Reject contaminated EEG segments: this may be done manually or
automatically by excluding EEG segments that have strange waveforms or they exceeds certain voltage threshold value. However, re22

jecting contaminated EEG segments may result in biased EEG data
and huge amount of EEG data loss. Also it may result in serious gaps
between the EEG segments [Zha, 2011]. In this study, all the recorded
EEG data will be considered to reflect practical system accuracy.
– Averaging the recorded EEG segments: averaging will increase the
SNR usually if the noise is not phase-locked with the EEG signal.
However, if the noise to be cancelled is phase-locked with the EEG
signal averaging is not a suitable option to clear the signal artefact
[Jung et al., 2000].
– EEG signal filtration: this topic has special interest in recent research,
and there are plenty of methods used to clean the EEG signal such
as frequency filtration, linear regression, blind source separation and
wavelet filtration. So far, there is no superior method since each of the
above methods has its strengths and weaknesses, and a method that
has good results in cleaning certain artefact may give worse result in
cleaning another.[Zha, 2011]
• Classification: classification belongs to supervised learning and aims to
map an input value x to a defined output class y [Murphy, 2012]. The
input x in our case is a person EEG signal and the output y represents
the person identity. The classification is done through machine learning
and inferring algorithms. Recently, probabilistic approach in biometric
applications becomes more acceptable [Champod and Evett, 2001]. In
classification problem, if number of classes C = 2, then this is known as
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binary classification, and if number of classes C > 2, then this is known
as multicalss classification [Murphy, 2012]. In building biometric applications both binary and multiclass classifications are used depending on
the problem whether it is authentication or identification respectively.
For person authentication or verification problems, which is a binary classification problem where a test sample for a claimant is matched against
the claimed client model. The built framework was borrowed from textindependent speaker verification problem. This framework was highly
accepted by the speaker recognition community [Reynolds et al., 2000],
and was first used in EEG biometric application by [Marcel and Millan,
2007]. In this framework, during the training phase, the Gaussian mixture model GMM is used to create a world model or universal background
model (UBM) which is built from huge number of training samples. Also
GMM is used to build a specific model for every client which is built from
the available training samples for that client. The test in this framework
is based on the likelihood ratio between the similarity and the typicality
[Muller, 2007]. For a claimant test sample, the similarity is the likelihood
of the test sample to belong to the claimed client model, and the typicality is the likelihood of the test sample to belong to the UBM model. The
claimant is granted access if
similarity
>τ
typicality
where τ is a threshold value that is to be set according to the application’s
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need. So if high security is required, τ will be set to high value, which will
increase the false rejection rate (FRR) and decrease the false acceptance
rate (FAR). The main problem of verification is that a large dataset need
to be collected to build the UBM model.
When building the client models in authentication problem using the Expectation Maximization, there are two main approaches: Maximum Likelihood (ML) and The Maximum A Posteriori (MAP). The former used
the client data samples to build the GMM model for the client class, and
no further information are included in forming the client GMM model.
However, the later i.e. The Maximum A Posteriori benefits from the existing UBM model parameters by assuming a priori knowledge of the client
class which is the same as the UBM class model. The data samples available for the client class will be used to shift the client class GMM means
from its priori UBM means. This method require less data samples than
the EM to train the client model. Both of these methods were described in
[Duda et al., 2012] (the MAP method is refereed to as Bayesian Estimation in this book), and the details of the GMM means adaptation were described in [Reynolds et al., 2000]. The MAP will be used in training client
models in our attempt to answer the research questions, where the client
GMM model means will be adapted by the UBM GMM model means.
The terms performance and accuracy will be used interchangeably in this
script to denote the classification results. However, it has been noticed that
the term performance is more commonly used in the biometric literature to
describe the classification results, however, in few instances it was used to
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describe different concepts like the time the classifier take to reach its decision. For the authentication performance measure, we will be using Half
Total Error Rate (HTER) which is defined as HT ER = (F AR+F RR)/2,
where FAR is the False Acceptance Rate, and FRR is the False Rejection
Rate. Since using either FAR or FRR only as a measure of the authentication accuracy can be misleading, because a biometric system can achieve
0% false acceptance rate (FAR), which means it rejects all claimants that
are not enrolled, but on the other hand it may provide very high false rejection rate (FRR), which indicates that this system also rejects large portion
of the enrolled claimants. So, using FAR or FRR solely to measure the authentication performance can provide misleading results. That is the main
reason of combining both of FAR and FRR in the HTER measure, and to
train the classifier to look for the minimum HTER value. Furthermore,
the Detection Error Tradeoff (DET) curve will be used to predict the performance of the authentication classifier when changing of the threshold
values of FAR and FRR. The DET curve gives a better idea about the performance of the classifier rather than the HTER which will measure the
performance of the classifier at a fixed threshold values.
In the person identification problem, which is a multiclass problem, many
classification methods were used like Support Vector Machine (SVM),
Neural Network (NN), K-Nearest Neighbour (KNN) or the Linear Discriminant Analysis (LDA). The EEG training data for each client is used
to build the client model. In the identification problem usually no UBM
is used, and only client models are built. After building the client model,
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in order to verify the system performance, the test sample score are measured against each client model. The client whom their model achieves the
highest score for the test sample is considered the owner of that sample.
In identification problems, the Mean Square Error MSE is usually used to
measure the system performance.
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Chapter 2
PRELIMINARY STUDY
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2.1

Overview

This preliminary study aims to understand the problem of using EEG in biometrics. This study was done through the learning curve toward completing this
research, and the main idea is to understand the process of forming a feature
vector from the raw data, build and train the classifier, and finally test the identification results. Furthermore, this study also utilize the spatial properties of
EEG which may be used as a feature vector for the identification classifier. In
this work we propose to use root mean square(rms) to create a spatial pattern of
the Electroencephalogram(EEG), and use this pattern in human identification.
The proposed method is straight forward and have low cost of computation
comparing to recent published methods such as the auto regression(AR), independent component analysis(ICA) or wavelet. More importantly, the proposed
method gives very promising results.

2.2

Publication

Based on the work in this preliminary study, two publications were accepted:
• Altahat, S., Huang, X., Tran, D. and Sharma, D., 2012. People identification with RMS-Based spatial pattern of EEG signal. In Algorithms
and Architectures for Parallel Processing (pp. 310-318). Springer Berlin
Heidelberg.
• Huang, X., Altahat, S., Tran, D. and Sharma, D., 2012, October. Human identification with electroencephalogram (EEG) signal processing.
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In Communications and Information Technologies (ISCIT), 2012 International Symposium on (pp. 1021-1026). IEEE.

2.3

Introduction

Recent years show an increasing attitude to find new methods for people identification. The two main properties for any successful biometric method are
high distinguishing ability and high complexity to imitate. Developing such a
method gives more security and more protection against fraud. There are plenty
of methods used to identify people starting from the most famous fingerprint,
face, palm print, voice print, retina, DNA and many more. Recent years show
an increasing interest in using EEG as a people identification method. Many
researches as discussed earlier in chapter 1 show that EEG signals have unique
distinguishing patterns, and is difficult to change or mimic these patterns. Also,
all these researches are showing promising identification results. Different preprocessing, feature extraction and classification methods were used in these
researches. In this work we are considering working on large number of people
and using simple feature extraction and classification methods to provide strong
evidence that EEG signals can provide unique pattern for people. Within this
work we analyzed 64-electrode EEG samples for 122 participants from public
dataset, and calculate the equivalent rms value for each electrode signal over
1 second period. After that we trained a neural network classifier to identify
these participants based on their 64-value rms inputs. A promising results have
been reached indicating the rms spatial feature extraction method may be used
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with other methods to enhance the classification.

2.4

Related Work

Many researches took place for human identification using EEG signal processing. In [Shedeed, 2011] they used voting scheme for different feature extraction
methods which are Discrete Fourier Transform and Wavelet Packet Decomposition both with different measures, and used neural network backpropagation
classifier and reached an accuracy of 100%, however the number of classes was
three participants only. In [Yazdani et al., 2008] they worked on a partial set of
20 participants of the same dataset we are using here. They used different feature extraction methods which are AR model parameters and the peak of PSD.
Then use LDA to reduce features and the KNN classifier. They reached 100%
accuracy over 20 subjects when AR model order equals to or greater than 14.
However, the proposed feature extraction method is more complex and require
more expensive calculations. Furthermore, the number of subjects is less than
what we are considering in this work. In [Riera et al., 2008] they selected the
best five features set among multifeatures preliminary work. The resulted best
features were AR model, Fourier Transform, Mutual Information, Coherence
and Cross Correlation. The size of the sample was 51 people and 36 intruders.
They use Fisher’s Discriminant Analysis classifier with four different discriminant functions. They reach a performance between 87.5% to 98.1%. The
proposed feature extraction methods in their work need high computation. In
[Palaniappan, 2004] they used a total of 61 channels to record Visual Evoked
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potential (VEP) EEG signals from 20 subjects. They used the spectral power
for the gamma band (30 - 50) Hz as a feature. The reached average accuracy
was 99.06 with a 10 fold cross validation. Also in [Palaniappan and Mandic,
2007] they update the used methods in [Palaniappan, 2004] and test the used
methods against larger sample. The result drops to less than 95% when reaching 40 people sample size.

2.5

Proposed Method

In this work we are trying to test the EEG uniqueness over a large number of
subjects, while using a novel simple method for feature extraction to make EEG
identification more applicable. So in this work we will:
1. Propose an EEG identification method on a large number of subjects to
verify EEG uniqueness among large number of people.
2. Employ relatively low complexity and low computation cost methods in
preprocessing and feature extraction, to enhance considering EEG as an
online solution for people identification.
To tackle the above issues:
1. large public database that contains EEG data for 122 participants was used
in this study.
2. RMS spatial pattern is used to create feature vector which is used for the
first time in EEG biometric study.
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2.5.1

Pre-processing

There are many debates about EEG bandwidth, and what are the lower and
higher limits of it [Vanhatalo et al., 2005]. However, in this study we follow
[Howard et al., 2003] where they suggest upper limit to gamma in EEG bandwidth to 60Hz. So, in the preprocessing step, the EEG signals were filtered
to get frequencies below 60 Hz. All frequency components above 60 Hz were
disregarded. This filtration is done over all the EEG signals from all the 64
electrodes. Figure 2.1 shows an example of the effect of the filtration result on
one of the EEG sample signals.

Figure 2.1: Frequency Filtration

2.5.2

Feature Extraction

In the feature extraction step, we consider only one simple feature, which is
the RMS value for each electrode signal over one second. The RMS value
was calculated using equation 2.1 over the filtered EEG signal for one second
segment for each electrode of the 64. So, the EEG signal from each electrode
was divided into one second length segments which is 256 samples, and the
RMS value for these 256 samples was calculated. A feature vectors of length
64 RMS values, which is the number of electrodes was created for each second
of the recorded EEG signal. Figure 2.2 depicts the feature vector collection
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from EEG using RMS values.

Figure 2.2: 64 Channel Feature Vector

The RMS value for discrete data is represented by equation 2.1
v
u n
u1 X
rms(x) = t
x2k
n

(2.1)

k=1

The RMS value represents active potential of the signal where the power
of the signal p(x) is directly proportional to the square of the RMS value as
described in equation 2.2
p(x) ∝ rms2 (x)

2.5.3

(2.2)

Classification

A multiclass neural network(NN) classifier was built to classify the obtained
feature vectors. The NN classifier is feedforward error backprobagation network. Also it uses batch mode for weight update after the end of each epoch.
The training starts from a random weight sets. The NN engine uses radial ba36

sis and the continuous tan sigmoid activation functions. The NN is designed
with 64 nodes in the input layer, which is the length of the feature vector. The
number of outputs depends on the number of subjects which is 45 for the first
experiment and 122 for the second experiment. The network hidden layer size
is 200 neurons was selected after many trials. In the second experiment which
was operated on 122 subjects, the NN classifier was trained again in different
configuration where the input layer has a direct connection with both the hidden layer and the output layer which increases the performance.
Determining the hidden layer size is a critical task in neural network system.
Hidden layer with too little nodes will not be able to recognize complex patterns. On the other hand, hidden layer with too many nodes, besides being
harder to train, it will start to model the noise in the training data, which leads
to poor results on other datasets. There are few recommendations about the
the hidden layer size, however, most of these recommendations overlook the
complexity of the function to be modelled, the noise content in the data and
the number of training cases. Also, cases with high nonlinearity and hysteresis
oblige researcher not to use any of these recommendation, and to determine the
size of the hidden layer by trial and error.[Basheer and Hajmeer, 2000]
In this work, in order to determine the size of the hidden layer (i.e number of
nodes in the hidden layer), we start from recommended size which is basically
the average between the input and output layer, and test the performance, then
we continuously increase the size of the hidden layer and test the performance,
until no significant improvement was achieved. We used the MATLAB built in
nntraintool tool to run these tests. The RMS feature vector input was prepro37

cessed by this tool by normalizing the input values between [1, -1].

2.6
2.6.1

Experimental Setup and Discussion
Dataset

The used dataset is available through a public data repository for machine learning [Asuncion and Newman, 2007]. This dataset was collected through a study
was performed at the Neurodynamics Laboratory of the State University of the
New York Health Center at Brooklyn. This study EEG correlates of genetic predisposition to alcoholism. The dataset contains multiple measurements from 64
electrodes placed on subject’s scalps which were sampled at 256 Hz per second.
There were two groups of subjects: alcoholic and control. Each subject was exposed to either a single stimulus (S1) or to two stimuli (S1 and S2) which were
pictures of objects chosen from the 1980 Snodgrass and Vanderwart picture set.
When two stimuli were shown, they were presented in either a matched condition where S1 was identical to S2 or in a non-matched condition where S1
differed from S2. The dataset was downloaded from [University of California,
1999], with acknowledgment to Henri Begleiter at the Neurodynamics Laboratory at the State University of New York Health Center, Brooklyn. The dataset
contains EEG samples for 122 participants, the recorded EEG sessions for each
participants varied from 40 to 120 (so each participant has different number of
EEG samples). The total number of EEG data files was 11074. Among these
files we found 17 files that contain no data. Among the remaining 11057 we
found plenty of EEG data files that had all their values or most of them are set
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to zero.The total number of data files that were considered after this is 11029
files.

2.6.2

Results

The original data contains 77 alcoholic participants and 45 control participants.
In the first experiment we consider the samples available for all 45 control
participants. The input layer size is 64 inputs which is the number of RMS
value for each electrodes. The output layer size is 45 outputs which represents
the number of participants (45 control persons). Then one hidden layer with a
size of 200 neurons was selected after many trials. The training stopped when
the classifier validation is saturated, and no further improvement achieved. The
results were so promising, and the classifier was able to identify 42 of the 45
people correctly, with a mean square error value of 4.3 × 10−3 . Figure 2.3
shows the mean square error and figure 2.4 shows gradient during the training.
The training stopped after 747 epochs (neurons weight update). 80% of the
data were used for training, 10% for validation and 10% for testing in all test
cases.
This result encourages considering more subjects in a bigger experiment to
include all the dataset for the 122 people. This will test the limits of the RMS
spatial pattern method and verify its usability in large scale. In the second
experiment the input size remains the same which is the 64 RMS inputs. The
hidden layer size was chosen to be 500 neurons after many trials, where hidden
layers larger than 500 neurons did not improve the performance significantly,
and also they needed significantly longer training time. The output size was set
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Figure 2.3: Mean square error for 45 subjects during the training

Figure 2.4: Gradient for 45 subjects during the training

to 122 which is the number of participants.
Although we consider larger sample of people, the results was also promising. The classifier was able to identify 113 people correctly out of 122, with a
mean square error value of 0.00271. The other 9 subjects which the classifier
was not able to identify, 4 of them were highly confused with other subject in
the dataset, and 5 was not identified totally. Figure 2.5 shows the mean square
error and figure 2.6 shows the gradient during the training.
To enhance the efficiency of the classifier in the second experiment, we add
a weighted connection between the input layer and the output layer. The efficiency increases after this enhancement, and the classifier was able to identify
116 people correctly out of 122, but the classifier took significantly longer time
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Figure 2.5: Mean square error for 122 subjects during the training

Figure 2.6: Gradient for 122 subjects during the training

to train. The reached mean square error value was 0.00186. The other 6 subjects
which the classifier was not able to identify, 4 of them were highly confused
with other subject in the sample, these four are different than the four in the
first part of this experiment. The other two were not identified totally. This last
experiment shows that by enhancing the classifier, the result may be enhanced
and a better classification rate might be achieved using the RMS spatial pattern
only as a feature vector. Figure 2.7 and figure 2.8 show the mean square error and the gradient respectively during the training of the second part of this
experiment.

2.7

Conclusion and Future Work

The main value of this preliminary study in this research is to gain the needed
know how to access the EEG dataset, and apply certain preprocessing and fea41

Figure 2.7: Mean square error for 122 subjects during the training with enhanced classifier

Figure 2.8: Gradient for 122 subjects during the training with enhanced classifier

ture extraction methods, and also to train classifiers and to build a biometric
system based on EEG signals. Also the contribution in this work is to consider new property of the EEG signal (the RMS spatial pattern ) to be used as
a feature vector for people identification and also to verify that using EEG in
biometric gives promising performance results.
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Chapter 3
LITERATURE REVIEW AND
RESEARCH PLAN
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3.1

Overview

The link between EEG and heredity starts as early as 1945 with the study conducted by [Lennox et al., 1945]. They show that for the 74 twins monozygotic
and dizygotic twins, the similarity of EEG was in agreement with the physical
characteristics in 88% of the samples, disagreement in 4% and doubt in 8%. It
is worth noting that this work was done in analog environment, and they used
primitive methods to measure EEG similarity like number of peaks in one second, and when there was a difference in more than half a peak per second, the
EEG is considered significantly different. Also they considered other features
like the voltage amplitude, the waveform of the EEG, presence of abnormal
EEG, change in EEG due to blood chemistry (they perform overventilation test
for each participants for about 2 minutes out from 20 minutes normal EEG).
In their work, the EEG was recorded under idle task with eyes closed. The
importance of this work is it opens the door for further work to link EEG with
heredity. Also they found the EEG of siblings who have the same sex is more
related than those who have different sex. In [Stassen et al., 1987] they compared EEG spectrum components with 0.25 Hz resolution for epochs of 20s
each. They found that the EEG for the monozygotic twins are more similar
than that of dizygotic twins, but the similarity within the EEG of the same person is more than that of the monozygotic twins. This emphasises that EEG
have characteristics related to the identity of a person. Also they found that
dizygotic twin’s EEG is more similar than unrelated persons. In order to measure the similarity, they created a lower and upper bound for the EEG spectrum
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which creates an EEG spectrum region for each person. The EEG similarity defined in their work based on the area intersection of the EEG spectrum for each
person. Also they found that EEG spectrum in standard condition (idle with
eyes open) is persistent over time and does not change even for long periods of
time. In [Anokhin et al., 1992] they linked the low voltage EEG (LVEEG) non
alpha rhythm in resting state with the genetic variable number of tandem repeats (VNTR). All these previous studies show that EEG has properties related
to the human identity.
One of the first attempts to use EEG as a biometric modality was proposed by
Poulos and his colleagues [Poulos et al., 1998, 1999b]. They used the FFT as
a feature. The main target of their work was to show that EEG can be used as
a biometric modality, and it may produce reasonable accuracy results (around
90% in their different test cases). Also in [Poulos et al., 1999a] they used
different classifier (Neural Network Learning vector quantization NNLVQ) to
shift the problem to the AI domain. Moreover, they studied the effect of different frequency sub bands within the α rhythm on the authentication accuracy: (7-10)Hz, (8-11)Hz and (9-12)Hz. They conclude that no frequency sub
bands in the alpha rhythm show better performance than the others, and they
are equally informative. Furthermore, in [Poulos et al., 1999c] they tried using
auto-regression AR of the alpha rhythm as an alternative feature instead of the
FFT and show that this feature contains identity related information. Also, in
[Poulos et al., 2002] they used bilinear AR as a feature to find if other feature
extraction methods of the EEG may contain more identity related information.
They found that bilinear AR model gives better recognition accuracy compared
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to linear autoregressive moving average model ARMA. The main issue in all
the above listed Poulos and colleagues work is that the number of participants
was small (4 participants only), thus the results should be carefully considered.
However, their main contribution is that they opened the door for using EEG
in biometrics applications. Many subsequent studies proposed using EEG in
biometrics, and suggested different preprocessing, features extraction and classification methods, and all of their work was to emphasise the ability to use
EEG in biometrics. In this literature review the available literature will be categorised based on their relation to the research questions.

3.2

Methodology

Throughout this study, the experimental research methodology will be applied.
This implies the following steps [Amaral, 2011]:
• Identify the research problem and clearly state the research questions
• Evaluate the existing solutions for the problem in the available literature
• Set hypotheses that represent the expected outcomes from this research.
• Set experiment design to test the hypotheses.
• Evaluate the results.
The aim of this study is to find an EEG robust channel set that provides best
biometric performance regardless of the participants’ mental task. Also to examine the effect of montage methods and segment length on the biometric performance therefor.
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3.3

Research Questions

This research will focus on using EEG as a biometric modality and aims to
answer the following questions:
• Is there a robust EEG channel set that can be used for biometric applications regardless of the participants’ mental task?
• What is the effect of EEG reference or montage method on the selected
robust channel set and its resulted biometric performance?
• What is the effect of segment length on the biometric performance?
The three main hypotheses in this work which are related to the research
questions are:
• there exist a robust EEG channel set that can be used for person authentication regardless of the participant mental task.
• The robust channel set found in hypothesis one is affected by the used
EEG montage, and the montage methods changes the selected robust set
channels and affects the biometric performance.
• The authentication performance for the robust channel set found in hypothesis one is affected by the selected signal segment length.

3.4

EEG Electrode Selection

Most of the reviewed studies in this research that attempted to use EEG in
biometrics, used either the full EEG electrodes set, or selected an arbitrary sub48

set with lack of justification for their choice. Few studies attempted to justify
choosing a subset of the EEG channels for biometric application. In [Ravi and
Palaniappan, 2007] they suggested channels subset based on genetic algorithm
(GA). In the preprocessing step they used elliptic band pass filter to get the
gamma band (30-50) Hz. Gamma band energy only for each channel was considered as a feature. Linear discriminant classification was used to evaluate the
fitness function for the GA algorithm because it is relatively fast. They found
that the accuracy difference of using 23 channels compared to using all 61 channels has no statistical significance with p − value = 0.26. First comment on
this result is that the suggested number of electrodes (23) is equivalent to the
all available channels in the 10/20 electrode positioning standard, and may be
reduced more. Moreover using the suggested channels were found to have no
significant difference to the use of the total channel set (high p−value = 0.26),
however, using the full channel set does not guarantee to give the best authentication accuracy as it may confuse the classifier because of neighbouring channel correlation as discussed in section 1.6. Furthermore, their suggested channel set was tested using one mental task only, and the effect of different mental
tasks was not analysed. Also in [Palaniappan and Mandic, 2007] they ranked
the EEG channels based on their Davies Bouldin index (DBI) and inserted
them in the feature vector gradually. The DBI is a mathematical tool to measure the clustering of the data. The definition of DBI depends on the dispersion
Si of the data inside the cluster and on the separation between clusters centroid
P i
Mi,j . Si is measured as Si = T1i Tj=1
k Xj − Ai k2 , where Ai and Ti is the centroid and the number of samples in cluster i respectively. Xj is sample number
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j. Mi,j is measured as Mi,j =k Ai − Aj k2 . The ratio between the sum of any
S +S

i
j
two clusters dispersion to their separation is known as Ri,j = M
. The DBI
i,j
P
is finally calculated as DBI(i) = N1 N
i=1 max(Ri,j ). Lower values of DBI in-

dicate better cluster separation. In their work, the maximum accuracy (around
100%) was reached after considering the 35 EEG channels that have the lowest
DBI. They used Elman Neural Network for classification. In their work, one
mental task only is considered (VEP), and the effect of different mental tasks
was not analysed. Furthermore, they used all the available data to calculate the
DBI values and then test the result on the same data. This implies that their
results may suffer from overfitting and the 100% accuracy may not be achieved
using their suggested channel set on a different EEG data. Also it was noted in
their results that many channels had reduced the recognition accuracy despite
they had better DBI as shown in figure 3.1, and they were still considered in the
final feature set.

Figure 3.1: Accuracy with added channels result in [Palaniappan and Mandic, 2007]
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[Marcel and Millan, 2007] used 32 EEG channels to record EEG data for
nine participants, each had 12 sessions (4 sessions per day) and each session
is 4 minutes long, with 10-15 minutes break between sessions. For the preprocessing they first interpolate using spherical splines (SS) interpolation method
of order 2, then they applied the surface Laplacian (SL) ∇2 Φ to eliminate effects from different sources and increase the signal to noise ratio (SNR) of the
local sources underneath each electrode. In the feature extraction step, they
considered the filtered signals coming from eight centro-parietal channels (C3,
Cz, C4, CP1, CP2, P3, Pz and P4) based on BCI experience that these channels
are more appropriate for mental task classification. Signals were segmented to
62.5 ms, and the estimation of PSD using Welch periodogram method for frequencies of range (8-30) Hz was chosen as a feature with frequency resolution
of 2Hz. However, there is no evidence that the selected centro-parietal channels
are more appropriate for person recognition. Also the application of SS and SL
spatial filters in the preprocessing step require more computation cost and need
to access the total channel set (32 channels in their case) to perform the interpolation [Kayser and Tenke, 2006]. This indicates that there is no improvement
in the process of EEG recording as the full channel set need to be accessed in
the preprocessing step. Furthermore, the selected channels are known to be the
best to detect mental tasks. This implies that they are highly affected by the
change of mental tasks. In the classification step, they used the framework of
Universal Background Model - Gaussian Mixture Model (UBMGMM).
In [Tangkraingkij et al., 2009] they used Independent Component Analysis
(ICA) as a feature to test the best channel set for EEG to be used in identifica51

tion. EEG of one mental task (resting with eyes open) was recorded using 16
electrodes. ICA was applied as a feature, and extensive channel reduction was
applied to use the best four, three and two electrodes rather than the full electrode set. They conclude that using the three electrodes FP1, P3 and C4 gives
the best result with 100% of identification accuracy, and increasing to four has
no effect. However, testing was performed on a group of 5 participants only (3
women and 2 men), so for larger population this results should be considered
carefully, and more importantly the training of the best set was done on all the
dataset which raise the suspicion of overfitting and most probably will give bad
result with other dataset.
In [La Rocca et al., 2012] they used 56 electrodes to record EEG data for
45 participants during the resting eyes-open mental task in person identification
problem. During the EEG recording, they used the average for signals recorded
from both ear lobes as a reference, then they re-referenced to Common Average
Reference (CAR). This indicates that they are using the full channel set (56) to
create the CAR, and therefore there is no reduction in the EEG channels number. Also they suggested arbitrary subset of symmetrical groups of two, three
and five electrodes. The best result was found with three electrodes, namely O1,
POz and O2, and no significant improvement was achieved by using five electrodes. However, there is no evidence that selecting symmetric electrode will
give best result in biometrics, and limiting the choice on symmetric electrodes
may bias the results.
In [Bai et al., 2014] they used EEG data for 20 participants in person identification problem. In preprocessing step, they applied ICA to filter the EEG from
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Electrooculography (EOG). They used four feature types: AR, Time-Domain
Power Spectrum (TDPS), PSD and Phase-Locking Value (PLV) for 64 EEG
channels. The first part of their experiment was to determine which feature have
more identity related information, and AR model parameters were found to
have the best discriminating power between persons. So they used AR feature
only later to reduce the number of used EEG channels. Then they applied three
different feature selection algorithms: Genetics Algorithm (GA), Fisher Discriminant Ratio (FDR) and SVM Recursive Feature Elimination (SVM-RFE),
and used SVM classifier to verify the subset accuracy. The results they had
that SVM-RFE gives the best optimization by reducing the number of used
EEG channels to 32 (50% reduction) while maintaining recognition accuracy
of 97.25%. However they did not show which channels are most significant to
be used in biometric, beside they used one mental task only (VEP).
In general all the above listed studies share the following comments:

• They did not consider the effect of different mental tasks on the channel
selection, and therefore it is not clear how stable these channels’ behaviour
will be in different mental tasks

• They tend to use all the available dataset to perform the channel selection,
which leads to a suspicion of overfitting, and hence the chosen best channels for some dataset might not achieve the same accuracy on different
data sets.
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3.5

EEG Biometric In Different Mental Tasks

Most studies using EEG in biometrics focus on one mental task only. Mainly
the two main mental tasks that were considered are the baseline idle with eyes
open or closed states and the visual evoked potential (VEP) task. The popularity of these two mental tasks may be referred to the abundance of related
EEG databases that represent these mental tasks. However, few studies discuss the effect of different mental tasks on the biometric application. In the
work of [Marcel and Millan, 2007] that was discussed earlier in section 3.4
they studied the effect of changing mental task in authentication problem. In
their work, three mental tasks were considered: imagining of a repetitive left
hand movement, imagining of a repetitive right hand movement and generating
words beginning with the same random letter. These three tasks are referred to
as Left, Right and Word respectively. The results were highly affected by the
experiment parameters like the number of Gaussian mixtures. However, they
found that there are mental tasks more appropriate for authentication than others. In their work the Left task gives the best average accuracy. However, in
testing mental task effect three out of nine participants only were considered
which may indicate that the result may be biased, especially after noticing that
those three participants were right handed. Their study was not meant to be a
comprehensive study of the mental tasks effect, as this will require inclusion
of more mental tasks that are related to different areas of the cortex. In [Hema
et al., 2008] they collected EEG from six participants, 3 electrodes were used:
F4, O2 and FP1 which is considered as the ground electrode, so two channels
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only were used. Three mental tasks were considered: relax (baseline), mathematical multiplication and reading. Each task takes 5 seconds, and was repeated
for 10 times in each session. Data was collected in two sessions in two different days. For feature extraction, they consider beta band of the EEG (14-20)
which occurs during conscious state and active thinking of a human brain. No
signal artefact were removed from the signal (no filtration) and all signals were
considered. β band was extracted using the Welch periodogram method. In
Welch method the signal was segmented to eight segments of 1.11s length and
50% overlapping, and each segment is windowed by hamming window with
the same length of the segment. Afterward an FFT is applied to the window
data. Then an average results is scaled to compute PSD. In classification, they
use feedforward neural network, 80% of the data randomly selected for training
and 20% for testing, and they reached an accuracy between 96.67% to 100% for
the multiplication task with an average of 97.5%. Other mental tasks give less
accuracy. However, the sample size is small (six participants), so the results
should be carefully considered.
In [Sun, 2008] they used data for nine participants with 59 electrodes. Two
mental tasks were considered: imagine moving left index and imagine moving
right index. They applied CAR rereferencing on the collected signals, and common spatial pattern was employed to extract the signal energy. In classification
step, they used feedforward NN classifier. They noticed that there are mental tasks more appropriate for biometrics than others, in their study they found
imagining moving the left index was more distinctive, which is very close to
the result found in [Marcel and Millan, 2007]. Also, they used NN classifier
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and trained it to produce two classes of outputs: the mental task, and the participant’s identity. It was noticed that training the classifier to for both outputs
gives better result than training the output on one output only i.e. the person
identity. The main value of their study is it separates problem domain to two
domains: identify the task and identify the person. This appears to have significant improvement in their case, however the main critique to their work is the
small number of participants (nine participants).
In [Abdullah et al., 2010] they collected EEG signal from 10 male participants while resting with eyes open and eyes closed in 5 separate sessions conducted over a course of 2 weeks. Features were extracted using the autoregressive (AR). They used eight electrodes to create four bipolar EEG channels
for each participants. They tried using 4, 2 and 1 of the bipolar channels and
measure the effect of mental task and the effect of using less channels. They
found that mental task idle with eyes closed gives slightly better accuracy than
mental task idle with eyes open, however the difference is not significant, and
they refer it to the fact that idle task with eyes closed may contains less artefact
than idle task with eyes open (mainly less EOG content). Also they noticed that
including four channels gives better accuracy that using two or one EEG channel. The main comment for their work that they consider one mental task only
i.e. the idle task, but in two different states: eyes closed and eyes open. So basically they measured the effect of eyes open and eyes closed not the change in
mental task on the identification problem. Moreover the number of participants
is small (10 participants only).
In [Bao et al., 2009] they used EEG data for three participants, six channels
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and four motor imagery mental tasks to imagine moving: left hand, right hand,
foot and tongue. They used four different features: PLV, AR, Linear Complexity and Energy Spectral Density. They used backpropagation feedforward
neural network BPFFNN classifier and studied the effect of mental task and the
frequency band on the identification accuracy. Also in their results, the left hand
imagery movement results in less accuracy than right hand imagery movement
in the µ band and in the β band, but it produce significantly better accuracy the
γ band. The best achieved accuracy was reached with the tongue imagery mental task in the γ band (90.6%). However, the number of participants is small
(three participants).

3.6

EEG Montage and Reference Selection

Influence of selecting montage method and a reference point on the EEG signal is quite known [Tyner et al., 1989]. However, no study have touched this
problem in the context of biometric, and measure the effect of montage method
or reference selection on the biometric accuracy of EEG. It can be seen in EEG
biometric studies that different references and montage methods were used. In
[La Rocca et al., 2012] they used average ear lobes as a reference, then rereference to common average. Also In [Abdullah et al., 2010; Bao et al., 2009]
they used bipolar montage. In [Marcel and Millan, 2007] they used Laplacian
montage. However, no results can be drawn from these works since each of
these studies has different experimental setup and different number of participants, and the comparison cannot be made based on the achieved accuracies,
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beside none of the above studies or any other using EEG in biometrics justified
their montage method or reference selection, and why it is more appropriate for
biometric application. The following studies however, analysed the selection
of montage method rather in different context. In [Choi et al., 2006] they suggest an EEG reference electrode from cortex Supplementary Motor Area SMA
based on fMRI images. Their idea is to suggest an electrode above a cortex area
that is most active during a mental task, and they used the T-test to affirm that
these electrodes give better result in detecting imagery movement task for BCI
application. This suggestion is based on using the maximum non-neutral electrode as a reference. However, in [Nunez, 2010] they suggested two solutions
to find a neutral reference which has minimum electrical activity. They suggest
using the Reference Electrode Standardization Technique (REST) to estimate
electrodes signals with respect to a reference at infinity or alternatively suggest
the CAR reference as the best approximation of the REST montage. However,
the main problem of these two methods is that they are both affected by the limited electrode density and the incomplete electrode coverage (sampling only the
upper part of head) [Nunez, 2010]. Therefore, and since this study target minimal electrode coverage, we will study different reference techniques and their
effect on the minimal electrode set for identification. Also we will study other
montage methods beside the referential method and measure its effect on the
EEG biometric accuracy.
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3.7

EEG Segment Selection

In [Nguyen et al., 2012] they proposed a speech-based approach to brain wave
feature extraction to be used in person identification. They performed their test
on different EEG dataset, and they used SVM classifier. They studied the effect
of segment length on the accuracy of the identification using a single EEG
channel (Cz) and eight channels (C3, Cz, C4, P3, Pz, P4, O1, O2). They found
that using the single channel with longer segment length (more than 15 sec) can
approach accuracy achieved by the eight channels, but if short segment length
is used then the eight channels set achieves significantly better identification
accuracy. Also they noticed that for the eight channel set the accuracy stabilize
at 1 sec segment length, and was not significantly enhanced by any further
increment of the segment length. However, in their work the limits between the
used number of EEG channels and its relevant segment length is not clear. So
it is not clear what is the optimal segment length is, and how far it is affected
by the used channels and the number of channels.
In [Yeom et al., 2013] they designed an experiment to measure the different response of the EEG between viewing a self-face and non-self-face images. They measured the EEG signal for 800 milliseconds after the onset of
the stimulating image and found that the EEG response appears to be the same
for self-face and non-self- for the first 300 milliseconds approximately, then
starts to differ significantly. The designed authentication framework enables
them to suggest an optimal segment to authenticate persons, and they found
that this segment length varies for each EEG channel for each person which
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means that every EEG channel for every person should have a recommended
segment length. Also they selected channels such that they have large separation between the signal means of the two mental tasks, which appeared to be
person specific as well. So for each person there is a recommended channel set,
and for each of those channels there is a recommended segment which may be
different from other persons channel set and segment length. This may create
extra layer of security. This work considers one mental task only i.e. VEP for
self-face and non-self-face images. Achieved average accuracy was FAR (13.9)
and FRR (13.9) with 7.7 and 7.5 standard deviation respectively.

3.8

Publications to Date

During this PhD, the following papers were published or are being prepared for
publishing:
• ”People Identification with RMS-based Spatial Pattern of EEG Signal”.
This work was done to strengthen my understanding of the problem at the
beginning of my PhD project. This work focus on using spatial features
of the EEG, as most of the previous studies were focusing on temporal
or spectral features of certain electrodes without considering the whole
pattern of the EEG electrodes. In this work the root mean squares (RMS)
value were considered, which is relatively a simple feature, to be extracted
from each electrode for a 64-electrode EEG recording. Then a feature vector from these 64 rms values was created and used this vector in identifi60

cation of 122 person which is relatively large sample. In the classification
phase, neural network backpropagation classifier was trained on 80% of
the data. Classification accuracy of 91.8% was achieved using this feature
which indicates that the spatial properties of the EEG have identity related
information. This work was accepted in the 12th International Conference
on Algorithms and Architecture for Parallel Processing (ICA3PP 2012)
• ”Robust electroencephalogram Channel Set for Person Authentication” In
this work an EEG channel subset was proposed based on their stability
over the change of mental task and their recognition accuracy, and a quantitative comparison were made with other state-of-the-art studies. This
publication was part of the endeavour to answer the first research question.
The publication has been accepted in 40th IEEE International Conference
on Acoustics, Speech and Signal Processing (ICASSP) and was presented
in April 2015.
• ”Analysing the Robust EEG Channel Set for Person Authentication.” In
this work we verify the effect of frequency band, enhancement threshold value, mental task and person identity on the selected robust channel
set. This publication was also part of the endeavour to answer the first
research question. The publication has been accepted in The 22nd International Conference on Neural Information Processing (ICONIP) and
was presented in November 2015.
• ”Reference Selection For Robust EEG Channel Set for Biometric Application” In this work we verify the effect of montage method on the se61

lected robust channel set. This publication was part of the endeavour to
answer the second research question. The publication is being prepared
for resubmission to ”IEEE Transactions on Information Forensics and
Security”.
• ”Segment Selection For Robust EEG Channel Set for Biometric Application” In this work we verify the effect of segment length on the selected
robust channel set. This was part of the endeavour to answer the third
research question, and the a paper is being prepared.

3.9
3.9.1

Research Plan
Dataset

There are many dataset used in EEG biometric studies, and these studies can be
broadly split into two main categories: The first category includes studies run
their own EEG data collection experiment to get the EEG data required for their
study, and mostly these datasets are not shared with the EEG community. As an
example of these study we have Marcel and Millan 2007, Poulos and colleagues
work, La Rocca and many more. The second category includes EEG biometric
studies that performed their experiments to available EEG dataset. However,
there is no publicly available EEG datasets that was created for biometric application precisely, and all the available EEG datasets were mainly created for
either Brain Computer Interface (BCI) or clinical applications. For BIC applications, we have to recognize the famous BCI competition datasets (dataset
II, III and IV) where they have plenty of EEG recording for different mental
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activities and different recording conditions i.e. different number of channels
and different sampling rate. The main issue in the BCI competition datasets
is that the number of participants is not large enough (less than ten in most of
the cases). Also we have the dataset created by Schalk et al which is a huge
BCI dataset for 109 persons. This dataset was created for BCI applications and
contains EEG recording for 6 different mental tasks. For medical EEG datasets
that were used in biometrics, we mainly find two main datasets:
• The Australian EEG dataset [Hunter et al., 2005], which is a large clinical
EEG dataset to detect mental illness. The data set contains huge amount of
EEG recording (18,500 EEG records) that was recorded over many years
(more than 11 years) and for different ages of peoples (few months up
to 90 years). This EEG dataset contain EEG recording for EEG under
idle conditions (eyes open and eyes closed) and does not contain EEG
recording for different mental tasks. Also this dataset needs licensing to
be downloaded and is not free.
• The alcoholism dataset, which is a dataset that was created to study if
EEG can link genetic predisposition to alcoholism. This dataset was used
in chapter 2
The main problem in the clinical EEG datasets is that they mainly focus on
EEG recording in idle mental task. Also a common shortcoming in both BCI
related datasets and clinical datasets is that they do not provide any demographic or kinship information to enable researchers to verify EEG distinctiveness in related persons. Also we have few studies that link EEG to heredity,
63

e.g. [Anokhin et al., 1992] and [Dünki et al., 2000]. These datasets may be
very useful in biometric application mainly because they were recorded over
long period of time (up to five years) to verify EEG stability over time, and
also because they contain kinship information for the participants. Unfortunately, none of these datasets are publicly available, and also these datasets
lack EEG recording in different mental tasks (mainly consider idle brain state),
which makes them miss the comprehensive picture of brain robustness in different mental tasks. This study will focus on robustness of EEG signal in different
brain activities, and hence will be looking for EEG dataset which contains EEG
recording for various mental tasks. Two main factors will be considered in evaluating the dataset that will be used in this study: number of considered mental
tasks during the EEG recording and the number of participants. Large number
of participants is important since this will add more credibility to the results for
any biometric study. Moreover, if the dataset has a demographic information or
kinship for the participants, this will enrich the research and we will be able to
verify the results among related persons like siblings, twins, descendants...etc.
Since such an EEG dataset is not available, the chosen dataset to continue this
research is the EEG dataset created by Schalk et al [Schalk et al., 2004] and
can be downloaded from [PhysioNet Organization]. Despite this EEG dataset
was created for BCI applications, however this dataset contains EEG recording for 6 different mental tasks which makes it appropriate to partially study
the robustness of EEG in different brain activities and to verify if EEG may be
used as a biometric modality regardless of the brain state. The second main
reason for selecting this dataset is because it contains large number of partici64

pants compared to other EEG datasets (109 participants). There are three main
limitations of using this dataset. First, it does not contain any demographic or
kinship information about the participants which is a common limitation for all
available EEG dataset because they were not created for the purpose of biometric study. Second, the different mental task that were considered in this dataset
are related to actual or imaginary movement which makes it more related to
motor cortex rather than having tasks related to all cortex areas, however, and
since there is no such EEG dataset that contains recording for all known mental
tasks, this dataset is believed to be the best available option. Third, this dataset
does not have EEG recording over long period of time to verify EEG stability
over time.
The Schalk dataset referred above contains EEG recording for 109 persons,
with 64 electrodes and sampling rate of 160 samples/s. The left earlobe and
mastoid electrodes were used as reference and ground electrodes respectively.
Each participants performed 14 recording sessions: two one-minute idle (one
with open eyes (Taks a) and one with closed eyes (Task b)), and three twominute sessions for each of the following four mental tasks:
• Task c (open and close left or right fist)
• Task d (imagine opening and closing left or right fist)
• Task e (open and close both fists or both feet)
• Task f (imagine opening and closing both fists or both feet)
In these two minutes sessions, the participants will perform the required
mental task based on visual cue that will be shown on a screen, and relax when
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the cue disappeared. So each of these two minutes sessions contain a mix of
one of the above mental tasks and the idle with eyes open task. The percentages
of EEG samples for tasks a, b, c, d, e and f are roughly: 50%, 4%, 11%, 12%,
11%, 12% respectively. For each participant, there are around 1560 seconds of
EEG recording time in total (plus or minus few seconds in many cases).
This dataset was downloaded and the EEG data was extracted properly with
all the related mental tasks. The embedded annotation information was used
to separate the EEG records for each mental task. Questions of this research
was attempted using this dataset to find the EEG channels subset that are more
distinctive and robust in different mental tasks. For the remaining questions
which are to study the montage and the segment length effects on the selected
channel subset and its achieved performance, the same dataset will be used for
the previously mentioned reasons.

3.9.2

Montage Method Selection

The choice of EEG reference greatly impacts the analysis of EEG recordings,
and the use of cephalic or non-cephalic reference electrode still open problem
[Hu et al., 2013]. Many EEG studies have tackled this problem [Hagemann
et al., 2001; Nunez et al., 1999]. In EEG recording, only voltage difference
between two points can be measured in practice, and there are several electrode
references suggested to be used in EEG studies i.e. vertex reference (CZ),
linked mastoids or ears lobe reference and the left or right mastoid or earlobe
reference. However, all of these above mentioned may introduce an undesired
temporal bias since no neutral point exists on the human body surface [Qin
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et al., 2010].
Selecting the proper reference has been a big concern in EEG medical applications, but since new packages for analysing EEG signal can change the reference offline (or what is referred as change montage selection), the choice of
using any particular reference during EEG recording is a matter of preference.
Changing the montage method may show new results that may help in diagnosing brain abnormalities, and the best reference electrode depend mainly on the
location of the brain abnormality to be detected.
In EEG there are different montage methods that were described in Section 1.6.
In the second research question I will tackle the problem of finding the effect
of different montage methods on the selected channels subset found earlier in
the first question, and which montage method will either reduce the number of
selected channels or increase the recognition accuracy for the EEG biometric
system. In the attempt to answer this question, different montage methods will
be considered, and the channel selection experiment will be repeated with the
new montage to verify the resulting channel set and the resulting recognition
accuracy.
In the referential montage method, where a single EEG electrodes is considered as a reference for all the recorded EEG channels, the reference electrode
should be selected such that it has no electric activity, and so it does not affect
the recording from other EEG electrodes. Since this is practically not possible,
the common practice for selecting the reference electrode was mainly considering the followings electrodes as references: vertex (Cz electrode), linked-ears
or mastoids, left or right ear or mastoid, C7 reference and the tip of the nose
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[Teplan, 2002].
Since it is impractical to find an inactive electrode on the human body, a practical solution is to define an electrode where its electrical activity is minimum.
This will not eliminate the effect of the electric activity of the reference electrode, but it may reduce its effect on the other electrodes. If such a reference
electrode is to be found, then this indicate that the information provided by
other electrodes may not be totally obscured by the electric activity of the reference electrode.
Minimum electric activity of an electrode may be found using the variance of
the electrode’s signal. However, to get the electrode signal during the EEG
recording, there is a need for a reference point for practical potential measurement, and it is shown in [Hu et al., 2010] that the selected reference electrode
during the EEG recording will affect all EEG channel readings, and thus will
affect the resulted channel variance. In order to minimize the effect of the
selected reference point during the EEG recording, we will need to get an estimation of the absolute EEG signal recorded at each electrode location independently from the used reference. The main method to estimate the absolute EEG
signal from each electrode is by utilizing the Reference Electrode Standardization Technique (REST) developed by [Yao, 2001]. REST technique will enable
us to estimate the EEG reading to a reference point at infinity (theoretically
zero voltage). Otherwise, using the common average montage method(CAR)
may provide an acceptable alternative.
The REST method utilizes the Equivalent Source Technique (EST) method
which works by assuming a head model (mainly the three concentric spheres),
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and try to solve the forward problem by assuming a distributed bipolar charge
in the assumed head model. After solving the forward problem, this method
will enable us to get an estimate of the absolute electrode EEG signal referenced at infinity, and hence reduce the effect of the electrode that was used as a
reference during the EEG signal recording.
REST method was suggested in 2001 [Yao, 2001] to mitigate the effect of the
used reference electrode during the EEG recording. Basically, REST method
was used to increase the performance in source localization in the brain for
medical application e.g. determine the active source during epilepsy seizure.
As described above, the REST method will be used to get an estimate of the
recorded EEG referenced at infinity. This estimate will be used to calculate the
electrode that has the minimum electric activity based on its statistical variance
value.
After finding the electrode with the minimum variance, and use this electrode as
a reference, it will be compared with other commonly used references, mainly
the Common Average Reference (CAR), REST and Laplacian. However, it
quite known that the REST, Laplacian and CAR are all sensitive to the EEG
spatial resolution or the EEG electrode density [Hu et al., 2013; Kropotov,
2010; Nunez, 2010]. So, since we are using only subset of EEG channels in
this case, I will verify if these montage methods still be effective and enhance
the biometric performance given that only a subset of the total channels is used.
Furthermore,I will compare the above result with the bipolar montage method
where each EEG channel has its own reference electrode rather than a common
reference electrode for all channels. Both longitudinal and transverse bipolar
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montage methods will be included. Finally it is worth mentioning that there has
been no previous study for the effect of EEG reference on biometric application
accuracy, and this will be the main contribution in this part.

3.9.3

Segment Selection

Segment selection in EEG studies is broadly selected by general guidelines
since there is no clear rule about optimal EEG signal length. It was stated in
[Jobert et al., 2012]:
”In practice, the choice of the segment length is a tradeoff between frequency resolution (which suggests a longer epoch) and ensuring quasi-stationarity
(which suggests a shorter epoch). For the pharmaco-EEG, epochs of 2- to 10second duration are used.”
pharmaco-EEG is EEG recording to measure the effect psycho drugs.
Also, in EEG studies, where they use external cue for the participant to perform
certain mental task, the EEG segment length was set to the period that the external cue was appearing. Alternatively, in other BCI studies, the EEG segment
length was set to make sure to capture the P300 signals after the onset of the
cue.
For the biometric application of EEG, most of the reviewed studies select arbitrary segment length based on the used frequency ranges without studying the
effect of different segment lengths on the resulted accuracy. Mainly two studies that were described in section 3.7 tried to analyze the effect of changing the
segment length.
In [Nguyen et al., 2012] they found that using the single channel with longer
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segment length (more than 15 sec) can approach accuracy achieved by the eight
channels, but when shorter segment length is used then the eight channels set
achieves better identification accuracy. Also they noticed that for the eight
channel set, the performance becomes steady after 1 sec segment length, and
was not significantly enhanced by any further increment of the segment length.
In [Yeom et al., 2013] they designed an experiment to measure the different response of the EEG between viewing a self-face and non-self-face images. They
measured the EEG signal for 800 milliseconds after the onset of the stimulating image and found that the EEG response appears to be the same for self-face
and non-self- for the first 300 milliseconds approximately, then starts to differ
significantly. The designed authentication framework enables them to suggest
an optimal segment to authenticate persons, and they found that this segment
length varies for each EEG channel for each person which means that each EEG
channel in every person should have a different recommended segment length.
Also they selected channels such that they have large separation between the
signal means of the two used mental tasks, which appeared to be person specific as well. So for each person there is a recommended channel set, and for
each of those channels there is a recommended segment which may be different
from other persons channel set and segment length.
Fractal dimension (FD) used in different EEG studies broadly for clinical applications to detect brain abnormalities [El-Kishky, 2012], or to determine EEG
signal characteristics [Accardo et al., 1997; Preißl et al., 1997]. Also it was
used as a tool to characterize the complexity for short EEG time series [Subha
et al., 2010].
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Fractal dimension (FD) which is a concept that was initially created by Mandelbrot in [Mandelbrot, 1983] to measure the self-similarity of an object, however
the methods used to estimate the fractal dimension can be applied to any signal or a set of samples. The fractal dimension of a signal cannot be exactly
calculated, rather it should be estimated, and it is highly sensitive to noise and
to the limited number of data samples [Falconer, 2004]. So, as a result the
FD estimation algorithms return a value regardless if this value represents a
self-similarity or not. Also it is possible for two different sample sets to have
the same FD. Furthermore, it is worth noting that no real phenomena is purely
fractal because the self-similarity does not apply on all scales for any physical
phenomena. This indicates that fractal dimension gives a descriptive measure
of the signal that is closely related to its statistical properties.
Anisheh et al [Anisheh and HASANPOUR, 2009] used FD to choose the appropriate segment length in EEG where they used wavelet representation of a
signal and the FD to study the statistical change of the signal segment. The
wavelet was used to localize the frequency in time, and hence will be able to
detect the transient changes in the EEG signal.
In this research, after measuring the change of FD with respect to the change of
window segment length, we applied the Robust Locally Weighted Regression
and Smoothing Scatterplots (R-LOWESS) technique, this was able to recommend a segment length of the EEG signal. After finding the optimum segment
length using this method, the found segment was used to verify its effect on the
resulting authentication performance.
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Chapter 4
ROBUST EEG CHANNEL SET FOR
BIOMETRIC APPLICATION
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4.1

Overview

Reducing the number of electroencephalogram (EEG) channels that will be
used in biometrics will reduce the required electrodes and reduce the complexity and cost of the EEG system. Furthermore, this will reduce user inconvenience with less electrodes to be fitted on the user scalp. This chapter introduced a method to reduce the number of EEG channels to be used in biometrics. Also, the suggested channel subset is less affected by the change of mental
task. The suggested set was tested for authentication accuracy, and compared
with other suggested subsets in other studies for quantitative comparison.
Moreover, we verify the effect of the enhancement threshold value (Te ), EEG
frequency rhythms, mental task and the person identity on the selected channels
subset.
Experimental validation of this work with publicly available EEG dataset, showed
that the idle mental task provides the highest accuracy rates compared to other
considered mental tasks. Moreover, we noticed that imaginary movement tasks
provide better accuracy than actual movement tasks.
For the frequency rhythm effect, the combined frequency rhythms increase the
authentication accuracy better than using any single EEG rhythm separately, so
there is no single rhythm contains all the related identity information. Also for
the Te value, we found that the less Te we consider, the more EEG channels
to be included in the final subset. Finally, we tested if the selected channels
are person specific, and found that EEG channel set, if selected for each person
differently does enhance the authentication accuracy.
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4.2

Resulted Publications

The work done in this chapter has been published in two high rank peer reviewed conference papers
• Altahat, S., Wagner, M. and Marroquin, E.M., 2015, April. Robust electroencephalogram channel set for person authentication. In 2015 IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP)
(pp. 997-1001). IEEE.
• Altahat, S., Chetty, G., Tran, D. and Ma, W., 2015, November. Analysing
the Robust EEG Channel Set for Person Authentication. In International
Conference on Neural Information Processing (ICONIP)(pp. 162-173).
Springer International Publishing.

4.3

Introduction

One of the main challenges of any successful biometric modality is its immunity against spoofing. This explains the increasing interest in using EEG in
biometrics [La Rocca et al., 2013]. Recent reports show the ability to spoof
face recognition security systems [Maatta et al., 2011], and also to spoof fingerprint security systems [Arthur, 2013]. Further, the recent emergence of long
distance iris scanner [Atlantic, 2015] open the door for iris security system
spoofing. The spoofing problem may be extended to emerging biometrics including hand print and voice biometrics because there are existing methods to
record these modalities without user permission. Enhancing the fundamental
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approaches of acquisition of these biometric modalities may reduce the spoofing threat, such as adding liveness detection procedures. However, the effectiveness of these procedures is directly related to the cost and to the degree
of user inconvenience [Sabarigiri and Suganyadevi, 2013]. Bioelectric signals
like EEG may provide a better solution for the spoofing problem by using them
solely or in conjunction with other biometric modalities, either as liveness detectors or fused to make multimodal biometric system.
EEG has shown promising cues related to human identity [Anokhin et al., 1992;
Stassen, 1985] and many recent studies propose different approaches in using
EEG as a biometric modality for identity verification as discussed earlier in
chapter 3. Also, recent years have witnessed a revolution in the technology that
records the EEG signal, and it has become more usable, cheap, and does not require lab environment. This may be due to widely used applications of EEG in
Brain Computer Interface (BCI) for both entertainment or medical application
such as helping paralyzed people [Tangermann et al., 2012].
EEG has many advantages e.g. confidentiality, high immunity to forgery and
promising recognition accuracy in identifying people. However, it still faces
serious problems, and among these problems are: the high noise content in the
EEG signal, large dependency on mental task, high signal variation between
EEG recording sessions and the cumbersome procedure of EEG electrodes
placement on the client’s scalp [Singh et al., 2012]. Reducing the number of
required EEG channels implies less number of EEG electrodes will be needed,
and this will reduce the degree of user inconvenience. Moreover, reducing the
number of electrodes will lessen and the complexity of the EEG recording sys77

tem, this will lead to a smaller size and lower cost of the EEG recording system.
EEG is known to be highly affected by user’s mental task [Malmivuo and Plonsey, 1995]. In this work, the suggested EEG channel subset is less affected by
the change of mental task, which indicates that they may be used in identification or authentication problems. The full EEG channels number ranges from 32
to 64 channels in most of the cases, and it may go up to 345 channels if needed
[Gutberlet et al., 2009; Jurcak et al., 2007].
In this work the signal Power Spectral Density (PSD) was considered as a feature, as it was noted in [Millán et al., 2002] that the EEG signal periodogram
(which is a method of estimating the PSD) lead to better or similar performances than more elaborated features such as parameters of autoregressive
(AR) models and wavelets.
In order to study channels that are less affected by mental task, given that
multivariate Gaussian distribution is assumed for the spectral representation
of the EEG samples, we introduced a novel measure, called stability index
(Sx ),which ranks the EEG channels based on their similarity in different mental tasks, more details in section 4.5.3. Having the EEG channels ordered based
on their Sx values, then by applying a feature selection approach based on Sequential Forward Selection (SFS) algorithm, our approach assures that each
selected channel fits well with the previously selected and more stable channels.
In the Sequential Forward Selection approach we arbitrarily set the enhancement threshold (Te ) to a value of 1%, which means that any added channel
that did not increase the authentication accuracy by at least 1% will be excluded
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from the feature vector. The final result was eight-channel set that produce Half
Total Error Rate (HTER) of 14.69%.
Moreover, we investigate the effect of the Te value on the number of selected
channels, where, rather than using 1%, we use different values from 1.5% to
0% and examine its impact on the number of selected channels. Also, we analyze the effect of EEG frequency bands on these channels (fixing the Te value
at 1%), and verify if a particular EEG frequency band provide more identity
related information than the others. Further, we analyze the effect of the mental task on the selected channels. Lastly, we examined if using person specific
channel set may provide better accuracy.

4.4

Related Work

Many studies examined the accuracy of EEG signals as a biometric modality,
some used the full EEG channel set e.g. [Palaniappan, 2004; Yazdani et al.,
2008], and some used a subset of the EEG channels with lack of justification
e.g. [pmi; La Rocca et al., 2013; Palaniappan, 2006; Poulos et al., 1999a,b,c,
2002; Sun, 2008].
To the best of our knowledge, few studies justify using a subset of EEG channels in biometric. Marcel and Millan in [Marcel and Millan, 2007] used all
32 EEG channels in the preprocessing stage, where they applied spatial filters:
spherical splines and surface Laplacian. These filters increase the spatial resolution of the EEG and enhance the local signals coming directly from underneath
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the measuring electrode, but they need to access all the available channel set
to perform the interpolation [Kayser and Tenke, 2006]. In the feature extraction step, they considered the filtered signals coming from 8 channels, which
are: C3, Cz, C4, CP1, CP2, P3, Pz, and P4. This subset was selected based on
BCI experience that these channels are more appropriate for mental task classification. But there is no evidence that these channels are more appropriate for
person classification. Also the application of SS and SL spatial filters in the
preprocessing step require more computation and need to access the total channel set (32 channels in their case). This indicates that there is no improvement
in the process of EEG recording or any expected reduction in the EEG system
cost. Furthermore, the selected channels known to be the best to detect mental
tasks. This implies that they are highly affected by the change of mental tasks.
Their suggested feature was the estimated power spectral density using welch
method in the frequency range 8 − 30 Hz with frequency resolution of 2 Hz,
and they built a Gaussian Mixture Model classifier to measure their accuracy.
Figure 4.1 shows the selected channel for their feature extraction.
Ravi and Palaniappan in [Ravi and Palaniappan, 2007] suggested channels subset based on genetic algorithm (GA). In the preprocessing they used elliptic
band pass filter to get the γ band 30 − 50 Hz. Gamma band energy only for
each channel was considered as a feature. Linear discriminant classification
was used to evaluate the fitness function for the GA algorithm because it is
relatively fast. They found no statistical significance of the difference between
using 23 channels and the total 61 channels with a (p-value=0.26). Their suggested channels FP1, F8, AF1, F3, FC6, FC5, FC1, Cz, PO2, PO1, O2, AF7,
80

FT7, FT8, FC3, TP7, P6, C2, PO7, PO8, POz, P1, and CPz are shown in figure 4.2. It is clear that the suggested number of electrodes still large (23) and
further reduction in channel number may be reached. Moreover the suggested
channels were found to be not significantly different from the full channel set,
but using the full channel set does not guarantee to give the best authentication accuracy as it may confuse the classifier because the high dimensionality
requires more training samples and because of the high correlation of neighboring EEG channels. Furthermore, their suggested channel set was tested using
one mental task only, and the effect of different mental tasks was not analysed.
Palaniappan and Mandic in [Palaniappan and Mandic, 2007] ranked the EEG
channels based on their Davis-Bouldin index (DBI) and selected them in the
feature vector gradually. Maximum accuracy was reached after adding 35 channels. The suggested channel set still large and more reduction may be achieved.
Moreover one mental task only is considered, and the effect of different mental
tasks was not measured. Furthermore, it was noted in their results that many
channels had reduced the recognition accuracy despite they had better DBI, and
they were still considered in the final feature set.
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Figure 4.1: 8 channels suggested by [Marcel
and Millan, 2007]

Figure 4.2: 23 channels suggested by [Ravi
and Palaniappan, 2007]

Figure 4.3: Our 8 suggested channels
EEG Channel locations

In examining the effect of mental task on the EEG biometric accuracy, [Marcel and Millan, 2007] performed EEG recording from nine participants using
32 electrodes. Three mental tasks were considered: imagining a repetitive left
hand movement, imagining a repetitive right hand movement and generating
words beginning with the same random letter. In their experiment, the results
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were highly affected by the experiment settings like the number of Gaussian
mixtures used in the classification stage. However, they found that there are
mental tasks more appropriate for authentication than others. In their work the
left hand imaginary movement task gives the best average accuracy.

In [Hema et al., 2008] the researchers perform EEG recording from six participants, considering two EEG channels and three mental tasks: relax (baseline), mathematical multiplication and reading. In their case, Multiplication
task gives the best average accuracy 97.5%.
In [Sun, 2008] the researchers used data for nine participants with 59 electrodes. Two mental tasks: imagine moving left index and imagine moving right
index. In their study they found the task of imagining moving the left index
was more distinctive, which is closely related to the result found in [Marcel and
Millan, 2007]. Furthermore, they trained the Neural Network (NN) classifier
to produce two main classes of outputs: the mental task, and the participants’
identity. It was noted that training the classifier for both outputs gives better
result than training the classifier for one output only i.e. the person identity.

In [Bao et al., 2009] the researchers used EEG data for three participants, six
channels and four motor imagery mental tasks to imagine moving: left hand,
right hand, foot and tongue. They studied the effect of mental task and the
frequency band on the identification accuracy. Also in their results, the left
hand imaginary movement results in less accuracy than right hand imaginary
movement in the µ band and in the β band, but it produce significantly bet83

ter accuracy in the γ band. The best achieved accuracy was reached with the
tongue imaginary mental task in the γ band (90.6%).

In [Abdullah et al., 2010] the researchers perform EEG recording from 10
male participants while resting with eyes open and eyes closed in 5 separate
sessions conducted over a course of 2 weeks. They found that the idle mental
task with eyes closed gives slightly better accuracy than idle mental task with
eyes open, however the difference is not significant, and they refer it to the fact
that idle mental task with eyes closed may contains less artefact (mainly EOG)
than idle mental task with eyes open. Also they noticed that including four
channels in the feature vector gives better accuracy that using one or two EEG
channel.

In [La Rocca et al., 2014] the researchers perform EEG recording using 54
electrodes for 9 participants during the resting state with open eyes (OE) and
closed eyes (CE) mental task. They found that the mental task of CE provides
better accuracy than the OE mental task which complies with what was found
in [Abdullah et al., 2010]. They also infer this result due to two facts: EEG OE
mental task contains more artefact (mainly EOG) than EEG CE task, and there
are certain distinctive traits existing in α rhythm which appears more clearly
when resting CE mental state that contain identity related information. Also,
the extensive review in [Campisi and La Rocca, 2014] highlighted this result.

Many studies linked the frequency band effect with the mental task as shown
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above, since it is known that related mental tasks activate certain frequency
bands and therefore these bands becomes dominant in the EEG signal. Also
for Brain Computer Interface (BCI) applications, the link between mental task
and its related spectrum is emphasized by the fact that EEG spectrum is used
as a feature to distinguish mental tasks, and in [Liu et al., 2006] it was found
that there are certain frequency bands that are more appropriate to detect different mental tasks, such as: baseline, multiplication, letter composing, geometric
figure rotation and counting. They used sum of weighted power spectrum as a
feature and found that γ band (30-100) Hz provide the best accuracy for mental
task detection, and it was shown that their result is superior as compared to the
use of multivariate AR model as a feature. Further, the change of EEG power
spectrum of the mental task is used to diagnose mental illness e.g. Alzheimer
Disease (AD) [Rajna et al., 2003] and the neuropsychiatric disorders [Hidasi
et al., 2007].

In [La Rocca et al., 2012] the researchers perform EEG recording using 56
electrodes to record EEG data for 45 participants during the resting CE mental task for the person identification problem. In their study, the effect of used
frequency band was analysed for identification accuracy. Their results show
that δ and α as a separate bands contain more person specific information than
the other bands, despite the fact that δ has not been reported before or used in
biometric application. However, combining δ, θ, α and β bands provides the
highest accuracy. Also, it is noted that γ band was not considered in their work
although a higher accuracy rates for γ band only was reported in [Yazdani et al.,
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2008] but under different mental task (visually evoked potential only). Moreover, these results still related to one specific mental task (idle CE), and the
effect of different mental tasks was not considered.

To the best of our knowledge, no study had so far analyzed the frequency
band that provides best biometric accuracy over different mental tasks, and we
focus on this aspect in this work. Also in this study, we verified the effect of
the enhancement threshold Te value which was set initially to 1%. By changing
the Te threshold value, we are trying to verify the effect of EEG neighbouring
channel correlation [Menon et al., 1996] and if there are any dominant or key
EEG channels that often enhance the authentication performance regardless of
the previously chosen electrodes. Also, we tried to verify if there is a maximum
limit of the number of channels to be considered, and the recognition performance enhancement becomes insignificant when adding any further channels.

Finally, since it was reported in [Yeom et al., 2013] that the EEG channels
that contain identity related information might be person specific, we also examined if using person specific channel subset may improve the authentication
accuracy.
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4.5
4.5.1

Proposed Method
Dataset

The chosen dataset was described earlier in 3.9.1. This data collection was described in [Schalk et al., 2004], and the data was downloaded from [PhysioNet
Organization]. This data was selected since it contains large number of participants. Moreover the dataset contains 6 mental tasks, which makes it more
appropriate to measure the channel stability over different tasks. The data contains EEG recordings for 109 persons with the following mental tasks: Task a:
Idle (Baseline) with eyes open, Task b: Idle (Baseline) with eyes closed, Task
c: Open and close left or right fist, Task d: Imagine opening and closing left
or right fist, Task e: Open and close both fists or both feet and Task f: Imagine
opening and closing both fists or both feet.
The dataset contains recording of 64 EEG channels. The left earlobe and mastoid electrodes were used as reference and ground electrodes respectively. The
data sampling rate is 160 samples/s. Three subjects of the 109 were disregarded
because they contains data that were sampled at 128 sample/s. So in total we
used EEG data for 106 subjects. Task a, b, c, d, e and f samples represent approximately 50%, 4%, 11.5%, 11.5%, 11.5% and 11.5% of the total samples
number respectively.

4.5.2

Preprocessing and Feature Extraction

The channel recording during each mental task was separated from other tasks
based on the recorded annotation. So for each participant of the 106, the data
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for each channel was separated to 6 parts. Then, the data was segmented arbitrary to one second segments length. This segment length was chosen because
there was not much interest in very low frequencies, as the frequency range
4 − 52 Hz was found to be more useful, and we considered frequency bins of
size 8 Hz as a feature to reduce the size of the feature vector and increase the
learning speed of the model due to limited number of data samples. So for
a single channel, every segment have 6 features represent the frequency bins
(52 − 4)/8. Hence, there was no need to have high resolution spectrum, and
segment length of one second was considered. The features were normalized
to the sum of all PSD bins in the same segment, as the without normalization
results was very disappointing. When multiple channels are considered, their
features were concatenated together.
For the situations requiring testing of frequencies rhythms effect on the authentication accuracy, different bin size was used to accommodate the frequency
rhythm range. Frequency bin of 1 Hz was chosen when the frequency range
is less than 6 Hz (as in the δ rhythm), else 2 Hz frequency bin was selected to
maintain reasonable size of the feature vector and also to maintain the learning
speed of the model. Also, the frequency range 4 − 52 Hz was suggested, as it
was found in [La Rocca et al., 2013], that combining EEG rhythms (θ (4 − 8)
Hz, α (8 − 15) Hz and β (15 − 31) Hz) gives optimal result for recognition.
Further, other similar studies use only the γ rhythm (30 − 50) Hz as in [Yazdani
et al., 2008] and claim maximum identification accuracy. So we considered θ,
α, β and γ rhythms for better results. No filtration was performed to reject EEG
artefact and all available samples in the dataset were considered.
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Moreover, for cases where we tested the δ band authentication accuracy, the
filtration was considered from 1 − 52 Hz to include the δ rhythm (1 − 4) Hz.

4.5.3

Channel Selection Criteria

In order to identify EEG channels that are less affected by the change of mental task, we suggested the following method. First, the data for 50 participants
were selected rather than the total 106 participants to avoid over fitting, and
for the same mental task, channel and person, the EEG feature vectors were
assumed to have Gaussian distribution. In order to select stable channel subset
among the available 64 channels, two values were measured. The first is the
average Mahalanobis distance between the means of the feature vectors distributions of the mental tasks for the same channel and person. So the Mahalanobis distance between the distribution mean of Task a was measured against
distribution mean of Task b, Task c, Task d, Task e and Task f for channel x
and person p. This was repeated for all the other five tasks. This resulted in
30 distances for channel x in each person. Averaging these 30 distances, and
averaging the result over the 50 persons resulted in the ”between task - within
person distance”, which will be referred to as DWx , where x refers to channel
number. The distance, DWx , measures how far from each other the feature vector distributions during different mental tasks within the same person for some
channel x.

The second measure was the Mahalanobis distance between the means of
the distributions of the same mental task and channel but for different persons.
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So, for channel x the Mahalanobis distance was measured between the mean
of Task a distribution against the other means of the same task and channel of
different persons. This was repeated for all the other five tasks. This resulted
in 49 distances per task per channel per person. Then, we averaged over all 6
tasks and the 50 persons to find the ”between persons distance” for channel
x. This will be referred to as DBx , where x refers to channel number. The
DBx measures how far from each other the EEG feature vector distributions of
channel x during the different mental task in different persons. Figure 4.4 depict
an example of the stability index and shows the DWx and the DBx concepts.

Figure 4.4: Stability index calculation for channel Chx between participants P1 and P2 .

The channels’ stability which will be referred to as Sx was measured as the
difference between DBx and DWx as shown in equation 4.1
Sx = DBx − DWx
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(4.1)

DWx is found equation 4.2.
M
N
N −1
1 X
1 X 1 X
(
(
DWpij )), i 6= j
DWx =
M p=1 N j=1 N − 1 i=1

(4.2)

where N is the number of tasks, M number of participants and DWpij is the
Mahalanobis distance between tasks i, j such that i 6= j within the same person
p and channel x.
DBx is found by using equation 4.3.
M
M −1
N
1 X
1 X 1 X
DWx =
(
(
DBpkj )), k 6= p
M p=1 M − 1
N i=1

(4.3)

k=1

Higher values of Sx indicates high separability for the related channel x.
After finding the channel stability for all channels, these channels were ranked
based on their Sx value. In order to find the best channel subset, we run Sequential Forward Selection (SFS) algorithm on the sorted channels. SFS is
feature selection method which is a simple greedy search algorithm, hence, it
does not guarantee finding the global minimum. For the objective function for
the SFS algorithm, an authentication experiment was performed on the data of
the training set (50 persons). The change of person authentication half total
error rate (HTER) measure for the training set was set as an objective function
for the SFS. So, the channels that have higher stability were prioritized to be selected in the feature vector, and used in person authentication problem, as they
are supposed to give better between person separation. But since EEG channels
are known to be correlated, and also in order not to exclude other channels from
being used as they may have additional information that are related to person
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identity, the channels were added sequentially, and any added channel that did
not reduce the HTER by at least a threshold value Te value was considered noninformative, and thus was excluded from the feature vector. The justification
for this is that these non-informative channels contain redundant information
that exists in more stable channels that have better person separation and were
included previously in the feature vector.

The threshold Te was set to 1% empirically, and further we tuned it to verify
its effect on the selected channel set and the related authentication accuracy.
The details of the authentication experiment are described in Section 4.6.

4.6

Experimental Details

The EEG samples for each mental task per channel per person were collected in
a separate groups. The preprocessing and feature extraction as described in section 4.5.2 was applied on each of these groups. In total we had 6 × 64 × 106 =
40704 groups, each is assumed to have Gaussian distribution. The mean and
covariance were calculated for each of these distributions. After that, the channels stability (Sx ) was measured as described in Section 4.5.3, and all channels
were ranked based on their Sx values considering only the EEG data for 50
persons. Table 4.1 shows the stability value for the used EEG channels, considering combined frequency rhythmsθ, β, α and γ.

For the person authentication experiments, we built a person authentication
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framework based on Gaussian Mixture Model (GMM) classifier. Among the
EEG data of the training set (50 persons), the data during all mental tasks for
the first 30 persons were used to build a Universal Background Model (UBM)
which is also known as the background model. The number of used mixtures in
the GMM was set to 8 based on the best results of multiple trials. The remaining
data of 20 persons were used in client /imposter testing. All samples from one
mental task only (Task a) were used in the training to build the client models,
and all the remaining samples during the other five mental tasks were used in
client /imposter testing. Task a represents around 50% of the total samples for
each participant. In running the authentication experiments, we considered the
feature of one channel only at first, which is the channel that has the highest Sx
value, which is channel O2 according to table 4.1, and measure the authentication performance (the HTER). Then, the second channel in the same table was
concatenated with to the first feature vector, and the experiment was repeated to
measure the performance. We continued concatenating channels sequentially
according to their rank in table 4.1. In case, the concatenated channels did not
improve the performance (reduce the HTER) by at least Te value, the channel
will be removed from the feature set, as this indicates that this channel contains
redundant information or does not fit well with the channels that have higher
Sx value. This continued until the accuracy of all 64 channels were tested. The
best channel set that improve the authentication accuracy was considered as the
optimal channel set.

In order to verify this optimal channel set resulted from the training set, we
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run the authentication experiment using these optimized channels considering
all the data for all 106 persons. In this final testing, the data of the first 60
participants were used to build the UBM model, this includes the data of the
training set (50 participants) that were used to learn the optimal channel set.
The remaining 46 participants were used in client /imposter testing. In both
cases, the clients’ data was not included in building the background model.
The Gaussian mixtures were trained considering diagonal covariance, and the
clients’ mixtures’ means were adapted using Maximum a Posteriori with the
prior UBM model means. The means adaptation was performed as described
in [Reynolds et al., 2000]. The authentication was made such that the ratio between the probability density function (PDF) of a test feature vector measured
by the client model and the PDF of the same feature vector measured by the
background model should be greater than a predefine threshold value α. This
threshold value (α) may be changed according to the required False Acceptance Rate (FAR) and False Rejection Rate (FRR). Assuming independence for
all feature vectors and a uniform class distribution, the likelihood that a certain
feature vector x̄ = x1 , x2 , x3 , ..., xm belongs to a specific class λ which has n
mixtures is measured by probability density function shown in equation 4.4.

p(x̄|λ) =

n
X

ki N (µ̃i , Σ̃i )

(4.4)

i=1

where, N : normal distribution with µ̃i multivariate mixture mean and Σ̃i is
multivariate mixture covariance matrix. ki : the probability of the ith mixture in
the GMM model.
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Moreover, the work done in [Marcel and Millan, 2007], [Ravi and Palaniappan, 2007] and [Palaniappan and Mandic, 2007] was repeated on the dataset in
hand for quantitative comparison with the optimal channel set. This includes all
their related preprocessing, features extraction and their selected channel sets.
Also, since our preprocessing and feature extraction methods are different from
those in [Marcel and Millan, 2007] and [Ravi and Palaniappan, 2007], and in
order to test how far our selected channels are affected by the preprocessing
and feature extraction methods we chose, we applied the preprocessing and
feature extraction methods described in [Marcel and Millan, 2007], [Ravi and
Palaniappan, 2007] and in [Palaniappan and Mandic, 2007] on our suggested
channel set, and verify its person authentication accuracy and compare it again
with their work.

In order to test the EEG rhythms effect, the above experiment was repeated
considering only δ, θ, α, β and γ rhythms separately. In testing the mental task
suitability for person authentication, only the samples that belong to the task of
interest was divided into training and testing ratio of (80% - 20%) respectively.

In order to verify the person specific channels, the stability ranking was
different for each participant. Therefore there was no Sequential Forward Selection applied for these channels, rather we perform the testing considering
only the highest five channels of Sx value for each person, and compare the
results with the highest five averaged channels. Also the person specific testing
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setup was based on using the Maximum Likelihood (ML) frame work rather
than Maximum a Posteriori (MAP) and no adaptation with the UBM model
was performed.

4.7

Results

Table 4.1 lists the channel stability values for frequency range (4 − 52)Hz after
applying the channel stability described in section 4.5.3. In the table, the channels are listed in descending order from top-to-bottom and left-to-right. The
same channels were used for one mental task training and testing to verify if
using these channels with one mental task only in training and testing will have
better performance.

Table 4.1: Stability Result for 64 EEG Channels
ID
O2
Iz
TP8
O1
Oz
FT8
C6
F6
T10
C4
FC6
CP6
FC4
PO8
F8
FC5

96

Sx
4.034
4.017
3.987
3.859
3.858
3.807
3.672
3.589
3.484
3.469
3.443
3.366
3.338
3.309
3.300
3.290

ID
T8
AF8
AF4
P8
P4
CP4
P6
FP2
FC2
C3
FP1
PO4
CP2
C5
F4
T7

Channel
Sx
ID
3.2872 FPz
3.253 C2
3.238 P2
3.236 FC3
3.179 AF7
3.178 F5
3.171 CP3
3.142 Pz
3.122 P3
3.095 FT7
3.086 F7
3.066 F2
3.033 POz
3.024 FCz
3.006 Cz
2.984 TP7

Sx
2.9676
2.965
2.959
2.953
2.943
2.932
2.927
2.908
2.895
2.888
2.887
2.886
2.885
2.884
2.875
2.873

ID
AF3
CPz
P7
CP5
P1
FC1
C1
P5
CP1
Fz
PO3
AFz
PO7
F3
F1
T9

Sx
2.870
2.868
2.862
2.861
2.858
2.848
2.837
2.812
2.811
2.787
2.786
2.775
2.773
2.663
2.643
2.557

After applying the feature selection using the SFS algorithm, the best results
on the 50 persons training set were for channels O2, Iz, TP8, FT8, F6, AF8,
T7 and Cz. A map of the suggested channels and their location in the selected
dataset is shown in figure 4.3. Also to verify the effect of channel order in table
4.1, we consider adding the channels in reversed order, which resulted in 11
channels instead of 8 and HTER value of 14.875% rather than 14.69%, which
indicates that the order in table 4.1 is meaningful. It is worth mentioning that
the resulted channels may be highly affected by the mental tasks that are available in the EEG dataset, therefore, the main contribution to be high lighted
in this work is the developed method to find the stable channels.

Figure 4.5 shows the Detection Error Tradeoff curve (DET curve) to verify
our selected channels accuracy on all the dataset, compared with the accuracy
of channel sets suggested in [Marcel and Millan, 2007] and [Ravi and Palaniappan, 2007]. The HTER values was 14.69%, 17.48% and 14.66% respectively.

In order to measure the effect of the selected preprocessing and feature extraction on the suggested set, we applied the preprocessing and feature extraction methods described in [Marcel and Millan, 2007] on our suggested channel
set, and test its person authentication accuracy and compare it again with the
one described in [Marcel and Millan, 2007]. Figure 4.6 shows the DET curve of
this comparison, with HTER value for our suggested set improved to 12.08%.
Also we applied the preprocessing and feature extraction methods described in
[Ravi and Palaniappan, 2007] on our channel set, and test its person authen97

tication accuracy and compare it again with the one described in [Ravi and
Palaniappan, 2007]. Figure 4.7 shows the DET curve of this comparison, with
HTER value for our suggested set becomes 15.03%.

Figure 4.10 shows the Detection Error Tradeoff (DET) curve of the accuracy
of the selected channels using one mental task only in training and testing. The
idle task provides the best authentication accuracy, then the imaginary movement tasks share almost the same accuracy and finally the actual movement
tasks comes with the least accuracy. This may be due to the idea that idle task
has less amount of noise compared to imaginary movement mental tasks. Also,
the imaginary movement mental task has less noise component than the actual movement, thus the better accuracy. This also is different from the results
shown in [Bao et al., 2009] where it was found to imagine moving the tongue
has better performance than idle mental task.

Figure 4.8 shows the DET curve of channel accuracy considering EEG rhythms
δ, θ, α, β and γ separately, and compared to the result with the combined EEG
rhythms. The figure shows that no single EEG rhythm contains sufficient identity related information, rather it is spread among all these rhythms. Also, it can
be noticed that δ and α rhythms contains very close amount of identity related
information which complies with the results found in [La Rocca et al., 2012],
but the results here shows that these two bands contains least amount of identity related information which negates the findings in [La Rocca et al., 2012].
This may be due to the fact that δ and α rhythms are known to be dominant in
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idle mental task which was the only task used in [La Rocca et al., 2012], and
suppressed in other mental tasks which is what we have in this study. Interestingly in our work, θ rhythm provides higher accuracy rates than δ. Also initial
EEG biometric studies refer to α rhythm only as the one that contains the best
identification accuracy e.g. [Poulos et al., 1999a,c].
Also, we found that θ rhythm provide better accuracy results than δ and α which
also can be related to the nature of the used mental tasks, as it is known that θ
rhythm may be present in repetitive tasks [Collins, 2009], which is the case of
the dataset in hand.
γ and β rhythms share the highest accuracy rates, again this may be related to
the mental tasks in the used dataset. It is known that γ is active in visual processing mental task [Tzelepi et al., 2000], and during recording the used EEG
dataset, the switching between tasks was based on a visual cue. Also, the β
rhythm is known to be active during mental tasks that require visual attention
[Gola et al., 2013], which is again the case in this EEG dataset. So, since the
mental tasks we have in this dataset is closely related to visual attention and
processing, this may explain the high accuracy for β and γ bands.

Figure 4.9 shows the DET curve using different Te values. The best DET
curve achieved when using 27 channels, however the accuracy improvement
from 20 channels was very small. This indicate either 20 channels may be the
optimal option for using EEG in biometrics, or this result may be due to lack of
training data for EEG channels number more than 20 since training the GMM
model for a larger feature vector will require extra data which is not available.
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Also it was noted that channels O2, Iz and TP8 were able to enhance the authentication accuracy in all test cases.

The last comparison in fig 4.11 shows clearly that using person specific
channels produced better accuracy. This agrees with the result shown in [Yeom
et al., 2013] even for different mental tasks.

Figure 4.5: DET curves comparison
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Figure 4.6: Using methods in [Marcel and Millan, 2007].

4.8

Conclusion

In this work we suggested an EEG channel subset to be used in biometrics as
an alternative to using the full EEG channel set. The suggested set was justified
based on their stability value Sx and that they are less affected by the change
of mental task. Channels with high stability values were given priority to contribute in the feature vector if they succeed to improve the HTER by at least
the Te threshold value. The suggested set was examined by a challenging experiment where the feature vectors during one mental task only were used for
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Figure 4.7: Using methods in [Ravi and Palaniappan, 2007].
Authentication DET curves

training, and the remaining feature vectors during other five mental tasks were
used for testing. These results were compared with other EEG channel sets
suggested by [Marcel and Millan, 2007] and [Ravi and Palaniappan, 2007].
Our suggested set has less HTER and better DET curve than the one suggested
in [Marcel and Millan, 2007], despite that the preprocessing used in [Marcel
and Millan, 2007] needs to access the total channel set. Also comparing our result with the work in [Ravi and Palaniappan, 2007], their suggested set achieved
less HTER, but the DET curve behavior shows that in cases where low false
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Figure 4.8: DET curve for different frequencies.

rejection rate (FRR) is required, our suggested set have better results, not to
mention that they used 23 channels and we used 8.

The performance result of our suggested set may be enhanced by using different preprocessing and feature extraction. As can be seen, when we applied
the preprocessing and feature extraction in [Marcel and Millan, 2007] to our
suggested set, an improvement of the HTER of around 2.61% was achieved.

Furthermore, we analyzed results of the stable channel set, and how it is
affected by the mental task, the frequency rhythm, the enhancement threshold
value (Te ) and whether using person specific channel set can improve the accuracy. The results shows that these factors affects the selected channels number
as well as their locations. So, in each case the selected channels were changed
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Figure 4.9: DET curve for different Te values.

according to these factors.
Also some results appeared to be different from previous work, i.e. the EEG
rhythm that provide best recognition accuracy. This may be linked to the dataset
in hand and the different mental tasks used during the EEG recording. Using
different mental tasks may lead to different results.

Further testing is required for the selected channel subset on different datasets
that have different mental tasks, since the used dataset has six mental tasks, four
of them were closely related to imagery or actual movement which are related
to motor cortex, and the other two were idle tasks with eyes open and eyes
closed. Also, in the used dataset, the EEG recording considered the left earlobe
and mastoid electrodes as reference and ground respectively. Selecting different reference electrode may lead to a different result, and this is will be tackled
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Figure 4.10: DET curve for single task only.

in the next chapter. Finally, the used Sequential Forward Selection algorithm
for feature selection, does not guarantee to find global minimum. Using other
exhaustive methods like dynamic programming may lead to better results.
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Figure 4.11: Person specific channels DET curve.
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Chapter 5
REFERENCE SELECTION FOR
ROBUST EEG CHANNEL SET FOR
BIOMETRIC APPLICATION
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5.1

Overview

This work is an extension of the work in the previous chapter, which is focused
on selecting a robust EEG channel set that can be used in person authentication,
regardless of the person’s mental task. In this extended work, we present some
novel findings on the EEG montage selection and its impact on the robust EEG
channel set for EEG based person authentication. A comparison between different EEG montage methods has been performed, and their effect on the robust
channel set selection, and the achieved performance was measured. Also, we
suggested a reference point based on channel variance and verify its impact on
the selection of robust channel set and the authentication accuracy. Further, we
compared our results with the bipolar montage (longitudinal and transverse),
the Common Average Reference (CAR), the Reference Electrode Standardization Technique (REST montage) and the Laplacian montage method. Experimental validation with publicly available EEG dataset, showed that using the
our suggested reference (AF8) provides better performance than the common
average montage method. Also, the bipolar montage method provides the best
authentication performance, however, since the bipolar montage uses two electrodes for every channel, the number of used electrodes is far more than our
suggested reference (16 rather than 10). Further, since this work targets using
an EEG channel subset, our suggested reference, provides better performance
than the Surface Laplacian montage method when using reduced EEG channel set. This is due to the fact that the Surface Laplacian is highly sensitive to
electrode density.
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5.2

Resulted Publications

The work done in this chapter is being reviewed to be resubmitted to a high
rank peer reviewed journal.
• Altahat, S., Chetty, G., Tran, D. and Ma, W., Reference Selection For Robust EEG Channel Set for Biometric Application. ”IEEE Transactions
On Information Forensics and Security”. IEEE. (reviewed for resubmission)

5.3

Introduction

As discussed earlier in section 4.3, EEG has shown promising cues related to
human identity. Also, recent years have witnessed a revolution in the technology that measures the EEG signal, and it has become more usable, cheap, and
does not require lab environment. This may be due to widely used applications
of EEG in Brain Computer Interface (BCI) for both entertainment or medical applications such as assistive technology for paralysed people [Tangermann
et al., 2012].

As mentioned earlier in section 4.3, EEG has many advantages e.g. confidentiality, high immunity to forgery and promising recognition accuracy. However, it still faces serious problems, and some of the main ones are: the high
noise content in the EEG signal, large dependency on mental task, high signal
variation between EEG recording sessions and the cumbersome procedure of
EEG electrodes placement on the client’s scalp [Singh et al., 2012]. Suggesting
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EEG channel set that are robust and minimally changed between mental tasks
will provide a forward leap towards using EEG in biometric applications. Also
the reduction in the EEG channels used for person authentication will reduce
the system complexity, costs and the user inconvenience.

Also, one of the main issues that has no defined standard in EEG recording is the selection of the EEG reference or broadly the ”montage selection”.
In medical applications, switching between EEG montage methods may provide better insight for specific medical conditions, but there is no gold standard
montage method that is optimal for all cases, rather it differs from case to case
or from person to person. That is why in the modern medical EEG applications,
switching between different montage methods was made easy enough for practitioners to be able to select the one that shows the best results. However, in
biometric applications, using this technique may not be applicable, rather we
need to select a montage method that enhance the recognition performance and
clarify the identity related information.
Also, so far in biometric application of the EEG, there is no known standard
for the best reference method to use, and in many cases, the chosen reference of
the EEG data is overlooked. Many studies in using EEG in biometrics, suggest
using the common average reference (CAR)[De Vico Fallani et al., 2011] and
the surface Laplacian [Marcel and Millan, 2007], however, one of the main
problems of the surface Laplacian and the CAR method is their sensitivity to
electrode density [Carvalhaes and de Barros, 2015; Nunez, 2010]. And since
this study is interested in selecting a subset of the EEG channels to ease the use
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of EEG in biometric application. So, we are going to see if there are any better
reference point, and compare the results of the Laplacian method, the CAR
method, the Bipolar method and the REST method which has never been tested
in the context of biometric application, and its effectiveness to unveil identity
related information is yet unknown.

5.4

Related Work

Influence of selecting montage method and a reference point on the EEG signal
is well known [Tyner et al., 1989]. In a large study [DelPozo-Banos et al.,
2015], the researchers compared between three montage methods: Bipolar,
CAR and Cz reference. Their results show that CAR montage has better performance, however, the bipolar reduced the size of the data by half while keeping
the performance almost the same (lower by (5-10) point). Based on this they
recommend using either the CAR in normal cases or the bipolar in case the
volume of the data was a concern. In previous EEG biometric studies, it can
be seen that different references and montage methods were used arbitrarily.
In [De Vico Fallani et al., 2011] the researchers used average ear lobes as a
reference, then re-reference to common average. Also [Abdullah et al., 2010;
Bao et al., 2009] the researchers used bipolar montage. In [Marcel and Millan,
2007] Laplacian montage was used by the researchers. However, no conclusions can be drawn from these studies, since each of them has different experimental setup and different number of participants, and the comparison cannot
be made based on the achieved performance, besides none of the above studies
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or any other using EEG in biometrics justified their used montage method and
whether it is more appropriate for biometric application or not. Rather they
tend to link their reference method selection with the common practice in EEG
community.

In [Nunez, 2010] the researchers refer to selecting the EEG reference based
on the fact that EEG reference should be a reference point with zero electric
activity to guarantee that it is not affecting the electric activity of the other EEG
channels. In order to achieve that, they suggested two solutions. First was
using the Reference Electrode Standardization Technique (REST) to estimate
electrode signals with respect to a reference point at infinity, or alternatively
suggest the common average reference (CAR) reference as the best approximation. The main issue of the CAR and REST methods is that they are both
affected by the limited electrode density and the incomplete electrode coverage
(sampling only the upper part of head) [Nunez, 2010]. Therefore, and since this
study emphasizes minimal electrode coverage for user convenience, we will
study these montage methods and their effect on the minimal robust electrode
set for authentication. Also we will examine other montage methods beside the
referential method and measure its effect on the EEG biometric accuracy.
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5.5

Proposed Method

The ideal reference electrode should be an electrode with no electric activity
[Nunez, 2010]. Since it is impractical to find such an inactive electrode on the
human body, a practical solution is to define an electrode where its electrical
activity is minimum. This will not eliminate the effect of the electric activity of
the reference electrode, but it may reduce its effect on the other electrodes. If
such a reference electrode is to be found, then this indicate that the information
provided by other electrodes may not be totally obscured by the electric activity
of the reference electrode.
Minimum electric activity of an electrode may be found using the variance of
the electrode’s signal. However, to get the electrode signal during the EEG
recording, there is a need for a reference point for practical potential measurement, and it is shown in [Hu et al., 2010] that the selected reference electrode
during the EEG recording will affect all EEG channel readings, and this in turn
will affect the resulted channel variance. So it is a dilemma to find the electrode
with the minimum variance due to this practical reference point effect.
In order to solve such a situation, and to minimize the effect of the selected
reference point during the EEG recording, we will need to get an estimation
of the absolute EEG signal (referenced at infinity) recorded at each electrode
location. This estimation should be independent from the practical used reference during the EEG recording. The main method to estimate the absolute EEG
signal from each electrode is by using the Reference Electrode Standardization
Technique (REST) developed by [Yao, 2001]. REST technique will enable us
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to estimate the EEG readings referenced to a point at infinity (theoretically zero
voltage). Otherwise, we may use the common average montage method(CAR)
as an acceptable alternative.
The REST method utilizes the Equivalent Source Technique (EST) method
which works by assuming a head model (mainly the three concentric spheres),
and try to solve the forward problem by assuming a distributed bipolar charge
in the assumed head model. After solving the forward problem, this method
will enable us to get an estimate of the absolute electrode EEG signal referenced at infinity, and hence reduce the effect of the electrode that was used as a
reference during the EEG signal recording.
REST method was suggested in 2001 [Yao, 2001] to mitigate the effect of the
used reference electrode during the EEG recording. Basically, REST method
was used to increase the performance in source localization in the brain for
medical application e.g. determine the active source during epilepsy seizure.
As described above, the REST method will be used to get an estimate of the
recorded EEG referenced at infinity. This estimate will be used to calculate the
electrode that has the minimum electric activity based on its statistical variance
value.
Finally, selecting the appropriate reference method is a tedious task, and can
be end to involve comparing with large number of choices, and comparison between them might be a time consuming task. Therefore this work will be limited to suggest a single electrode with minimum electric activity, and compare
the resulted performance using this suggested electrode with the most common
montage methods used in EEG research, and verify if the suggested reference
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clarifies identity related information. So, this study will be limited to choosing
only one EEG channel as an alternative reference, and will not study combining
two or more electrodes to form one common reference.

5.5.1

Dataset

For experimental validation of the proposed method we used the publicly available data described earlier in section 4.5.1. The dataset was downloaded from
[PhysioNet Organization], and it was selected because it contains large number
of participants (109 persons). Also it contains 6 mental tasks, which enables us
to verify stable channels that are least affected by the change of mental task.
Also the used EEG dataset contains recording of 64 EEG channels. The channels and their locations are shown in figures 5.1, and the transformation to
the longitudinal and transverse bipolar montage are shown in 5.2 and 5.3 respectively. The left earlobe and mastoid electrodes were used as reference and
ground electrodes respectively during the EEG recording. For bipolar montage
from this data, we considered longitudinal and transverse as they are the most
common bipolar montage methods. The data sampling rate is 160 samples/s.
Three subjects out of 109 were disregarded because they contain data that was
sampled at 128 sample/s. So in total we used EEG data of 106 subjects. Task a,
b, c, d, e and f samples represent roughly 50%, 4%, 12%, 11%, 12% and 11%
of the total samples number respectively.
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Figure 5.1: Electrode location for the used EEG dataset.

Figure 5.2: Bipolar longitudinal montage.

5.5.2

Figure 5.3: Bipolar transverse montage.

Preprocessing and Feature Extraction

As discussed earlier in section 4.5.2, the channel recording during each mental task was separated from other tasks based on the recorded annotation. So
for each participant out of the 106 participants, the data for each channel was
separated into 6 parts. Then, the data was segmented into one second length
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segments, this segment length was chosen because there was not much interest
in very low frequencies. The Power Spectral Density (P SD) using the Welch
method, was used as a feature, since it was noted that the EEG signal periodogram (which is a method of estimating the PSD) shows better or similar
performances than other features such as autoregressive or wavelets for motor
tasks classification [Millán et al., 2002]. Frequency range (4 − 52) Hz was selected as a feature with frequency resolution of 8 Hz.The frequency range 4−52
Hz was found to be more useful, and frequency bins of size 8 was considered
as a feature to reduce the size of the feature vector and increase the learning
speed of the model due to limited number of data samples. Hence, there was
no need to have high resolution spectrum and the segment length of one second
may be appropriate. Also, the frequency range 4 − 52 Hz was suggested, as it
was found in [La Rocca et al., 2013], that combining EEG rhythms (θ (4 − 8)
Hz, α (8 − 15) Hz and β (15 − 31) Hz) gives optimal result for recognition.
Further, other similar studies use only the γ rhythm (30 − 50) Hz as in [Yazdani
et al., 2008] and claim maximum identification accuracy. So we considered
merging θ, α, β and γ rhythms for better results. No filtration was performed
to reject EEG artefact and all samples were considered. For a single channel,
every segment have 6 features represent the frequency bins (52−4)/8. The features were normalized to the sum of all PSD bins in the same segment. When
multiple channels are considered, their features were concatenated together.
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5.5.3

Channel Selection Criteria

The same channel selection algorithm that was described earlier in section 4.5.3
is used again here. The threshold value Te was set to 0.7% after multiple trials.
The details of the authentication experiments are described next in Section 5.6.

5.6
5.6.1

Experimental Details
Authentication and Channel Selection

For the person authentication experiments, we built a person authentication
framework based on Gaussian Mixture Model (GMM) classifier. The experimental setup has two phases: training and verification. In the training phase,
the EEG data of only 50 participants out of 106 were used, and the stable channels were defined as described in equation 4.1.
The data during all mental tasks for the first 30 participants were used to build
a Universal Background Model (UBM), also known as the background model.
The number of used mixtures in the GMM was set to 8 based on the best results
of multiple trials. The EEG data of the remaining 20 participants were used
in client /imposter testing, and all samples from one mental task only (Task a)
were used to build the client model, and all the remaining samples during the
other five mental tasks were used in client /imposter testing. Task a used to
build the client model represents around 50% of the total samples for each participant.
In running the authentication experiments, we considered the feature of one
channel only at first, which is the channel that has the highest Sx value, and
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the authentication accuracy was measured. Then, the second channel was concatenated with the first feature vector, and we repeat the experiment to measure
the accuracy. We continued adding channels sequentially according to their Sx
values. If the added channel did not improve the authentication accuracy by at
least Te (0.7%), the channel was excluded from the feature set, as this indicates
that this channel feature is redundant or does not fit well with the channels that
have higher Sx value. This continued until the accuracy of all 64 channels were
tested on the training group of 50 participants. The best channel set that improve the authentication accuracy was considered as the optimal channel set.
In the verification phase, we run the authentication experiments using the optimized channel set resulted from the training phase considering the data for
all 106 persons. In this phase, the data of the first 60 participants were used
to build the UBM model, this includes the data for the first 50 participants that
were used in the training phase. The remaining 46 participants were used in
client /imposter testing. It is worth mentioning that in both phases, none of the
clients’ data were included in building the background model. The Gaussian
mixtures were trained considering diagonal covariance, and the clients’ mixtures’ means were adapted using Maximum a Posteriori with the prior UBM
model means, as described in [Reynolds et al., 2000].
The authentication was done, such that the ratio between the probability density function (pdf) of a test feature vector measured by the client model and the
pdf of the same feature vector measured by the background model should be
greater than a predefined threshold value. This threshold value can be changed
according to the required False Acceptance Rate (FAR) and False Rejection
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Rate (FRR). Assuming independence for all feature vectors and a uniform class
distribution, the likelihood that a certain feature vector x̄ = x1 , x2 , x3 , ..., xm
belongs to a specific class λ which has n mixtures is measured by probability
density function shown in equation 5.1.

p(x̄|λ) =

n
X

ki N (µ̃i , σ̃i )

(5.1)

i=1

where, N : normal distribution with µ̃i multivariate mixture mean and σ̃i is multivariate mixture covariance matrix. ki : the probability of the ith mixture in the
GMM model.

5.6.2

Reference and Montage Selection

In order to compare between different reference and montage methods, the
available EEG data montage was rereferenced to the following montage methods: Surface Laplacian (SL), Reference Electrode Standardization Technique
(REST), Common Average Reference (CAR) and Bipolar (transverse and longitudinal) montage. The above experimental setup described in 5.6.1 was repeated for every montage to verify which of these montage methods provides
the best authentication accuracy. Finally we suggested a reference selection
based on the lowest variance and compared the authentication accuracy with
these montage methods.
The scalp surface Laplacian (SL) is known to enhance the local signals coming
directly from underneath the measuring electrode. In order to find the SL we
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used the Current Source Density toolkit [CSD; Kayser and Tenke, 2006].
The REST montage is fairly new montage method, and it was suggested by Yao
in [REST TOOLKIT; Yao, 2001]. The basic idea is to use the Equivalent Source
Technique (EST) to estimate an arbitrary sources distributed evenly using the
Three-Concentric-Sphere head model. The number of sources is set to 3000,
and the direction of the sources are predefined. In order to find the 3000 source
intensities referenced at infinity, a projection matrix known as Lead Field was
used. In order to obtain the REST montage, we repeat work suggested by Yao in
[Yao, 2001]which was described earlier in section 1.5. For the CAR montage,
the EEG data were re-referenced to the average signal as shown in equation 5.2.
Ch∗x

N
1 X
= Chx −
Chi
N i=1

(5.2)

where Ch∗x is the new channel rereferenced to the CAR reference. It is worth
mentioning that the resulted data after applying the SL, REST and CAR montages are independent from the reference electrode that was used during the
EEG recording.

Furthermore, since using the suggested robust channels (not the total channel set) will affect the calculated CAR, SL and REST montages (as these methods are known to be sensitive to electrode density as stated above). So, we
recalculate these montages given only the suggested robust channels by each
method, and repeat testing procedure to validate the new accuracy results. So,
primarily we consider all the available channels, but when any of the CAR, SL
and REST montage methods suggest a robust channel set to be used, then, these
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suggested channels only are considered to re-estimate these montage method.
It is worth mentioning that this was only done for the CAR, SL and REST references as they are the only reference methods in this study that are affected by
electrode density.
As an alternative reference electrode, the EEG channel variance was measured and the channel with the lowest variance was suggested as an alternative reference. It is worth noting that measuring the variance of the channel
depends directly on the montage method in use. Only the CAR and REST
montage methods was considered when measuring the channels variance because both of them are trying to estimate the EEG recording with respect to
absolute zero reference [Nunez, 2010]. After getting the two suggested minimum variance references, the raw EEG data were re-referenced to each of the
suggested references electrodes, and the experiments were repeated to validate
these references effect on the authentication performance. The justification behind using the channel with the minimum variance is that these channels will
have the minimum electric activity, and hence the minimum effect on other
EEG channels.

5.7

Results and Discussion

The EEG channel that has the minimum variance for the training set (50 participants) was channel AF8 (number 29) when using the REST reference, and
channel FC2 (number 5) while using the CAR reference.
Table 5.1 shows the resulted HTER during the testing phase as well as the
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Table 5.1: HTER and robust channels for used montage methods
Montage Method
Bipolar
REST
CAR
SL
Min Variance (AF8)
∗

HTER (Full set)
9.77%
12.3%
13.16%
11.58
13.11%

HTER (Subset)
—–
12.65%
13.8%
14.95%
—–

Robust Channel Set∗
21,34,20,24,22,13,26,18,27,30
28,37,36,35,40,1,46,14,41,62
40,37,38,28,46,34,36,13,62,47
60,46,53,13,37,14,62,19,48,9
45,62,63,39,22,19,36,43,40

Bipolar montage channels numbers are shown in figures 5.2 and 5.3. Other montages channel numbers shown in figure 5.1.

resulting robust channels for each of the used montage methods. It is worth
mentioning that the channel numbering for the bipolar montage is different as
can be seen by comparing figures 5.1, 5.2 and 5.3.

Figure 5.4 shows the Detection Error Tradeoff (DET) curve of the performance of the robust channel set using the CAR, REST, SL and Bipolar montages and compares it with our suggested lowest variance reference. It is shown
clearly in this figure that the performance resulted from using the bipolar montage overcomes all other methods. However, the number of electrodes used in
bipolar montage is larger than the number of electrodes in other montage methods since every channel has its own reference, and few cases the reference is
shared. Also, our suggested reference (AF8) in general achieved better performance than the CAR montage method in both full set and subset cases, and
better performance than the SL montage in the subset case, and similar performance to the REST montage in the subset case.
Figure 5.5 shows the DET curve after recalculating the CAR, REST and SL
montages of the selected channel subset and compares it again with our suggested lowest variance reference.
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Figure 5.4: DET curve for the robust channel set with different montage methods using total
channel set to calculate the montage methods.

When considering only the robust subset channels, the CAR, SL and REST
fail to maintain the same performance result. This shows that these methods are
highly affected by EEG electrode density, especially the SL method. Moreover,
the results show a better performance for the suggested reference AF8 which
was chosen based on the lowest variance channel than using the SL in the subset
case or CAR references in both the subset and full set cases. The FC2 which
was chosen based on the lowest variance but under the CAR reference did not
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Figure 5.5: DET curve for the robust channel set with different reference methods using only
the channel subset to calculate the montage methods.

provide a good performance. This may be due to that REST reference provides
a better approximation to the absolute zero voltage (at infinity), or may be due
to a subtle identity related components in the EEG data that are boosted using
the REST reference. But the bipolar montage provides the best result. It is
worth mentioning that 10 bipolar montage channels were recommended, 8 of
them are transverse and only 2 are longitudinal. The recommended bipolar
montage required 16 electrodes in total.
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5.8

Conclusion and Future Work

This work analysed the impact of the used montage method on the authentication accuracy of EEG, using a robust EEG channel set that can be used in
biometric application regardless of the user mental task. A comparison between
common montage methods: CAR, SL and REST and Bipolar was performed.
Also an electrode location to be used as an alternative reference point was suggested based on the minimum variance. Bipolar montage method provides the
best accuracy results, this may be because using separate reference point for
each channel enhance identity related information, and there is no single reference able to show the complete identity related information in EEG, or may be
because the effect of noise was diluted when using multiple reference points,
or may be because the resulted number of electrodes in the bipolar case was 16
which means more EEG information was collected compared to other montage
methods. The CAR, SL and REST reference methods provides good results
considering total channels, however, when considering only the subset channels
to calculate these montages, their performance drops due to their sensitivity to
electrode density.
As an alternative reference, we suggested AF8 electrode based on the minimum variance, and it records better accuracy than the CAR montage method
in both the full set and the subset. This may indicate that the CAR montage
may not be the best montage method to be used in authentication problems.
The REST montage method however, provides almost equal performance to
our suggested method in the subset case, and has a better performance than the
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CAR method in both the subset and full set. The SL montage method shows
better results than CAR and REST using the full electrode set, however, in the
subset case, its performance drops significantly, which shows that this method
is highly affected by electrode density.
The used dataset has six mental tasks, four of them were related to actual
or imagery movement which are related to motor cortex, and the other two
were idle tasks with eyes open and eyes closed, so the suggested channel set
and montage method needs further testing on different datasets with different
mental tasks.
As can be seen from the results the bipolar montage provides the best accuracy results (especially the transverse with 8 channels out of 10), which indicate
that the bipolar transverse may provide a good option to be used with the robust
channel set, however, the suggested bipolar 10 channels require 16 electrodes
since there is no single reference electrode for all the channels. This shows that
the bipolar method need more electrodes, but it gives better accuracy.
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Chapter 6
SEGMENT LENGTH SELECTION FOR
ROBUST EEG CHANNEL SET FOR
BIOMETRIC APPLICATION
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6.1

Overview

In this extended work, we present the findings on the EEG segment length
selection and its impact on the robust EEG channel set for EEG based person
authentication.In order to verify the optimum EEG segment, we used the Fractal
Dimension (FD) as a measure of the pattern complexity in the EEG signal or
what is also refer to the embedded information in the signal [Falconer, 2004]. In
this study, we monitored the change of the FD value with respect to the segment
length, and verify the optimum segment length authentication performance.

6.2

Resulted Publications

The findings in this chapter is under preparation for publication.

6.3

Introduction

As discussed earlier in section 4.3, EEG has shown promising cues related to
human identity. Also, recent years have witnessed a revolution in the technology that measures the EEG signal, and it has become more usable, cheap, and
does not require lab environment. Usually the time domain data recorded contains too much noise and in most of the times we need to calculate more stable
feature than the time domain data. The common features for EEG signals were
discussed earlier in chapter 1, they include broadly the following features: the
signal periodogram (which is a method of estimating the PSD), the autoregression (AR) parameters, the wavelet transform and many more less common, like
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signal energy or MUSIC feature and phase locking value.
In order to calculate any of the above mentioned features, we need to define
the time domain segment. One of the main issues that has no defined standard
in EEG processing, is the selection of the EEG segment length to extract the
feature from. Usually the segment length is chosen depending on the previous
knowledge of the EEG signal and the required time for participants to respond
to an external cues. In this work we considered the previous knowledge in the
available literature to set the expected minimum and maximum boundaries of
the segment length, however, to determine the exact segment length we used
a developed tool to measure the complexity of the signal pattern and the contained information.

In biometric applications, selecting a segment length less than the optimal
length may reduce the performance of the biometric application, also selecting
a segment length with more than the optimal length will result in losing useful
EEG samples that can be used in training the classifier, which may enhance
the performance.Also reducing the segment length means less EEG acquisition
time, which implies better satisfaction for the users.
The fractal dimension (FD) is a mathematical tool to verify the self similarity
in a signal or an image. The concept was developed to calculate a value which
is an estimation of the complexity of the signal pattern and is related to the
amount of information contained in that pattern. The FD will be used in this
work to determine the optimum segment length.
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6.4

Related Work

As discussed earlier in chapter 3, [Nguyen et al., 2012] studied the effect of
segment length on the accuracy of the identification using a single EEG channel (Cz) and eight channels (C3, Cz, C4, P3, Pz, P4, O1, O2). They found that
using the single channel with longer segment length (more than 15 sec) can approach accuracy achieved by the eight channels, but if shorter segment length
is used then the eight channels set achieves significantly better identification
accuracy. Also they noticed that for the eight channel set, the accuracy stabilize at 1 sec segment length, and was not significantly enhanced by any further
increment. However, in their work the limits between the used number of EEG
channels and its relevant segment length is not clear. So it is not clear what is
the optimal segment length is, and how far it is affected by the used channels
and their locations.

In [Yeom et al., 2013], the researchers measured the EEG signal for 800
milliseconds after the onset of the stimulating image. They found that the EEG
response appears to be the same for self-face and non-self- for the first 300
milliseconds approximately, then starts to differ significantly. They suggested
an optimal segment to authenticate persons, and they found that this segment
length varies from channel to channel and from person to person, which implies
that every EEG channel for every person should have a recommended segment
length. Also, in a large study by [DelPozo-Banos et al., 2015], they found that
a segment length between 1 and 2 second is optimal. Based on the last two
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studies above, we considered the upper and lower limits of the segment length
(tentatively we considered lower and upper limits of the segment length to be
250ms and 2000ms respectively).

Anisheh et al [Anisheh and HASANPOUR, 2009] used FD to choose the
appropriate adaptive segment length in EEG where they used wavelet representation of a signal and the FD to study the statistical change of the signal
segment. The wavelet was used to localize the frequency in time, and hence
will be able to detect the transient changes in the EEG signal.
In this study, we found the FD of different segment lengths, and this will
be used to identify the segment length range such that the change of the FD
value with respect to segment length represent positive values. The found
optimum segment length will be used to verify its effect on the resulting authentication performance. More details in sections 6.6 and 6.7.

6.5

Proposed Method

As discussed above in the literature, different segment length were recommended for user authentication, e.g. [DelPozo-Banos et al., 2015] suggested
segment length between 1 and 2 seconds, while [Yeom et al., 2013] suggested
300ms and 800ms as the lower and upper bounds of the segment length respectively. In this work we considered 250ms as the lower bound, and study
segments with length up to 2000ms to give a deeper clue about the suggested
segment range in the literature.
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6.5.1

Fractal Dimension

Fractal dimension (FD) was initially created by Mandelbrot [Mandelbrot, 1983]
to measure the self-similarity of an object, however the methods used to estimate the fractal dimension can be applied to any signal or a set of samples.
The fractal dimension of a signal cannot be exactly calculated, rather it must be
estimated, and it is sensitive to noise and to the limited number of data samples
[Falconer, 2004]. So, as a result the FD estimation algorithms return a value
regardless if this value represents a self-similarity or not. Also it is possible
for two different sample sets to have the same FD. Furthermore, it is worth
noting that no real phenomena is purely fractal because the self-similarity does
not apply on all scales for any physical phenomena. This indicates that fractal
dimension gives a descriptive measure of the signal that is closely related to its
statistical properties. Also, while the values of Euclidean dimensions should
always be positive natural numbers, the fractal dimensions can take the value
of a positive real number.

There are different methods to estimate the FD of a time varying signal.
Higuchi and Petrosian algorithms [Higuchi, 1988; Petrosian, 1995] is more accurate in estimating the FD, but also more sensitive to noise. Katz algorithm
[Katz, 1988], is less accurate compared to Higuchi methods, and it is still sensitive to noise , however it is less sensitive to noise than the other two methods.
We will consider the Katz algorithm here since it has more immunity against
noise and as discussed in chapter 1, EEG signals is known to be very noisy
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signals.

Equation 6.1 show the Katz algorithm to estimate FD of a time series:

FD =

log10 (n)
log10 ( Ld ) + log10 (n)

(6.1)

where,
n=

L
a

L, is the sum of the Euclidean distances between successive points in the signal.
a, is the average distance between successive points in the signal,
d, is the diameter, or what is known as the Euclidean distance between the initial data point and the data point that has the furthest Euclidean distance from
the initial point.

Fractal dimension (FD) used in different EEG studies broadly for clinical
applications to detect brain abnormalities [El-Kishky, 2012], or to determine
EEG signal characteristics [Accardo et al., 1997; Preißl et al., 1997]. Also it
was used as a tool to characterize the complexity for short EEG time series
[Subha et al., 2010].
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6.5.2

Robust Locally Weighted Regression and Smoothing Scatterplots
(R-LOWESS) Method

Since the FD is very sensitive to noise content as discussed in previous section,
and as will be shown below in section 6.7, we found the change in FD with
respect to segment length is also sensitive to noise since it is known that derivatives always enhance the noise content in the signal, so, in order to reduce the
noise effect, and also to have better resistance to outliers, the Robust Locally
Weighted Regression and Smoothing Scatterplots R-LOWESS method was applied on the signal that represents the change of the FD value with respect to the
increment of the segment length. The robust LOWESS method was introduced
in [Cleveland, 1979], and its major benefit is its immunity to outliers. The main
idea in this method is to start the first step by polynomial least square fitting,
then use the robust model which is a weighted factor based on the median value
of residual from the first step to further fine tune the results. We used built-in
Matlab function to apply this method and the results are shown below.

6.5.3

Dataset

For experimental validation of the proposed method we used the publicly available data described earlier in sections 4.5.1 and 5.5.1. The dataset was downloaded from [PhysioNet Organization].
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6.5.4

Segment Selection

In order to measure the segment FD, we first predefine a length for the segments for a specified channel and person, and segment the EEG signal based
on this predefined length. Aftet that, the signal power spectral density (PSD
was calculated for all segments, since PSD was used solely as a feature for the
authentication problem. Then the FD for the resulted PSD was calculated and
averaged for each channel and person. This will result in a single FD for the
define segment length for the same channel and person.
Then, the segment length was fine incremented, and the same procedure was
repeated for this different segment length for the same channel and person and
store the FD values. This will be repeated for the robust channel set for the 50
participants training set. After that the change on FD with respect to segment
length was found. In order to find the change in FD, the derivative of the FD
value with respect to segment length is obtained. The resulted FD change, will
help us to determine the optimum segment length, which will be used again to
segment all the EEG data (106 participants) and test the authentication performance using this segment.

6.5.5

Preprocessing and Feature Extraction

To test the suggested optimum segment length accuracy, we run an authentication test using this optimum segment, and verify the resulted performance. In
the authentication test, we used the same preprocessing and feature extraction
discussed earlier in 4.5.2 and 5.5.2. We compare the results for one of the robust
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channel set found in chapter 4 which is the robust channel set using the REST
montage method. We chose only the robust channel set using the REST montage as they have shown best performance while having small number of used
EEG channels, despite that the result for the bipolar montage showed better
performance, however the number of used channels were significantly larger
(16 channels in the bipolar montage and 10 channels in the REST montage),
and the performance enhancement was not significantly large(around 2.5% enhancement with extra 6 channels).

As discussed earlier in section 4.5.2, the channel recording during each mental task was separated from other tasks based on the recorded annotation. So for
each participant out of the 106 participants, the data for each channel was separated into 6 parts. Then, the data was segmented into the optimum segments
length, and the Power Spectral Density (P SD) was used as a feature. Frequency range (4 − 52) Hz was selected as a feature with frequency resolution
of 8 Hz to reduce the size of the features and increase the learning speed of the
model due to limited number of data samples. Used frequency rhythms are the
same as discussed earlier in chapters 4 and 5, and no filtration was applied to
reject any EEG artefact, so all samples were considered. For a single channel,
every segment have 6 features represent the frequency bins (52−4)/8. The features were normalized to the sum of all PSD bins in the same segment. When
multiple channels are considered, their features were concatenated together.
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6.6
6.6.1

Experimental Details
Segment Selection

As discussed above in section 6.5.4, we measured the FD for the calculated
power spectral density (PSD) for the EEG signals with different segment lengths.
The range was set to be between 0.25s to 2.0s based on previous finding as discussed in section 6.4. Based on this and since the sampling rate of the dataset in
hand is 160 samples, so the segment length range will be from 40 to 320 Samples. The robust channel set found earlier in the previous chapter for the REST
montage were considered only (channels 28,37,36,35,40,1,46,14,41,62 of the
REST montage). After that we find the change on FD for the selected channels
and persons with respect to segment length. In order to find the change in FD
with respect to segment length, the derivative of the FD values with respect to
segment length is obtained. A sample result of the FD change with respect to
segment length is shown in figure 6.1
As can be seen from figure 6.1, the FD change is fluctuating in very small
range, which makes it hard to determine an optimum segment length based on
this curve. So we averaged all the FD change results for all the included channels and persons, and run the robust LOWESS smoothing technique described
in section 6.5.2 to get the smoothed FD change represented in figure 6.2
It is worth noting the range of the figures is from 1 to 280 which is the
segment increment in samples, so in order to find the total segment length, we
need to add the initial segment length which is 40 samples (0.25s) to suggest
an optimal length.
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Figure 6.1: Sample of the FD change with respect to segment length for an arbitrary channel
without averaging or smoothing techniques.

6.6.2

Authentication

As described earlier in verification phase in section 5.6.1, we run the authentication experiments using the optimized channel set resulted from the training
phase under the REST montage and using the resulted optimum segment length.
The data of the first 60 participants were used to build the UBM model. The
remaining 46 participants were used in client /imposter testing.
The Gaussian mixtures were trained considering diagonal covariance, and the
clients’ mixtures’ means were adapted using Maximum a Posteriori with the
prior UBM model means, as described in [Reynolds et al., 2000]. The authentication was done, such that the ratio between the probability density function
(pdf) of a test feature vector measured by the client model and the pdf of the
same feature vector measured by the background model should be greater than
a predefined threshold value. This threshold value can be changed according
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Figure 6.2: The FD change with respect to segment length averaged for all the selected channels
and persons and with R-LOWESS smoothing techniques.

to the required False Acceptance Rate (FAR) and False Rejection Rate (FRR).
Assuming independence for all feature vectors and a uniform class distribution, the likelihood that a certain feature vector x̄ = x1 , x2 , x3 , ..., xm belongs
to a specific class λ which has n mixtures is measured by probability density
function shown earlier in equation 5.1 in section 5.6.1.

6.7

Results and Discussion

The FD is highly affected with noise, and since EEG is highly noisy signal, so
this will be reflected in the FD values. Also since the derivative is known to be
highly sensitive to the noise contents as it is known to act like as high pass filter,
hence the FD derivative (change in FD) also reflects the noisy part in EEG, so
smoothing and averaging techniques are required to be able to see results that
are buried with noise. After trying multiple smoothing techniques, the best
results is shown using the robust locally weighted regression and smoothing
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scatterplots described in section 6.5.2. As can be seen the result in figure 6.1 is
not much helpful as the change of the FD continuously fluctuates which makes
it hard to extract any useful segment boundaries. Therefore, after averaging the
FD change over all the selected channels and persons, we got figure 6.2 which
may provide a better insight. Based on the results shown in figure 6.2, we notice
the following:
• The FD change has positive values for all the given range(1-279), except
for the last value at segment length increment 280 samples, the FD change
moved to the negative side which indicates that the FD value starts to
decrease. Based on this, we assume that the performance will be improved
in all the suggested segment range (except for the last value).
• The FD change figure can be partitioned into three parts: from 0 to 153
samples, from 153 to 243 samples and from 243 to 279 samples, and we
tested the authentication performance enhancement at the boundaries of
these partitions (153, 243, 279). Each of these values represent a segment
increment values, and since the initial segment length was 40 samples, so,
the actual segment length values to be considered are 193, 283 and 319
samples, which represent
and

319
160

193
160

= 1.20625 second,

283
160

= 1.76875 second

= 1.99375 second respectively.

Figure 6.3 shows the selected performance for the suggested three segment
lengths compared to our initial arbitrary segment which was one second. The
figure shows clearly that the best performance is for

319
160

= 1.99375 second.

It is also worth noting that when we change the segment length, the resulted
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Figure 6.3: A comparison of the DET curves for the robust channel set with REST montage
considering different optimum segment length.

testing and training samples numbers are changed, however, it is not a significant change, so broadly we can consider the different performance results is
due the change of the segment length.
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6.8

Conclusion and Future Work

The results in this work suggests that for a robust channel set that is least affected by the change of mental task, the minimum segment length should be
around 2seconds. As can be seen from this work that values beyond 2seconds
were not considered, and this limit was assumed based on the previous works
in [DelPozo-Banos et al., 2015]. Also, since calculating the FD value is a very
costly (require very long time), so this can be considered in future extension
of this work. Moreover, different algorithms other than Katz algorithm will be
considered to calculate the FD in future work to verify their impact on the performance. So far, and as general rule, 2second segment might be a good start,
and segment length below this value should not be considered as the enhancement in the performance is clear when using the 2second segment. Also, it is
worth mentioning that this result is based on considering PSD only as a feature. Selecting different feature may lead to different segment lengths. Also,
the results shown here are in the context of using robust channel set, and using different context may lead to different results and different segment length.
Furthermore, the used montage method in this work is the REST method, and
using different montage method may also lead to different results.
The change in FD values was positive for almost all the segment range
(0.25 − 2.0)seconds, which indicate that the FD values were continuously increasing in this segment range. Accordingly, the authentication performance
was continuously increasing in this range. So, in order to test the validity of
FD change as a method to monitor the amount of identity related information,
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we need to consider longer segment length (tentatively up to four seconds), as
this may reveal the validity of using FD change method to determine the optimum segment length. Considering longer segment lengths will be addressed in
future work. Finally, the used dataset has six mental tasks, four of them were
related to actual or imagery movement which are related to motor cortex, and
the other two were idle tasks with eyes open and eyes closed. So, using different EEG dataset with different mental tasks that are related to different areas in
the cortex may also lead to different results.
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Chapter 7
CONCLUSION AND FUTURE WORK
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7.1

Research Conclusions

This work aims to create a solid base for using EEG in biometric application.
The main idea was to be able to use EEG in authentication problems independently from the user mental task, which mean that the biometric system will be
able to authenticate the users without asking them to perform a specific mental
task. In our endeavour to tackle this challenge, we suggest a novel solution with
three main parts:
• suggest an EEG channel subset that is more robust for the change of mental task.
• suggest an EEG montage method that is more appropriate for this purpose
and verify its effect on the selected channel set.
• suggest an EEG segment length that enhance the performance of the previously found results of the channel subset and the montage method.
In the first part of this research, we suggested a stability measure Sx , and the
channels was prioritized based on this suggested measure. The channel stability value Sx is defined as the difference between the ”between person” Mahalanobis distance and the between task-within person” Mahalanobis distances.
Channels with higher stability values have higher priority to be included in the
robust channel subset, however, and since the neighbouring EEG channels are
known to be highly correlated, so any channel that did not enhance the performance on the training set, was excluded from the robust channel subset, even
if it has high stability value. This lead us to robust channel set that can be used
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regardless of the user mental task, and a comparison with other suggested channel subsets shows better performance results.

Then we analyzed the effect of the used montage method, and compare between the most common montage methods, verify their effect on the selected
robust channel set. Furthermore, we suggested an EEG electrode as a reference
point based on its variance value. Also since we are aiming to select a channel subset, we studied the effect of EEG channel resolution on the used montage method. Based on the results in this part we found that the best montage
methods to use are the bipolar method (with 16 EEG channels which is significantly larger than the other method), and the REST montage method (with only
10 EEG channels). Also we found that our suggested channel as a reference
(channel AF8) produce better results than the CAR montage method which is
the most common montage method in EEG studies.

Finally, we studied the effect of the used segment length. In this part of this
research we used the change in fractal dimension (FD) with respect to segment
length as a tool to suggest an optimum segment length. Moreover, we verify
the suggested segment length effect on the authentication performance of the
previously found results. The main result we found here, is that for the problem
in hand, the segment length should not go below 2 second.
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7.2

Limitations and future work

This research tried to add contributions to the body of knowledge regarding using EEG in biometric applications, and is far from being complete. The main
limitation in this research is due to the lack of comprehensive EEG dataset
that can be used for biometric application. Such a dataset should contain sufficient mental tasks to test the robustness of the EEG channels, and also contain
the kinship and demographic information of the participants. Creating such an
EEG dataset is left for future work due to the limitation of the provided timeframe and financing for this PhD study.

Also, this research adopted a single feature to be used which is the power
spectral density (PSD), this was done based on previous studies where it was
found, that the PSD to have the same or better performance than other features
like the auto regression model factors and wavelet. Future work should include
different features in addition to the PSD and merge these features to verify if
this may enhance the performance of the authentication system.
Finally, as the ultimate future work, the aim of this work is to try the results
found in this research in an online EEG authentication system. This will create
a tangible outcome for this research, and verify its usability and also highlight
its benefits like using less EEG channels than the full set which should increase
the user satisfaction.
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7.3

Final Word

This research was a big challenge, as the field is very wide and multidisciplinary. So there are lots of EEG studies that are related to medical applications,
or to brain computer interface (BCI) applications, and the methods used in that
problems are not directly applicable to the EEG biometric application. Also,
using EEG in biometric application is an emerging field and still far from being
mature, and there is no defined path of evolution. So studying the literature and
be familiar with the medical terminologies, and define the research questions
was a major challenge. Also the learning curve of this field and to grasp the
main used methodologies was another big challenge. Furthermore, the different methods that were learnt in the initial stage of this study (e.g. PCA, ICA,
MANOVA and few more), and were applied in the early stage of this study, and
lead to no results was really frustrating. Overcoming this frustration was the
biggest challenge in this PhD research.
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