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ABSTRACT
The significance of cloud interoperability has been highlighted both by industry and
academia. Attempts to resolve the issue of interoperability in cloud services by
developing open standards only partially eliminates the problem of seamless
integration of various architectural components to connect enterprise systems to
cloud services. Achieving interoperability requires rigorous analysis of existing
enterprise architectures and working out the best fit to include architecture principles
that will enable an impetus to the paradigm shift of cloud services.
Cloud computing solutions by cloud vendors have not been built with a focus on
interoperability (Sheth, et al 2010). Furthermore, vendor solutions lock the customers
in to unique vendor software data and software creation, thus creating vendorlocking situations for customers (McKendrick 2010). This is further accentuated by
the battle of vendors, like Amazon, Google, and Salesforce, and is not conducive to
moving to agreed standards for compatibility. The European Network and
Information Agency (ENISA) recognise the vendor locking problem, but it will have
to wait until international bodies such as the Cloud Computing Interoperability
Forum (CCIF) and the Open Cloud Computing Interface (OCCI) deliver their
research findings.
From the preliminary readings in this research area, the writer identified that there is
no total interoperability among enterprise architecture, service oriented architecture
(SOA) and cloud services. Further definitions of these three domains are available in
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Chapter 3. The research further explored this gap via a questionnaire and established
that interoperability in cloud computing was a key issue and sometimes prevented
stakeholders from approving the implementation of cloud services. The responses
from

the

questionnaire

validated

the

need

to

establish

standards-based

interoperability models to provide much-needed connectivity to cloud services.
Based on the responses to the sample survey and the reviewed literature, this
research developed a research framework as documented in Chapter 3 as a
fundamental precursor to proposing a solution to the research gap.
Several research methodologies were evaluated to work out the best research
methodology to develop a novel enterprise governance-based architectural
interoperability in cloud computing. The novel model was achieved by leveraging
design research methods. Denning (1997) defines design science as a problemsolving paradigm. March and Smith (2006) articulate four general outputs of a
research design:
x

constructs;

x

models;

x

methods; and

x

instantiates.

This architectural model was validated via uses cases based on three implementation
models. The use cases were further validated via systems analysis modelling tools
underpinning universal modelling language (UML). The use case validation was
further tested via a survey sent to selected academics and industry experts who were

xii

either researching in the space of cloud interoperability or practising in the space of
integration in the provision of cloud services
While Chapter 1 has articulated the broad contributions of this thesis, this research
made specific contributions in the following areas:
x

a governance-based architecture model;

x

review of enterprise ICT architectures to include requesting platform
services, including protocols such as Extensible Mark-up Language (XML),
Web 2.0 protocols and open source connectors in the delivery of cloud
computing services;

x

review of enterprise ICT architectures to include cloud interoperability
brokers such as API gateway and iPaaS integrators in the delivery of cloud
computing services;

x

common services to be deployed by enterprises;

x

business efficiencies;

x

other benefits to enterprises; and

x

service level agreements.

A revisit of current industry practices in the deployment of cloud services and the
interoperability issues in the provision of cloud services along with scanning of the
academic literature since 2013 indicate the following:
x

Academic literature has concentrated on highlighting the issue of
interoperability while waiting on the standards bodies to articulate and

xiii

promulgate the standards required for a seamless integration of cloud services
and enterprise systems.
x

Industry literature provides many a solution on the interconnection of cloud
services with SOA, but no generic solutions have appeared for the
convergence of SOA, enterprise architecture and cloud services.

x

While enterprises have concentrated on the prototype, pilots and the
implementation of single vendor connections to cloud services to gain an indepth understanding and requirements of their respective strategic planning,
discussions with limited subject experts in practice indicate that the next steps
will be the inclusion of an enterprise governance-based architectural model to
include cloud services and its integration into mainstream enterprise
computing.

The proposed model puts forth as an enterprise governance-based architectural
model which includes a requesting platform of services component and a cloud
interoperability broker services component that allows the convergence of the three
domains: enterprise architecture, SOA and cloud services. Hence, this model caters
and supports the interoperation between and among enterprise architecture,
enterprise systems and cloud computing services.
Until further testing is carried out of use cases via proof of concept, it will be
difficult to establish the cost of the provision of these services via this model as well
as its technical and operational feasibility. Thus, this proposed architectural model
also provides an opportunity for the research community to validate their respective

xiv

application use cases against this model and provide comments and feedback to the
author.
A major contribution of this research is that while it commenced with the
development of an innovative architectural model to solve the interoperability issues
of the convergence of enterprise architecture, SOA and the cloud services in
response to the gap identified in the research framework, its final output is a creation
of a global solution for the enterprise systems to connect to cloud services via the
inclusion of two key components, namely, the requesting services and cloud
interoperability broker thus empowering enterprises to have governance over its
interoperability issues.
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