..

..

Doctor of Philosophy (254LC)

Legal and law enforcement implications of
Massively Parallel Sequencing
and Forensic Genomics
PhD candidate:

Nathan Scudder
17 December 2019

Supervisors:
Dr James Robertson

Dr Dennis McNevin

Dr Sally F. Kelty

Dr Simon J. Walsh

Faculty of Science and Technology
University of Canberra

Centre for Forensic Science
University of Technology Sydney

Faculty of Health
University of Canberra

Specialist Operations
Australian Federal Police

Thesis submitted in fulfilment of the requirements for the degree of Doctor of Philosophy
at the University of Canberra, Australian Capital Territory, Australia

..

..

Abstract
Advances in genomic technology in recent years have given law enforcement a more
cost-effective means to access genome sequencing capabilities. These capabilities
build on existing law enforcement DNA databases by allowing for prediction of
physical characteristics or the bio-geographical ancestry of the donor of genetic
material. Recent developments also allow genetic profiles from crime scene samples
or from unidentified human remains to be uploaded to public genetic databases to be
compared against millions of other profiles voluntarily submitted by individuals.
The use of forensic genomics raises issues of individual and family privacy.
It opens up the potential to exploit health predictive information in DNA or for such
data to be released into the public domain. In deciding on the best policy response, it
is important to address issues of public trust and proportionality.
These new capabilities also draw on an intelligence paradigm and are best
viewed in the context of a toolkit for human identification. This requires consideration
of the training and governance requirements for deploying this capability. The
widespread availability of public online datasets may allow forensic genomics to
extend into the private and non-profit sector. To an extent, this has happened
already. The policy implications of this occurring will be explored.
This research proposes that forensic genomic capabilities, when used for
law enforcement or national security intelligence purposes, be part of a multidisciplinary system, with underpinning quality and training standards and potential
regulatory controls. Such a framework must also sit within a broader privacy
framework consistent with the expanding use of genomics in diagnostic medicine
and recreational genealogy.
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Chapter 1 : Introduction
1.1 Background
In 2010 Wendy Kramer, founder of the Donor Sibling Registry, made the claim that
“With DNA testing and Google, there’s no such thing as anonymity anymore”
(Lehmann-Haupt 2010). Her teenage son, Ryan Kramer, had some five years earlier
sent away his own sample for DNA analysis. Using an early genetic genealogy
platform based on Y chromosome analysis, Ryan identified that he had a common
ancestor from the 1600s with two other users of that platform. The two users and
their common ancestor shared the same surname. Using this information, and
limited information from the donor registry, Ryan became one of the first people to
identify their biological father using genetic genealogy. The individual had donated
his sperm anonymously (Angrist 2013; Kramer 2015).
Now, in 2019, stories of adopted children or children of anonymous sperm
donors being reunited with a biological parent are relatively commonplace. There
remain unusual cases, such as the case of Paul Fronczak: a complex case study
involving a kidnapped child from a hospital, an as yet unlocated sister and longdeceased birth parents. The Fronczak case is reportedly the oldest kidnapping case
to be reopened in the United States (Fronczak & Tresniowski 2016, p. 109).
There are now a wide range of commercial capabilities using the predictive
power of DNA. Genetic genealogy, as a commercial service, became available
nearly twenty years ago. In that time, it has entrenched itself as a pursuit aligned to
searches for identity, to justify or dispute ethnicity and to challenge the notion of the
immediate family (Elliott & Brodwin 2002). Genetic genealogy has been described by
one journalist as ‘Like Facebook, but for fifth cousins...’ (Krueger 2018).
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In addition to predicting family members based on common genetic ancestors,
commercial providers can also predict an individual’s phenotypes. A person’s
phenotype describes the way in which their genetic make-up translates into traits or
physical characteristics ‘as determined by the interaction of both genetic makeup
and environmental factors’ (Australian Law Reform Commission 2003).
Personalised genomic medicine is another significant and overlapping
development in this space. While genetic predisposition is generally only one
contributor to an individual being diagnosed with a particular medical condition, the
opportunity now exists for medical science to develop a greater understanding of this
genetic component as well as to consider how this may impact on the best medical
treatment (Snyder 2016).
These new DNA capabilities do carry risk. In contrast to Kramer’s story, which
ended quite amicably, other individuals using these capabilities have paid a price.
Danielle Teuscher’s five-year-old daughter was conceived using an anonymous
sperm donor. Ms Teuscher sent a sample to a genetic genealogy provider. Her
stated reason was to analyse her daughter’s bio-geographical ancestry and to seek
some basic health-predictive information. The results of that genetic test revealed
the identity of her daughter’s biological grandmother. Ms Teuscher made contact
with that individual through the genealogy platform and, some time later, received
not only a letter threatening legal action but advice that approval to use additional
sperm from the donor had been withdrawn, leaving Ms Teuscher unable to conceive
future siblings from the same biological father (CBS News 2019; Mroz 2019).
Our concept of privacy has changed over time. The warning signs appeared
early. In 1997, a Massachusetts Institute of Technology student identified the
hospital records of then Governor William Weld, using de-identified hospital
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admission records and a publicly available roll of voters (Anderson 2009). While
there may have been an element of good luck in that case (Barth-Jones 2012), the
world of data analytics and ‘Big Data’, and the familial and multifaceted nature of
genomics and phenotype expression were arguably always going to collide (Chute et
al. 2013).
In a forensic context, ‘the ultimate goal of evaluating evidentiary DNA is to
assign a biological origin to the sample with a high degree of statistical certainty’
(Claes et al. 2014). This requires a comparison, underpinned by statistical models of
human genetics, between the genetic data derived from a crime scene sample and
an equivalent dataset from the genetic sample of a person of interest. In the case of
confirming the identity of human remains, also a relatively early application of
forensic DNA capabilities (Jeffreys et al. 1992), genetic data can be compared to
data obtained from the analysis of ante-mortem genetic material or samples obtained
from close relatives.
Forensic DNA analysis has traditionally used disparate regions of DNA,
believed to be non-coding. A move away from this approach, to exploring coding
regions of DNA, heralds a new phase in forensic genomics (Claes et al. 2014;
Skinner 2018). It also opens up a range of opportunities for law enforcement and
national security purposes.
The East Area Rapist terrorised areas of California in the 1970s and 80s.
Many residents have described the crimes committed in and around the homes of
residents, initially in Sacramento County, as a loss of innocence for towns where
doors were once left unlocked (Castillo et al. 2018). The East Area Rapist, later
dubbed the Golden State Killer, is believed responsible for at least 12 murders and
more than 45 sexual assaults (Selk 2018). The Golden State Killer investigation was
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never a cold case in the true sense: investigators had continued to hunt leads for
decades. Forensic genomics was not the first data analytics approach tried by
investigators. Overlaying numerous datasets, including prison and municipal records,
had failed to identify a suspect (Kneeland 2018). But it would be forensic genomics
and, in particular, the application of genetic genealogy that would lead to an arrest in
the case. The use of online family tree genealogy records allowed investigators to
narrow their focus to a handful of suspects.
A range of ethical and legal considerations arise as these capabilities
continue to advance in parallel. These considerations stretch from privacy rights and
the rights of the family, to the legality of new forensic approaches, and the potential
to deter crime.
How these new capabilities sit within existing forensic, intelligence and
investigative frameworks will be pivotal to their success. An aim of this research is to
build on current policies in the use of forensic DNA analysis for identification, to
examine how new forensic genomic capabilities give rise to different considerations
and to assess whether use of these new capabilities could undermine public trust
and confidence in established forensic processes.
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1.2 Developments in DNA
To understand the nature of current forensic genomics, it is necessary to briefly
describe developments in three distinct areas: in essence, the story of how they
collided.
•

Firstly, forensic DNA profiling and the use of DNA databases

•

Secondly, the medical and direct-to-consumer applications of DNA testing,
and

•

Thirdly, developments in Big Data analytics.

Current operational opportunities in forensic genomics, including the development of
specific actionable DNA intelligence leads, would not have been possible without
advances in each of these three areas.

1.2.1 Forensic DNA analysis and the use of forensic DNA databases
Forensic DNA analysis dates back to the late-1980s with DNA providing key
evidence in the case of Richard Buckland, exonerated by DNA after falsely
confessing to murdering a young girl in Leicestershire in the United Kingdom, and
the arrest of Colin Pitchfork, who attempted to evade a DNA screening program in
the same case (Jeffreys 2005; Smith, Marcus 2018; Williams, R & Wienroth 2014a).
Originally using gel electrophoresis, it was a new technique involving polymerase
chain reaction and capillary electrophoresis that moved forensic DNA from a
manually intensive process to one capable of interfacing with large-scale DNA
databases (Arnaud 2017; Frudakis 2010, pp. 1-5). However, a further technology
shift was needed before DNA analysis could provide cost-effective analysis of
enough genetic markers to provide predictive information from DNA. This shift came
in the form of high-throughput Massively Parallel Sequencing (MPS) (Børsting &
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Morling 2015). This sequencing technology has developed over the last 10-15 years,
and in 2017 half of DNA laboratories surveyed in the European Network of Forensic
Science Institutes had one or more MPS platforms (Alonso et al. 2017). MPS
capabilities in forensic science allow the use of kits which can predict physical traits,
with a focus on externally visible characteristics (EVCs) and the likely biogeographical ancestry (BGA) of the donor.
The potential application of these new DNA capabilities was highlighted in the
description of a kit developed by biotechnology company Illumina® which included
‘over 200 forensically relevant genetic markers’ including BGA which ‘can offer a
substitute to eyewitness testimony, [can assist] in solving cold cases, refining DNA
databases, archaeological DNA analysis, genetic studies with forensic sensitivity
[and] refining familial search’ (Shrivastava, Jain & Trivedi 2016).
Competitor Promega Corporation has also highlighted the enormous
capability of new DNA analysis technology: ‘Much of our understanding has been
gleaned from whole genome studies where scientists compare data from over 7,000
points on participants’ faces to sections of their DNA that contain single nucleotide
polymorphisms (SNPs) – that is, sections of DNA that differ by a single letter of the
genetic code’. Promega goes on to describe their other biological research work and
the ability to ‘broadly detect’ age groups, and to note that ‘DNA methylation may be
one short term option to improve predictive power to 3-5 year age groups’
(Emmerich 2016).
Commentators have outlined a variety of research currently under way into
new EVCs, including ‘male baldness, hair morphology, and body height’ (Kayser
2013). One commentator even hypothesised that DNA testing for EVCs could extend
to ‘probability-weighted physical description of ... gender, race or ethnicity, skin
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pigmentation, eye color, natural hair color, hair texture, nose width, dimpling in chin
and cheek, earlobe attachment, adult height, patterned baldness, chronological age,
natural dominant hand, lip height, freckling, and in some cases, even surname’
(MacLean & Lamparello 2014). In a law enforcement context, the possibility of a
statistically-based assessment including a biological donor’s surname obviously
represents a paradigm shift in the identification sciences.
Forensic DNA phenotyping has already yielded operational successes. In
2016, these predictive capabilities were used in the investigation of a serious assault
in Albuquerque, New Mexico from 2008. The predicted physical traits, including
‘European with minor Native American admixture, fair skinned, with brown hair and
green or hazel eyes’ was consistent with one individual known to police. After the
suspect declined to provide a DNA sample, a covert sample was collected. The
suspect could not be excluded as the contributor to the DNA from the crime scene
(Parabon NanoLabs 2019).
Such successes in use of the technique continue to drive law enforcement
interest in using these predictive capabilities, particularly for cold cases.

1.2.2 Medical and direct-to-consumer DNA testing
While forensic science is a relatively small market for the application of
genetic testing, its use in medical science and recreational applications has
significantly increased in recent years. Genomics England, a wholly-owned
subsidiary of the United Kingdom’s Department of Health and Social Care, was
established in 2013 to sequence 100,000 genomes for health information. In 2018,
the Government announced a further target of sequencing five million genomes
within five years (Genomics England 2018), and there have been further calls by the
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Health Secretary for predictive genetic testing (Devlin 2019).
Direct-to-consumer DNA testing has been available for nearly twenty years,
initially focusing more on genetic genealogy than genetic testing for health-related
purposes. Direct-to-consumer testing was expensive then, and its application
reserved for the most determined of genealogists. An early application was to
analyse paternal lineage from the third President of the United States, Thomas
Jefferson (Murray & Duffy 1998). This, and a small number of other isolated cases,
sparked

the

interest

of

Bennett

Greenspan,

who

consequently

founded

FamilyTreeDNA, the first mainstream provider of genetic genealogy services
(International Society of Genetic Genealogy 2018b).
Over a fifteen-year period, interest in genetic genealogy continued to grow.
But it has been in recent years that this growth had significantly increased. In 2017,
the number of direct-to-consumer tests held by commercial providers more than
doubled, with estimates of 12 million kits analysed (Regalado 2018). The healthinformative aspects of direct-to-consumer testing are now at a point where medical
ethicists are advising general practitioners on their approach to patients arriving
armed with pages of predictive data from online providers (Brothers & Knapp 2018).

1.2.3 Big Data Analytics
The significant volume of health information, including genetic data, now
places biomedical research in the position of ‘entering the domain of “big data”’
(Chute et al. 2013). However, these advances are, of course, far broader than
medical science. Large datasets are not new, but what is new is the ability to
interrogate data from one or more sources in real time to inform decision-making
(Mehta, P 2015). Big Data has applications in policing, finance and national security
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(Ferguson 2017; Tufekci 2014). Applications of Big Data seldom exist without
intersection in some form or other with the challenges it presents to individual privacy
(White House 2014).
Mining genealogy records has allowed for the near-automated development of
family trees at a population level. One researcher used data analytics and public
genealogy data to compile a ‘single pedigree of 13 million individuals’ (Kaplanis et al.
2018). The researchers described how they ‘leveraged the data to partition the
genetic architecture of human longevity and to provide insights into the geographical
dispersion of families ... [and] also report a simple digital procedure to overlay other
data sets’ with the pedigree. In another case, researchers at Columbia University
Medical Center used emergency next-of-kin records from two million patients,
overlaying genetic data of about 1,500 volunteers to aid in verifying the model. This
data allowed for the development of de-identified family pedigrees, and analysis of
inherited medical conditions based on associated medical records (Murphy, H 2018).
Big Data is not just compiled by officials or by researchers. Forensic genomic
techniques such as genetic genealogy rely on the use of public datasets, generally
compiled by private individuals. While direct-to-consumer genealogy providers have
amassed millions of genetic profiles, the number of individuals whose basic
information (for example, their name and date of birth) has been added to online
family trees by customers would be orders of magnitude higher. Some providers
overlay official records to assist customers to expand their family trees, further
enhancing both the size and, in most cases, the quality of genealogy records
(Willever-Farr & Forte 2014).
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1.3 Can any sample be identified?
As these three areas continue to evolve and interact, a key question is whether the
underlying assumptions upon which our current legal framework and policy settings
are based are correct.
There is no such thing as absolute privacy (Angrist 2013). Sociologist Gary
Marx described privacy as ‘a multi-dimensional concept with fluid and often illdefined, contested and negotiated contours, depending on the context and culture’
(Wright & De Hert 2012). Protecting the privacy of an individual, then, depends on a
level of risk-mitigation, agreed to by the individual or inferred by society in the
circumstances. Intrusions into personal privacy, particularly when there are
competing societal interests such as the detection of criminals, will be judged on a
range of factors including its proportionality (Skinner 2018).
As technology changes so arguably do the underlying circumstances, which
can alter the privacy lens through which we view a particular process over time
(Farivar 2018). Wienroth argues that considering the future potential of technology,
while arguing current proposed use is proportionate to future use, can skew policy
making in favour of the anticipatory practice (Wienroth 2018).
But, in assessing the potential risks around technology, it can be appropriate
to reflect on potential developments. In the field of forensic genomics, it is timely to
ask whether the junction of these three capability areas means that we are now
nearing a point where, given enough time and resources, almost any genetic sample
of unknown origin can be identified. With this, there are trust, privacy and
expectation management issues to be addressed, as well as important
considerations about managing public expectations around use of new technology.
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1.3.1 Overlaying data
Observing developments in the Golden State Killer case, Researcher
Elizabeth Joh notes in an interview with Ford (2018) that ‘This isn’t really a DNA
story ... It’s a story about data’. Forensic genomics is data-driven. Opportunities to
identify suspects, or unidentified human remains, will continue to increase as more
and more data is overlaid.
The predictive and familial aspects of forensic genomics have significant
potential to aid in narrowing suspects or, indeed, in identification. The potential of
forensic genetic genealogy is limited by the associated datasets. Researchers have
predicted that only a small proportion of a total population, perhaps two per cent,
need to be included on a genetic database to be reasonably confident of finding at
least one third cousin or closer relative for a sample from that population group
(Erlich, Shor, Pe’er, et al. 2018). But that should not be confused with an operational
success rate of 98 per cent. There is a considerable work to be done from
identification of one or more distant relatives to providing investigators with an
actionable lead.
The Golden State Killer case involved in the order of 8,000 investigative
hours, traversing 25 family trees back to third great grandparents (Arango 2018;
Kneeland 2018).
While each case will differ, at present the expertise required and the time and
cost involved provides a natural limit to the extent to which forensic genetic
genealogy can be applied to casework. Likewise, predicting EVCs and BGA will incur
costs over and above the costs of analysing samples for forensic DNA markers and
comparing to law enforcement databases.
Consideration of the potential application of forensic genomics needs to take
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account of the possibility of automation and artificial intelligence providing more
timely analysis and exclusion of potential suspects. Such a technological change
could then result in the technique being applied to more investigations in future.

1.3.2 Crowd-sourcing
Forensic genomics has moved from a capability solely within reach of
government or academic laboratories, with capabilities fast becoming a technique
accessible to anyone. Interpretation still requires skill, and the operational use of
forensic genomic techniques requires cooperation between law enforcement, and
external experts such as geneticists and genealogists (Jouvenal 2018).
This case-by-case consultancy or outsourcing model, where external experts
assist law enforcement with particular cold case investigations, has proved to be
reasonably successful albeit, in the case of forensic genetic genealogy to June 2019,
no recent case has yet progressed to trial (Augenstein 2019a; Murphy, E 2018).
Quantifying the number of cases where new forensic genomic capabilities
could be applicable is difficult. Most violent or sexual offences occur between people
who know one another (Murphy 2013). Of the remaining portion, for which a crime
scene DNA sample is obtained, a subset of cases would see the donor identified
through use of existing DNA databases. A further subset would be identified by
other, non-DNA leads, or by application of other DNA techniques such as familial
matching within a law enforcement DNA database. It would be the cases that are
left, current and cold, which arguably comprise the market for the application of
forensic genomics. As Plymouth County District Attorney Timothy Cruz stated: ‘We
have an obligation to use science, the enhanced DNA capabilities, to make sure we
do everything we can, to make sure we get people who are hurting other people, off
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the streets’ (Ward, B 2018).
Quantifying the number of potential cases is difficult. In 2015, it was estimated
there were over 200,000 sexual assault kits held by police in the United States and
not yet tested for DNA (Campbell et al. 2017). Add to that just over 900,000 crime
scene samples in the United States National DNA Index, and the potential pool of
cases could approach one million. As discussed above, not all these cases would be
suitable for forensic genomics. However, it can safely be concluded that the number
of potential cases far exceeds the number of experts in this field. The International
Society for Forensic Genetics reported in 2016 that it had 1,100 members worldwide
(International Society for Forensic Genetics 2016). The International Society of
Genetic Genealogy reports it has 10,000 members worldwide (International Society
of Genetic Genealogy 2018c). There would be in the order of 100 crime scene
samples per member, assuming all were qualified and available to assist United
States law enforcement agencies. Given only a tiny fraction would be, the true ratio
of available experts to cases could well be in the thousands to one.
Forensic genetic genealogy can involve a high level of complexity. As already
noted, following the family tree leads for the Golden State Killer investigation was
estimated to involve 8,000 hours of analysis and investigative time (Kneeland 2018).
Only a very small number of experts would be qualified and capable of undertaking
cases of that level of complexity. Genealogy researchers face challenges such as
inaccuracies in recording or transcription of family information, spelling variations or
inaccessible records (Herskovitz 2012, pp. 13-4). This could lead an inexperienced
researcher to erroneously narrow their search to the wrong branch of a family tree.
At worst, this might lead to the presumptive identification of the wrong person.
Forensic genomics lends itself to a crowd-sourcing model. This approach has
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already been applied successfully by the ‘DNA Doe Project’, a charity using forensic
genetic genealogy to help identity human remains (Augenstein 2019b). The concept
of individual genealogists around the world working together to solve cases could
revolutionise this approach. The DNA Doe Project also uses crowd-funding to cover
the costs of whole genome sequencing of the remains.
There are ethical implications of both approaches. Crowd-sourcing research is
a successful scientific technique, although the subjective decisions that researchers
need to make can impact on the observed results (Silberzahn et al. 2017).
Decentralising analysis of cases, beyond contracted experts and providers, means a
need to carefully consider standards (Williams, R & Wienroth 2014a).
Crowd-funding could impact on the allocation of resources between cases.
The model of public donations has become more common, with online providers
such as GoFundMe® and Kickstarter (Harris 2017). The DNA Doe Project’s
successful cases include the ‘Lavender Doe’, the ‘Anaheim Jane Doe’ and the
‘Buckskin Girl’ (DNA Doe Project 2019a). While the DNA Doe Project team also
worked on other less prominent cases, including through their partnership with the
Trans Doe Taskforce, this approach could ultimately lead to a situation where only
cases that are highly marketable to the public receive sufficient funding, and
therefore access to expert analysis. Such an approach could then subvert law
enforcement priorities, substituting community views as to the cases deserving of
being solved.

1.3.3 Deterrence effect
An early application of EVCs/BGA was the ‘Face of Litter’ campaign in Hong
Kong (Chan & Chow 2015; Dewey-Hagborg 2017). This campaign involved
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collecting a small number of discarded cigarette butts and undertaking an early form
of EVC prediction, leading to a facial image developed by a forensic artist. These
images were placed on billboards around Hong Kong.
There was no suggestion that the individual litterbugs would be identified or
that any action would be taken against them. The accuracy of the images would
have been of little concern, as it was not the actual litterbugs being targeted. Rather
the aim was one of deterrence for the wider population. The deterrent effect may be
even higher in other countries, with greater diversity in hair and eye colour
Our survey of 260 respondents found that nearly two in five reported
previously seeing a forensic artist’s image based on EVC/BGA prediction, including
in works of fiction (see Chapter 8). As forensic genomics becomes more
mainstream, undoubtedly criminals will also become more aware of its existence. A
2016 study of DNA databases concluded that being included on a DNA databases
did provide ‘a net deterrent effect on convicted offenders – particularly for violent
offenders, but also for some property offenders – and that this individual-level effect
results in a decrease in crime’ (Doleac 2017). By expanding the database to include
all of us, will this deterrent effect be seen even before this technology reaches
mainstream use?
Consideration of this question needs to factor in the previously discussed
subset of criminal cases where a forensic genomics approach can be applied. These
capabilities would have little additional deterrence in the case of offences against a
victim already known to the offender. Arguably, an increased deterrence would be
less likely where offences happened on the spur of the moment. But would a careful
burglar, for example, become more cautious about depositing DNA at crime scenes,
knowing about the potential of these forensic genomic capabilities?
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1.4 Ethics and Trust
As will be seen, public trust underpins the use of forensic DNA (Williams, R &
Wienroth 2014a). Modern ethics has its foundation in the works of philosophers such
as Immanuel Kant, and the works of Jeremy Bentham and John Stuart Mill in the
field of utilitarianism (Bentham 1789; Kant 1788; Mill 1863). Mill’s statement that
‘actions are right in proportion as they tend to promote happiness, wrong as they
tend to produce the reverse of happiness’ (Mill 1863, pp. 9-10) is aligned to the
concept of the greatest good for greatest number.
Approaching forensic genomics from a standpoint of ethics requires
consideration of a range of competing rights and interests, including the right to
privacy, rights of the family, personal identity and vulnerable communities.

1.4.1 Right to Privacy
The definition and terminology around privacy varies through history and
between countries (Taslitz 2006, pp. 188-9). The United States concept of privacy is
enshrined in Fourth Amendment rights against unreasonable search and seizure, a
concept that includes protection against physical and property intrusions (Taslitz
2006). In other countries, privacy is more aligned to information or data, and the
responsibilities that fall to governments or organisations with whom that information
is trusted (Davalas 2019).
All definitions accept the need to balance the interests of society with the
interest of the individual. The Fourth Amendment prescribes the process and
necessity of obtaining a warrant before impinging on certain rights and proscribes
‘unreasonable searches and seizures’. There is always a challenge in analysing a
process through the lens of privacy, as the balance skews on a case-by-case basis.
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The novel approach used in the Golden State Killer investigation necessitated the
mapping of large family trees containing many hundreds or perhaps thousands of
innocent individuals. But the case itself involved a dozen murders and scores of
sexual assaults (Selk 2018). One individual, a man in a retirement home in Oregon,
was adversely affected when police sought a DNA sample but was quickly excluded
(Oreskes, Serna & Winton 2018). An unexpected approach from law enforcement in
those circumstances could have been distressing. But, in the context of the whole
investigation, was such an intrusion justified?
We see other instances where DNA profiles in law enforcement databases
were compared to family members to identify a suspect. Many have argued the
reasonableness of this approach, although familial matching is banned in at least
one state in the United States (Maguire et al. 2014). But it has also been used to the
detriment of family members’ privacy in a case involving theft of coins from a motor
vehicle (Ram 2011).
Discussion of privacy interests therefore requires a high degree of subjectivity.
Or at least, in discussing how a new technology is applied, the ability to consider the
potential impact holistically, even imaginatively. The approach discussed in Chapter
4, concerning privacy impact assessments, seeks to apply such a methodology to
the operational implementation of forensic genomics.

1.4.2 Personal Identity
The power of forensic genomics can challenge personal identity, such as
perceptions of ethnicity or adoption status. Skilled experts and highly trained
investigators would carefully steer away from these issues if they came up during a
case. A less subtle approach may be quite damaging. For example, one could
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imagine an individual being advised that they had been excluded as a suspect in a
case because, unknown to them, they are an adoptee. Individuals have, in fact,
found out they were adopted or had their understanding of their cultural heritage
challenged either through undertaking direct-to-consumer testing or through
volunteering in DNA-based research studies (Padawer 2018).
Genetics and race is a challenging area. Individuals of different cultures may
have different viewpoints (Abel 2018), and some have even been publicly ridiculed,
as in the case of 2020 Presidential candidate Elizabeth Warren, who had long
indicated she had Native American ancestry and was criticised for taking a DNA test
to predict her biogeographical ancestry (Linskey 2018; Wagner, J 2018).
We own our personal identity, but new capabilities allow cultural identity to be
attributed based on predictive genetic analysis. In Australia, a minor political party
proposed use of BGA prediction to determine eligibility for welfare support for
indigenous Australians (Bedo 2019). Forensic genomics removes the key element of
consent. And while, in most cases, reported EVC/BGA or family connections will
align with a suspect’s personal and cultural identity, there could be cases where the
two diverge.

1.4.3 Rights of the Family
To what extent do we have any enforceable legal interest in our family
connections? Disputes around family trees and genealogy do arise (Willever-Farr &
Forte 2014). While the rights of the family are recognised in the International
Covenant on Civil and Political Rights (United Nations 1976), privacy and property
interests in most countries tend to rest with and be exercised by individuals.
Genetic information is no different, despite its inherited nature: ‘even if you
keep your [genome] very private and never disclose it, much of what it contains can
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be inferred (probabilistically) by examining the genome of your relatives’ (Stajano et
al. 2008). Even concepts such as the ‘right not to know’, as it relates to inherited
disorders (Chadwick, Levitt & Shickle 2014), is a concept that ascribes to the
individual rather than the family group.
The challenges around family and DNA will only continue as technology
advances, including developments in personalised medicine. This will bring its own
ethical challenges and a need for education (Snyder 2016). A forensic genomics
approach which potentially exploits the inherited nature of DNA may deter people
from exploiting new medical testing capabilities. While individuals may see the
benefit of genetic testing, they may have some hesitation in providing a sample if
they believe - rightly or wrongly - it may bring a loved one to law enforcement
interest. It may even dissuade individuals from using genetic medical services
themselves (Johnston, M 2018).
Similarly, the use of forensic genomic capabilities could interfere with the
family unit in the same way it may challenge the personal identity of an individual.
Analysis could challenge an individual’s notion of their BGA, or it could prove or
disprove parentage. A rights-based analysis needs to factor in these potential
adverse consequences, as part of considering the ethical narrative.

1.4.4 Vulnerable communities
Additional sensitivities arise with genetic testing of disadvantaged groups in
society, particularly indigenous communities. The Navajo Nation, for example, took
steps to discourage community members from participating in any form of genetic
research, a moratorium that continued for 16 years before it was carefully reviewed
(Claw et al. 2018). The Australian National University entered into discussions with
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Australian indigenous communities over the fate of more than 7,000 blood samples
taken in the 1960s and 70s, leading to the creation of a National Centre for
Indigenous Genomics (Australian National University 2019; National Indigenous
Television 2016; Wahlquist 2019).
Forensic genomics will need to engage with this broader discussion about the
rights of vulnerable communities, and whether samples included in reference
libraries were given with true and informed consent. Removing those reference
genomes might adversely affect the resolution of results, which might have a
negative effect on individuals in those communities in relation to the application of
EVC/BGA or forensic genetic genealogy as part of a search for a suspect.
There are implications of applying forensic genomics for ethnic groups, arising
out of the potential for racial profiling. There is clearly potential for EVC/BGA
capabilities to provide law enforcement with apparent leads that are general enough
to implicate an ethnic or cultural group, without sufficient discrimination to be
actionable. As columnist Lauren Kirchner notes, it is ‘up to law enforcement officers
to use any tool at hand responsibly, and not as an excuse for racial profiling’, also
highlighting that similar considerations could apply to traditional eyewitness evidence
(Kirchner 2015). Concern about the potential for genetic analysis to lead to
stereotyping and prediction of propensity to commit crime extends back decades
(Webb & Tranter 2001). However, advances in EVC/BGA prediction continue to
highlight the tension between the investigative efficiency of excluding suspects or
narrowing the suspect pool and the potential adverse effects on minority groups
(Smith, Marc & Urbas 2012).
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1.5 Proportionality
Issues of proportionality, or balance between societal and individual interests, have
already been discussed. Researcher David Skinner notes that this concept has
frequently been defined in terms of determining an optimal size of a forensic DNA
database, taking into account these competing interests (Skinner 2018). But he also
points out the complexities, the arguably unique challenges, in the field of forensic
genomics. Given this, can a single policy framework - even one that considers
individual rights and ethics - consistently deliver the best outcome? Does the use of
advanced genomics for law enforcement require a closer consideration, for instance
the issue of a warrant by a judicial officer (Johnston, M 2018)?
A challenge to this approach is that, unlike other forms of intrusive search, the
extent of any harm will not be known until that work is undertaken. While a judicial
officer could consider whether forensic genomic capabilities are justified based on
the perceived seriousness of the offence, the officer would not have information on
potential matches to inform their decision at that point. It will not be until after a
genetic profile is uploaded and compared to a direct-to-consumer database, for
example, and then subsequently with public or government-held genealogy records,
that the sheer magnitude of the search will be fully understood.
To manage proportionality, it may be necessary to return to a judicial officer
several times. Or it may require quite prescriptive standards (Williams, R & Wienroth
2014a).
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1.6 Intelligence framework
Forensic genomics exists in an intelligence paradigm (McNevin et al. 2011; Walsh, S
et al. 2011). Even the most powerful insights from predictive DNA capabilities must
consider the context of the case. Things may not always be as they seem, as clearly
demonstrated by the infamous case of the Phantom of Heilbronn: an alleged female
serial killer for whom police were offering a substantial reward for information, was
actually a factory worker who had contaminated crime scene DNA swabs during their
manufacture (Himmelreich 2009).
Understanding leads from forensic genomics in the context of intelligence
helps inform an overall picture of a case. It draws on existing law enforcement
experience and an understanding of dealing with uncertain information, such as
leads from police informants. Importantly, such an epistemology ensures that
recipients of predictions from forensic genomics do not regard leads as rigorously
scientific and unimpeachable but rather a means of narrowing the focus of an
investigation. The use of intelligence rating tools can assist in translating a scientific
method into an investigative model.
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1.7 Literature review
Technological change, particularly as it relates to law enforcement and forensic
science, can out-pace well-entrenched investigative and court practices. Society
expects police and the criminal justice system to deliver robust outcomes, preventing
and disrupting crime, identifying offenders, incarcerating the guilty while steadfastly
avoiding processes that can lead to miscarriages of justice.
The use of predictive phenotyping, applying forensic genomic capabilities to
crime scene samples, has been described by researchers as a ‘third wave of
forensic genetic innovations’ (Williams, R & Wienroth 2014a, p. 19).
Literature concerning advances in forensic genomics can be broadly divided
up into the following areas of focus:
1. Analysis of operational use, including case studies
2. Discussion of balancing privacy rights and societal interests
3. Discussion of legal impediments or legal challenges
4. Broader discussion of social contract and social licence
5. Big Data and broader genomic considerations
6. Discussions of ethical concerns.
Importantly, however, there seems to be little overlap between these
discussions in much of the literature, and there is a need to draw these threads
together.

1.7.1 Operational use
Discussion about the potential forensic application of inferences of
biogeographical ancestry date back to the 1990s (Evett, Pinchin & Buffery 1992).
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Later works commented on current and likely technological advances, as well as the
need to temper its use in a forensic field ‘strictly governed by legal and professional
regulations and of great concern to all members of society’ (Walsh, SJ 2004). As
early as 2008, there was academic commentary on the emerging field of forensic
DNA phenotyping and the regulatory and legal challenges (Koops & Schellekens
2008). But the scientific literature accelerated with continued advances in predictive
genetic techniques (Kayser 2013; Keating et al. 2013; Walsh, S 2013). This included
discussion of a variety of research currently under way into new EVCs, including
‘male baldness, hair morphology, and body height’ (Kayser 2013).
In a law enforcement context, the possibility of a statistically-based
assessment including a biological donor’s surname obviously represents a paradigm
shift in the identification sciences. In the genomics area more generally, authors
have published on the ability of phenotypes to ‘re-identify’ previously de-identified
genetic profiles contained in public genomic databases. In an experiment, with some
in-built assumptions and control parameters, a 23 per cent success rate was
observed (Humbert et al. 2015). Other commentators have expressed similar
concerns about potential for re-identification (Lippert et al. 2017; Malin & Sweeney
2001). However, it was the work of Yaniv Erlich at Columbia University which
specifically considered re-identification of the vast amounts of genetic data in directto-consumer databases (Erlich & Narayanan 2014; Erlich, Shor, Pe’er, et al. 2018).
Operational use of these techniques has inherent limitations. In the case of
prediction of EVCs, a donor’s physical appearance could easily have been altered,
through natural aging, environmental factors or deliberate disguise (Rushton 2010).
More fundamentally, commentators have argued that there may be doubt as to
whether genetic material obtained from a crime scene is that of the offender, whether
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that material has been previously deposited at the scene (Shabani et al. 2018) or is
the result of subsequent contamination (Gill 2018).
Likewise, from an operational perspective, commentators have noted that
BGA must be approached with some degree of caution. For example, ‘untangling
that mixture [of ancestry] can be difficult and a DNA profile that looks Middle Eastern
or Central Asian could in fact be the result of a person who has ancestors from other
parts of the world that are geographically or genetically remote from that region’
(Lester 2016). Other works discuss the challenges of adopting predictive DNA, either
predicting EVCs or BGA based on reference datasets or attempting to locate a donor
or their family through forensic genetic genealogy. These challenges primarily relate
to limitations in the reference or genomic databases, particularly for specific
population groups (Landry et al. 2018; Weise 2018).
The literature does present a contradiction between the argument that
predictions based on forensic genomics could be more accurate than fallible human
eyewitness reports, and more overarching criticism that the entire predictive DNA
process is ‘probabilistic and vague’ (Gloudemans & Shamaprasad 2015).
Commentators have noted the developments in machine learning and presented a
more multi-discipline approach to applying predictive forensic genomics (Augenstein
2018f).
The application of the intelligence cycle to EVC/BGA prediction, including the
application of law enforcement intelligence methodology, has been the subject of
some limited discussion in the literature (Keating et al. 2013; Phillips, Chris 2018;
Walsh, SJ 2004).
Case studies in relation to predictive forensic genomics have occurred both
with EVC/BGA prediction and, particularly since 2018, in the field of forensic genetic
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genealogy. Some applications of EVC/BGA prediction have involved a DNA
composite sketch (Brady & Engelhaupt 2016; Van Laan 2017). There are increasing
examples in the literature of the use of predictive DNA in law enforcement. In fact, it
was estimated in 2013 that EVC/BGA prediction may have assisted in as many as
six arrests up to that time (Murphy 2013).
An early attempted use of these capabilities was in a 2015 arrest for a South
Carolina double homicide, three years earlier (Alloca 2015; Gloudemans &
Shamaprasad 2015; Pollack 2015; Van Laan 2017; Weiss 2015). EVC/BGA
prediction was also used to assist investigators in the 2004 Madrid train bombing
(Phillips, Christopher et al. 2009), and BGA information provided additional leads to
New Scotland Yard in the case of a recidivist sexual offender (Frudakis 2010). Police
in Colorado used the capability to develop a composite sketch, which was then
adapted by forensic artists to age the image more than 30 years (Coffman 2016). In
New Mexico in July 2017, an arrest was made after a DNA composite sketch was
used to narrow the field of suspects considerably (Lucero 2017). Examples of use of
forensic genomic technology to enhance facial artistry for unidentified human
remains (Dacey 2016) is further underscored by a more recent agreement between a
leading vendor and the National Center for Missing and Exploited Children (Parabon
NanoLabs 2017).
However, perhaps tellingly, one of the most effective applications of EVC/BGA
prediction to date has involved a contribution to operational intelligence so as to
assist an investigation and narrow the field of suspects: Louisiana serial killer,
Derrick Todd Lee, was arrested in 2003 after profiling of likely BGA led to a complete
shift in the previous investigative focus (Gusella 2013).
The field of forensic genetic genealogy has been focused around operational
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successes by the DNA Doe Project, a charity group established in 2017 to use the
technique to help solve unidentified human remains cases, and the work of the
Sacramento County Sheriff’s Department, Contra Costa County District Attorney’s
Office, and other law enforcement partners, in the investigation of the Golden State
Killer case (Augenstein 2018c, 2019b; Grzegorek 2018; Jouvenal 2018; Phillips,
Chris 2018; Selk 2018; Testa 2018; Whyte 2018; Zhang 2018).
While forensic genetic genealogy had reportedly been used in 2017 to identify
a then-deceased suspect in a triple homicide case in New Hampshire (Arango 2018),
it was the Golden State Killer case which attracted international media attention.
Academic and media discussion centred around the amazing investigative
breakthrough identifying a suspect in what appeared to be a nearly unsolvable case,
but also the privacy, ethical and legal dimensions of accessing online genealogy
records for law enforcement purposes.

1.7.2 Privacy
Commentators have often focused on the potential for predictive forensic
genomics to impinge on individual and group privacy, or the potential for the
technology to lead to a stereotypical approach to criminal behaviour and crime
investigation (Kretowicz 2013). Erin Murphy, from New York University, argues that
‘the greatest danger of starting down an avowed path of phenotypic testing is
unquestionably not that it will reveal superficial characteristics of biological samples
of unknown origin, but rather that it will pave a trail towards testing of known samples
for far more sensitive traits’ (Murphy 2013). This is a view also articulated by other
commentators: ‘It has been suggested that if behavioural genetic forensic profiling
were ever to become an accepted measure, it could be developed for use at trial of
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evidence of guilt’ (Rushton 2010). It could also be argued as a mitigating
circumstance to diminish culpability (Johnson 1998).
It is important to place the privacy debate about forensic genomics in a
broader context. This debate concerns how our genetic information is stored and
shared, and how informed consent is obtained (Humbert et al. 2015). The
Presidential Commission for the Study of Bioethical Issues discussed many of the
difficulties in obtaining informed consent, with issues around trauma, power
imbalance between doctor and patient, and the stress that can be anticipated when
arranging diagnostic procedures for serious medical conditions such as cancer
(Presidential Commission for the Study of Bioethical Issues 2012). These issues
become even more acute when considering secondary uses of genetic information.
A recent narrative has argued some genetic data included in reference datasets may
not have been voluntarily obtained (Wee 2019).
While forensic genomics is a technique intended for application to crime
scene samples, it still raises privacy issues around abandoned DNA. These
concerns become more acute as the genetic material is subject to ever more
intrusive genetic testing (Pike, ER 2015). Similar arguments could apply in relation to
samples of mixed origin, even when voluntary consent is sought: for example, the
underlying trauma of witnessing or being a victim of crime, and the power imbalance
between police officer and victim, could challenge broader interpretation of consent.
These concepts also lead into the ‘right not to know’ (Koops & Schellekens 2008)
and the unavoidable familial aspects of genetic information (Australian Law Reform
Commission 2003).
Some of the literature examines existing international approaches to
predictive DNA. Some commentators note with approval the Dutch legislative

28

Chapter 1: Introduction

approach which effectively restricts phenotyping to a subclass of EVCs, being those
visible at the birth of the sample donor (Murphy 2013). It has been argued that, if
limited to EVCs, predictive DNA would present ‘no more a violation of privacy than
having an artist sketch and distribute an eyewitness description of the suspect’
(Gloudemans & Shamaprasad 2015).
In one sense, there is a dichotomy in predictive DNA application (Murphy
2013). Commentators have discussed the process of mass DNA screening and its
success in a case in the Netherlands (Kayser 2015). Use of EVC/BGA prediction, in
particular, has both a potential to increase what Murphy describes as ‘law
enforcement dragnets’ or large-scale DNA sample capture programs to assist in an
investigation. But, on the other hand, the technology’s probabilistic capabilities may
allow police to reduce dragnets to a subset of the community. Along similar lines, it
has been argued that misuse of the tool and the potential for ‘reinforced
discrimination by the police’ should be addressed by ‘strengthening education and
monitoring policies to prevent biased policing’ rather than disallowing the tool entirely
(Koops & Schellekens 2008, p. 196). The categorisation of predictive DNA as
providing ‘biological witnesses’ has also been criticised, noting it lacks the context of
human eyewitnesses, and can only provide ‘de-contextualized statistical information
about a person’s most likely appearance’ (Toom et al. 2016).
Lauren Kirchner quotes bioethicist Pamela Sankar as having ‘expressed
concern about the simultaneous vagueness and (perceived) unassailability of DNA
results’ (Kirchner 2015). Other commentators go further, noting that predictive DNA
‘turns upside down some of the previous principles of DNA trace examination’
(Zieger & Utz 2015), going on to argue that DNA ‘would no longer just be a piece of
evidence but would become an investigative lead that tells us more about the wanted
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person than just witnessing his or her presence’.
Much of the literature notes the probabilistic nature of forensic genomic
capabilities and that the technology is rapidly evolving. The literature does contain
numerous studies of the scientific efficacy of various tests, studies and kits (Cheung,
Gahan & McNevin 2017, 2018; Phillips, Chris 2015; Shrivastava, Jain & Trivedi
2016). However, Rushton (2010) goes further: ‘if phenotyping is to be used in
criminal casework, even for investigative/intelligence purposes, it is imperative that
the science is dependable, precise and valid’. This is a key point. The technical
accuracy of forensic genomics is not well connected in the literature to a broader
discussion of how to demonstrate (or sell) that message (or, indeed, to explain any
limitations) to investigators and other actors in the criminal justice system. One
commentator has expressed concern at the promissory nature of forensic genomic
technology and the potential for the hype to exceed current capabilities such that
policy and legislative allowances could be made on the basis of the benefits the
technology may bring (Wienroth 2018). The concept has also been explored by
academic Veronika Lipphardt from University College Freiburg, concerning the
potential for benefits to be overstated (Vogel 2018a).
The literature has discussed the privacy rights of individuals, family groups
and vulnerable communities. Frederick Bieber from Harvard Medical School notes
that nearly half of prison inmates have a close family member also incarcerated
(Bieber, Brenner & Lazer 2006). Commentators have argued there is a potential for
forensic genomic techniques to have a disproportionate effect on disadvantaged
community groups (Murphy 2015). Similar broad privacy and cultural concerns have
been expressed in relation to the rights of indigenous communities (Claw et al.
2018).
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1.7.3 Legal impediments
Few published works suggest that there are specific statutory impediments
that would prevent the use of forensic genomics in most jurisdictions, and there is
broad acknowledgement that most legislative regimes are silent on the use of these
capabilities (de Cerqueira et al. 2016; Drabiak 2017). Commentators discussed the
existing legislative framework regulating the use of EVC prediction in the
Netherlands and Charles Maclean, in particular, provided a summary of statutory
regimes across several countries (MacLean 2014). Commentators have also noted a
recent bill in the State Legislature in Maryland, seeking to extend a ban on familial
DNA matching to include forensic genetic genealogy (Augenstein 2019c).
Commentators also discussed broader concepts of genetic privacy, including
the Genetic Information Non-Discrimination Act (GINA) in the United States, the
European Union’s 2004 Working Document on Genetic Data and, more recently, the
European Union’s General Data Protection Regulation (Davalas 2019; Finn et al.
2011). Commentators also noted the legislature often lagged behind in regulation of
genomics (Leavenworth 2018b).
Smith and Urbas considered developments in DNA technology, providing a
useful historical context going back to previous reviews of the forensic procedures
provisions in Part 1D of the Crimes Act 1914 (Cth) (Commonwealth of Australia
2003; Smith, Marc & Urbas 2012, p. 76). The authors note the 2010 review of the
legislation specifically stated that new advances in DNA should not be prohibited, but
rather the subject of public debate.
Many authors recommend a cautious approach, and forensic genomics and
abandoned DNA have been analysed through the lens of protection against
unreasonable search and seizure in the Fourth Amendment to the United States
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Constitution (Joh 2006). The decision in the 1990s to select loci for forensic DNA
analysis that were believed to be non-coding (so-called ‘junk DNA’) sits at odds with
testing that expands out across the human genome (Gusella 2013). Other
commentators argue that the debate is moot, as ‘junk DNA’ itself has and will reveal
unexpected genomic information in the future (Kitchen 2015). The message in the
literature is reasonably consistent. The Supreme Court’s position on DNA testing of
suspects and abandoned genetic material is reasonably settled from a United States
Constitutional perspective. However, as researcher Erin Murphy has suggested, the
courts may eventually revisit this approach as the capabilities of phenotyping
develop. Arguments may be mounted that, in certain instances, forensic genomics and particularly use of EVCs/BGA prediction - would amount to an unreasonable
search and seizure (Ford 2018; Joh 2006; Mitchell 2018; Murphy 2013). One of
points underpinning this this argument is our inability to define the future capabilities
of genomics: ‘Every artifact is a “future diary” written in code we have not yet broken’
(Kitchen 2015).
The need for specific regulation of forensic genomics, including EVC/BGA
prediction, is also a subject of some discussion (Toom et al. 2016). In an Australian
context, researchers from the University of Queensland argued in 2018 for creating a
Genetic Data Protection Act, to ‘provide governance on the broad issues of access,
storage, and use of genetic data’ and including consideration of issues around the
ownership of genetic information (Curtis, C, Hereward, Mangelsdorf, et al. 2018).
This approach was also considered by Natalie Ram, arguing that genetic privacy
could borrow from other areas of law, such as tenancy by the entirety, or joint
tenancy, as applied in property law (Ram 2015).
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1.7.4 Social contract
Commentators have discussed forensic genomics in the broader context of
intrusive analysis as part of a social contract. Williams and Wienroth explore through
normative considerations of social solidarity, moral duties and public trust (Williams,
R & Wienroth 2014a). This concept of public trust recurs in the literature (Curtis, C,
Hereward, Devereux, et al. 2018; Finn et al. 2011; Forensic Genetics Policy Initiative
2017; Koops & Schellekens 2008; Skinner 2018).
The balance between individual and societal rights is a significant driver of the
policy debate in this area. Discussion around community-wide DNA databases
approach this from the perspective of reducing discrimination through inclusion,
while maintaining relevant checks and balances for law enforcement use (Hazel et
al. 2018).
Personal identity also features in the discussion. From the basic human right
of identity - there are reportedly 12,200 unidentified human remains in the United
States (Testa 2018) - to protection of individual cultural roots, commentators have
discussed the broader implications of genomics and the impact on individuals,
families and groups (Abel 2018; Claw et al. 2018; Elliott & Brodwin 2002).

1.7.5 Big Data
The potential for genetic data to be cross-referenced with other databases is a
key theme in the literature. Advances in forensic genetic genealogy are one example
of the overlaying of data, previously discussed. There are broader issues of Big Data
governance and ‘de-anonymization attacks’, and these challenges can be situated in
a genetic context (Humbert et al. 2015). Broadly speaking, commentators have
posed two hypothetical scenarios here. One concerns the use of other databases,
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such as physical feature information in driver licence records, to determine a
probabilistic match to a name for a given, abandoned or de-identified, genetic
sample (Angrist 2013). In the context of this hypothesis, one could envisage such
attacks being initially focused on high profile individuals such as United States
Presidential candidates, cross-referencing metadata and phenotype information to
identify, with a high degree of certainty, a confidential genetic record.
The second hypothesis is the reverse scenario: the combination of a known,
identified genetic sample with an individual’s other records in systems such as
criminal history databases, or databases showing personal interests such as
television viewing history or online search histories (Diep 2017; Humbert et al. 2015;
White House 2014). The intent of such an approach may be to further advances in
trait-based or crime predictive capabilities based on overlaying datasets and a set of
business rules or assumptions built into analysis algorithms (Rushton 2010).
Computational analysis, it has been argued, tends to result in stereotypes (DeweyHagborg 2017). The potential for health insurance premium calculation by predictive
modelling grounds this argument in the potential for discrimination against individuals
or groups (Allen 2018; Blasimme, Vayena & Van Hoyweghen 2019).
The dramatic increase in online genetic data, through direct-to-consumer
genealogy providers in recent years, has further heightened these concerns.
Commentators have sought to categorise those receiving and analysing genetic data
as data custodians (Erlich & Narayanan 2014; Mittelstadt & Floridi 2016), a concept
also included in the European Union’s General Data Protection Regulation.
Addressing the challenges of Big Data, as it relates to genomic information, requires
a variety of responses. Bioethicists have argued that responses must extend from
anti-discrimination laws through to data protection and security (Presidential
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Commission for the Study of Bioethical Issues 2012, p. 5). Some have argued for an
‘interdisciplinary appraisal’ to prevent discrimination (Dupras et al. 2018). Similarly,
questions arise in the context of consent and large-scale genetic datasets with the
research ethics underpinning such models ‘stretched to their limits’ (Lunshof, JE et
al. 2008).

1.7.6 Ethical considerations
David Skinner, from Anglia Ruskin University, describes the current ethical
debate around use of EVC/BGA prediction (Skinner 2018), explaining how
commentators are calling for a move to a ‘thick ethics’ approach taking into account
the ‘breadth and complexity of the issues thrown up by the implementation of
phenotyping’. Such an approach should, Skinner argues, consider ‘real world
identities and inequalities’. Other commentators have discussed the potential for
stereotyping when predictive information effectively translates to an individual of
particular BGA (Dewey-Hagborg 2017).
Commentators have also argued that there is potential for genomic
technology,

in

particular

the

prediction

of

personality

traits

or

so-called

sociogenomics, to increase the use of predictive analysis across the board. This
increased use, throughout an individual’s lifetime, could ultimately give rise to
approaches similar to the concepts of eugenics (Comfort 2018). Sociologist Amitai
Etzioni noted that eugenics arose well before modern DNA, but acknowledged that
technological advances could ‘make it easier for a future government to abuse [DNA]
tools’ but also many other types of technology (Etzioni 2004). Importantly, these
bioethical issues extend well beyond forensic genomics, and span the breadth of
new genetic capabilities in medical, research and genealogy fields. The study of
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ethics as it relates to new technology is fast-moving, particularly in an era of social
media and widespread analytics (Tene & Polonetsky 2013).
Ethical concerns have been prominent in discussion around regulatory
reforms in Germany concerning the use of EVCs/BGA prediction (Nature 2017;
Vogel 2018b). The debate in Germany is an example of Wienroth’s argument
concerning anticipatory technology, and how to set policy and consider the ethics of
capabilities which continue to evolve and which have not yet hit mainstream use
(Wienroth 2018).
Use of community-wide genetic testing in the Xinjiang autonomous province in
China, under a program called ‘Physicals for All’ but purportedly also for criminal
investigation purposes, is an example of the ethical challenges (Wee 2019). One
major vendor in the United States announced in February 2019 that it would stop
selling genetic testing equipment in that region. The implications, however, extend to
the efficacy of reference databases which might contain genetic material of
individuals who did not consent.
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1.8 Research Focus and Justification
Forensic DNA will continue to make a significant contribution to law enforcement and
national security. In addition to providing compelling statistical evidence to implicate
or exonerate individuals in relation to investigations, it provides an input into the
intelligence cycle. How enhanced forensic genomic capabilities, such as prediction of
EVCs and BGA, and the use of forensic genetic genealogy, operate within these
existing models will, in large part, determine success or failure.
Any new technology, intended for law enforcement or forensic use, comes
with a degree of risk. With enhanced forensic genomics capabilities, there is a risk
that its perceived sophistication could lead investigators on a tangent and away from
identifying the true culprit. A failure in the use of the technology, or a perceived
conflict with personal privacy, will undermine public trust.
Aside from any risks around operational use of forensic reports, the raw
processing power of MPS substantially increases the volume of genetic data held by
forensic laboratories. While traditional forensic DNA testing has not been totally
immune to privacy concerns and most laboratories would be very familiar with
operational security considerations, as these capabilities are brought online there are
few existing policies and procedures within a forensic rather than medical paradigm
to ensure best practice in safeguarding the privacy and dignity of donors of genetic
material.
Forensic DNA analysis has been in use since the 1980s (Jeffreys 2005) and,
while its use in investigations and criminal proceedings is mostly settled across
numerous jurisdictions, the use of conventional DNA technology is not without recent
review or criticism (Bright et al. 2019; Hampikian 2019; Toom, Granja & Ludwig
2019). The move beyond traditional forensic DNA analysis, into coding regions of the
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human genome and the exploitation of publicly-accessible genetic databases, raises
new ethical and legal questions. It is the potential for forensic genomics to redefine
how we understand the impact and implications of forensic DNA that is the principle
focus of this research.
This thesis provides a detailed analysis of the opportunities and risks around
forensic use of MPS and forensic genomics. The research builds on current policy
analysis around the use of identity markers for forensic DNA analysis and seeks to
examine the similarities and differences at a legal, ethical and policy level. It seeks to
draw these existing threads together to provide a persuasive policy narrative.
The research could not consider all legal systems and all countries. The focus
has been on operational use in mostly adversarial justice systems, similar trends are
expected in other jurisdictions, and this is an area for potential future research.
These new capabilities are already in operational use. Ferguson (2017, p.
137), discussing developments of Big Data in policing, describes an incremental
approach to new technology, with fundamental decisions being made by individual
forensic laboratories and police departments. Similarly, the application of forensic
genomics is being considered in a piecemeal way. While in its infancy, there exists
ample opportunity to influence policymakers and legislatures, and to establish best
practice in this area.
The research informs a comprehensive assessment of the policy settings for
use of these capabilities. It seeks to develop strategies to manage the predictive
capabilities of genomic data as an intelligence capability. It also addresses the
advantages and disadvantages of a regulatory response to the use of genomic
testing in forensic science as well as the use of predictive capabilities to identify traits
of donors or traverse their family trees to identify them as suspects.
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1.9 Research Aims
This thesis incorporates the following specific research aims:

1. To analyse current legislative and policy frameworks as they apply
internationally to the use of predictive DNA capabilities for forensic science.

2. To analyse, qualitatively and quantitatively, how actors within the criminal
justice system, including scientists, investigators and the judiciary, understand
the contribution and limitations of new predictive forensic genomic
capabilities.

3. To examine the role predictive genomic capabilities can play within law
enforcement and national security intelligence, including in combination with
other sources of information or databanks.

4. To explore whether it is possible for forensic science to adapt a testing
regime, with its origins in diagnostic and genomic medicine, and balance
individual privacy with an ability to help solve crime.

5. To examine the best legal or policy framework to maximise the potential law
enforcement opportunities for forensic genomics while minimising adverse
consequences for individuals.
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1.10 Thesis Outline
This thesis explores the challenges of forensic genomics, approaching it through the
lens of privacy, from a bioethics and technology standpoint, and from a regulatory
and societal perspective.
Chapter 3 defines the overarching issues that law enforcement agencies
around the world face in implementing forensic genomic capabilities within their
existing legal and policy frameworks and, importantly, maintaining public trust and
transparency.
Chapter 4 considers these new capabilities from the standpoint of privacy.
This chapter applies some relevant privacy tools to contextualise the capability and
consider some appropriate responses and safeguards around its implementation.
Chapter 5 begins consideration of the topic from a data perspective. Using
forensic genetic genealogy as a case study, the chapter considers the aggregation of
datasets and potential opportunities to develop a toolkit for identification.
Chapter 6 furthers this discussion by considering the challenges around
exploiting public datasets. This chapter continues by exploring potential options to
mitigate risks around the technology.
Chapter 7 moves the discussion into the framework of law enforcement and
national security intelligence, considering what can be learnt from the established
doctrine in these areas.
Finally, Chapter 8 provides quantitative analysis around perceptions of
forensic genomic intelligence reports by different occupation groups. This analysis
further informs the development of a discourse around the identification toolkit, and
potential regulatory and policy responses, in Chapters 9 and 10.
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2.1 Achieving the research aims
This research involves five aims covering analysis of the current environment,
comparative analysis, predictive analysis and development of an evidence-based
framework to support application of forensic genomic technology (Table 2.1).
The approach adopted for this research can best be described as mixed
methods research, in that it draws together primary and secondary evidence from a
range of sources, as well as quantitative analysis, to provide evidence to support
recommended outcomes (Tashakkori & Teddlie 2010, pp. 10-1). This concept also
draws in the idea of triangulation of data to support research analysis (Larsson
1993).
In this context, the research also applies a ‘theory-after’ approach, seeking to
generate a new theory based on observations, rather than to verify an existing one
(Punch 2013, p. 21).
In designing a research study, a key component is establishing a conceptual
framework (Marshall & Rossman 2014). The conceptual framework is defined as ‘the
system of concepts, assumptions, expectations, beliefs, and theories that supports
and informs your research’ (Maxwell 2005, p. 39). This research draws from both
conceptual description, a technique concerning structured modelling of a particular
topic or issue and philosophical conceptualisation, bringing together various threads
of analysis to compare, contrast and extend (Meredith 1993).
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Research
Aim
Research
Focus

Research
model
Research
approach
Source
data

1

2

3

Current legal and Analysis of the
policy
understanding of
environment
actors within the
criminal justice
system

Current and
potential
operational use
of forensic
genomics

Conceptual
description
Qualitative

Conceptual
description
Qualitative

Conceptual
description
Quantitative population
analysis
Literature review, Survey data
semi-structured (quantitative and
interviews
limited coding
(coding analysis) analysis)

4
Analysis of
privacy rights, in
the context of
bioethics and
controls around
diagnostic
medicine
Philosophical
conceptualisation
Qualitative

Literature review, Literature review,
semi-structured interviews,
interviews
quantitative
analysis

5
Examination of
the best policy
and legal
framework

Philosophical
conceptualisation
Qualitative

Literature review,
interviews,
quantitative
analysis

Table 2.1: Research aims and methodology

Analysing the legal and policy environment lends itself to qualitative analysis.
The second research aim represents an analysis of a particular population (Marshall
& Rossman 2014), being individuals or actors within the criminal justice system.
The overarching approach falls within grounded theory, an approach seeking
to ‘generate or discover a theory, an abstract analytical scheme of a process’
(Creswell & Poth 2017, p. 63). The approach to the research involved wide data
collection, and thematic or cross-disciplinary analysis, seeking to draw out how the
various processes interrelate and overlap.
There are some inherent assumptions that underpin this research. These
relate to the philosophical construct of the research (Creswell & Poth 2017, pp. 159). Researchers must acknowledge the ontological limitations of their analysis. For
example, the quantitative data collected through survey responses, which will be
discussed shortly, came almost exclusively from respondents who indicated that they
live in common law countries. This approach will focus the responses on adversarial
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systems of justice, rather than the inquisitorial system used in many other countries.
This limitation came from the need to use social media to promote responses,
and language restrictions with the survey itself assuming a level of proficiency in
English. There were a total of ten survey responses (3.8%) obtained from Germany,
South Korea, South Africa and Switzerland, countries which are either civil law or an
amalgamation of civil and common law systems.
Likewise, the research required use of semi-structured interviews, also
discussed below. The selection of interview candidates was specifically designed to
illicit responses from so-called ‘insiders’ (Creswell & Poth 2017, p. 18), raising
epistemological and axiological assumptions. The interview pool was narrow, and
the resulting data must be construed with these biases in mind.
The mixed method approach, however, seeks to address these issues by
relying on data from a variety of sources: quantitative, interview, literature and
observations. Notwithstanding this, the research approaches issues predominantly
from a Western democratic perspective. A good example is the strong interest in this
technology in the United States, including a major presence of vendors of genetic
technology, which tends to bind the research to the prevailing views on privacy in
that country. Of note, the interview coding revealed one concern to be the question
of Fourth Amendment rights, an issue applying only to the United States and a small
number of other countries with similar constitution protections, such as Japan
(Constitution of Japan 1947).
Conducting similar research in other countries, particularly where genomic
technology could be used in a more oppressive manner, may yield different results.
However, given operational use of these capabilities by law enforcement is
predominantly now in these Western countries, as demonstrated by operational use
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included in the literature review and discussed in Chapter 5, it can be argued that the
research remains highly relevant. The research aims to inform policy discussion
about the ethical and privacy-compliant use of forensic genomics in countries with a
strong protection of the rule of law and established bodies of privacy law.
It should be noted, however, that the use of genomic capabilities in a forensic
and national security context is expanding quickly into other countries (Encarnacion
2018; Wee 2019). The implications of wider use of forensic genomics in the area of
human rights requires further study.

44

Chapter 2: Methodology

2.2 Analysis of data
The research includes three elements that required a level of data analysis. The first
was coding and grouping related to the literature review. This exercise provided
groups of key concepts to inform the research project. The second involved semistructured interviews, conducted in Australia and in the United States, to thematically
examine the key issues around forensic genomics. The third was quantitative
analysis, involving an online survey, to examine how individuals perceive DNA
evidence, and intelligence derived from forensic genomics.
All these elements were then brought together to provide a mixed method
research approach to developing a discourse around the identification toolkit.

2.2.1 Literature review
The quantitative analysis component of this research involved a wide
literature review, as discussed in Chapter 1. Considerable academic literature has
been published on the various intertwined aspects of forensic genomics. In order to
analyse the existing literature, the author grouped articles based on topic and subtopic, using a form of open coding (Creswell & Poth 2017):
1. Biometrics and intelligence
1.1. Biometric security
1.2. Defence and national security
1.3. DNA databases
1.4. Eyewitness evidence
1.5. Familial matching
1.6. Forensic intelligence
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1.7. General forensic science
2. Genetic testing and forensic application
1.1. Ancestry and cultural identity
1.2. Forensic genetic genealogy
1.3. Genetic testing
1.4. Genomic security
1.5. Missing persons
3. EVC/BGA Prediction
1.1. Case law
1.2. Law enforcement use
1.3. Scientific developments
4. Privacy
1.1. Big Data
1.2. Legislation
1.3. Privacy
1.4. Privacy impact assessments
5. Jurisprudence
1.1. Other case law
1.2. Contextual bias

The selection of topics delineated the area of study, entrenching some
assumptions which require explanation. Research was limited to the evolving field of
forensic genomics. A review of earlier literature dating back to the original
implementation of forensic DNA was undertaken only for the purposes of context.
The research adopted an incremental analysis approach, mapping out the current
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use of technology and then exploring the policy and legal implications arising from
recent advances in forensic genomics, as well as likely advances in coming years.
In the same way, the research assumes future policy responses still involve a
consideration of privacy rights and proportionality (Skinner 2018). As such, the
research does not, for example, explore the implications of a future community-wide
genetic database, where individuals are sampled at birth and law enforcement has a
level of access to identify persons of interest. Such an extension to the future state
would require far broader discussion about the implications for privacy, health
prediction and human rights (Hazel et al. 2018).
It is also important to note that forensic genomics is an area of current
research focus, and the literature has progressed at a considerable pace. This is
best observed in the consideration of issues around genetic testing and databasing,
particularly forensic genetic genealogy. Apart from a few very early uses (Arango
2018), this application really emerged as operationally and commercially viable
during 2017-18.
Coding groups were analysed by year to show the spread of both academic
research and media interest in relevant topics relating to the field of research (Figure
2.1). The articles and news items sampled as part of the literature review represent
an informed subset of total articles and reporting. This exercise does not provide an
exhaustive analysis of all articles but is helpful in capturing trends in the literature.
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Figure 2.1: Analysis of reviewed articles by coding group, type and year

To examine the cross-disciplinary implications of the research, selective
coding was undertaken to identify central themes in the literature, also drawing from
the observations from semi-structured interviews. This approach seeks to take open
coding responses, and generate ‘propositions’ so as to connect the gathered data
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into the research framework or paradigm (Creswell & Poth 2017, p. 65).
The resulting selective coding diagram (a simplified version of which is shown
at Figure 2.2) provides a structure both for the literature review but also for further
analysis of the current state of legal and policy considerations for forensic genomics.
This coding analysis then informs the development of individual theme-based
articles, presented in Chapters 3 to 8.
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Figure 2.2: Selective coding analysis of literature and semi-structured interview responses
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The open and selective coding approaches adopted in this research allowed
for the development of a holistic assessment of the state of research and public
interest in the field of forensic genomics This assessment is subject to the limitations
and assumptions already discussed, and formed the basis for conceptual descriptive
analysis, particularly for research aims 1, 2 and 3.
Operational use of forensic genomics also lends itself to a case study
approach. Research using case studies ‘involves the study of an issue explored
through one or more cases within a bounded system’ (Creswell & Poth 2017, p. 73).
In the case of forensic genomics, real-life instances of the application of the
techniques are explored from a policy and legal perspective. The resulting analysis
assists in defining the contextual issues and challenges with balancing the
competing individual and societal interest in this space.

2.2.2 Interviews
To expand on the information available through an assessment of the
literature, semi-structured interviews were undertaken in Australia and the United
States.
Interviews were broadly based around a series of questions concerning
implementation of EVC/BGA prediction, legislative requirements, observation of bias
and privacy concerns. The sample questions are listed at Appendix 3. This
component of the research was subject to approval by the University of Canberra
Ethics Committee (HREC16-177).
The intended participants were key stakeholders in the forensic genomics
field, in academia, as well as public and private sector laboratories. These
individuals were contacted by letter, e-mail or telephone. In all but two cases, the
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interviews were conducted in person. In two cases, group discussions were used as
a source of information on the policy context.
In total, confidential interview notes were taken covering 24 sessions. The
intent of this component of research was to draw on the current thinking of key
stakeholders and influencers in the field. Given the background of respondents, the
time available for discussion varied. The topics discussed often extended beyond the
sample questions, covered only a subset of questions, or approached the concept
from an entirely different, often broader perspective. The interviews were limited by
practical considerations, and there exists an opportunity to continue this discussion,
particularly with experts from other countries.
The approach adopted was consistent with grounded theory (Creswell & Poth
2017, p. 63; Maxwell 2005, p. 49), particularly as the interviews were conducted in
parallel with other data collection methods and were often informed by the literature,
current events or the development of a theory around an identification toolkit.

2.2.2.1 Coding analysis
Coding analysis was conducted to identify common key words from
interviews. Table 2.2 provides a breakdown of keywords that were noted during at
least two stakeholder interviews.
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Keyword

Number of interviews discussed

Training

5

Privacy

4

Big Data

3

Forensic intelligence

3

Development of policies

2

Collaboration

2

Education

2

United States Fourth Amendment considerations

2

Outsourcing and commercialisation

2

Ethics

2

Table 2.2: Keywords recorded in two or more interviews. N=24

This

semi-structured

interview

and

coding

approach

does

require

consideration of axiological assumptions (Creswell & Poth 2017, p. 19). The sample
size is relatively small, and the notes taken at interview were subject to interpretation
by the interviewer. Interviews were not recorded nor transcribed, and there is
potential for the selection of keywords to be influenced by the way in which the
information is perceived.
Notwithstanding these limitations and the relatively small sample size, the
interviewees came from a range of backgrounds, including forensic science, privacy
and law enforcement. Their discussions, in the context of other data, provided a
strong basis for an exploration of the key issues for law enforcement (as discussed
in Chapter 3).
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2.2.3 Survey
An online survey was undertaken to consider hypotheses around perceptions
of new forensic genomic capabilities by occupation group. The survey was
undertaken using Qualtrics, an online platform allowing collection of survey data and
inclusion of elements of randomisation and data quality control.
The study was approved by the University of Canberra Ethics Committee
(HREC18-314). In almost all cases questions were optional or included a ‘prefer not
to say’ response.
The survey included qualitative and quantitative demographic data, including
age bracket, gender, country of residence, employment status and student status.
Participants were then presented with three scenarios concerning current and new
DNA and genomic capabilities. Participants were asked to answer four questions for
each of the scenarios, with answers provided on a scale of 1 to 10. A third
component asked them to drag and reorder the capabilities based on reliability and
ease of understanding. Finally, there was an opportunity for free-text comment.
This dataset contained a total of 91 data points and 316 records. The
questions asked of respondents are at Appendix 4. Following completion of the
survey, 13 redundant data points were removed. 22 calculations or transformations
were then undertaken to assist with subsequent analysis. A total of 56 records were
purged, where respondents had completed some or all demographic questions, but
had not then completed any of the scenarios. This left a total of 260 valid records for
analysis as part of the study.
Table 2.3 provides a breakdown of the responses by gender and occupation
group.

54

Chapter 2: Methodology

Occupation

Legal
Professions
and
Government
Appointed
Tribunal or
Judicial
officers

Gender

Police Officers
and Other
Related
Professionals

Other

Prefer not to
say

Total

Agender

0

0

1

0

1

Female

15

29

126

6

176

Male

10

18

52

2

82

Nonbinary

0

0

1

0

1

Total

25

47

180

8

260

Table 2.3: Survey responses

Responses represented a higher proportion of females across each category.
Other research, including Smith, G (2008), has shown a higher response rate from
females. In that case, analysis of a bounded population group demonstrated a
response rate of 36% for females, compared to 24% for males. Sampling is an
important aspect of polling (Freedman, Pisani & Purves 2007, pp. 333-70). In the
case of open sampling via online response, where respondents self-select for
inclusion in the study, there is a risk of sampling bias. However, given that the
research seeks to compare results across multiple scenarios, with a focus on
population groups, the results can inform a mixed method approach. In particular,
the observations of the quantitative analysis align with the observations in the semistructured interviews, particularly in regard to training needs.

2.2.3.1 Coding analysis
Participants in the survey were given an opportunity to provide additional
comments in a free-text field. This field was optional and completed by 34 (13.1%) of
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respondents. Open coding analysis was used to review the comments provided.
Several specific themes were identified:

1.

Ethical concerns

2.

Privacy concerns

3.

Reliability and trustworthiness of forensic reports

4.

Legislative requirements

5.

Perceptions around use of percentage figures and probabilities

6.

Limitations of data

7.

Presentation of data in combination.

The coding data shows general alignment with both the coding of semistructured interviews and the literature, with some additional focus on the
presentation of forensic reports. This is expected, given the scenarios each related
to how DNA evidence and intelligence could be presented which may therefore focus
participants’ attention to these types of issues. This alignment supports the thematic
approach used in the articles presented in Chapters 3 to 8.

2.2.4 Consultation
A range of organisations were consulted, either through semi-structured
interviews with one or more officers, to obtain relevant contextual information or to
discuss current policy approaches more generally. These included:
1. Australian Criminal Intelligence Commission
2. Australian Federal Police
3. Baltimore Police Department
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4. District of Columbia Department of Forensic Sciences
5. DNA Doe Project (United States-based charity)
6. Federal Bureau of Investigations
7. Forensic Science South Australia
8. George Washington University
9. New South Wales Health
10. New South Wales Police Force
11. Queensland Police Service
12. United States Attorney’s Office
13. United States Department of Defense
14. United States National Institute of Standards and Technology
15. University of New Haven
16. University of North Texas
17. Victoria Police
18. Victorian Institute of Forensic Medicine
Opportunities to present and network at major conferences also provided
either an opportunity for further interviews or additional presentations or literature,
feeding into the research analysis:
1. 27th International Symposium on Human Identification, Minneapolis 2016
2. Data+Privacy Asia Pacific Conference, Sydney 2017
3. 28th International Symposium on Human Identification, Seattle 2017
4. 24th International Symposium on the Forensic Sciences, Perth 2018
5. 29th International Symposium on Human Identification, Phoenix 2018
6. Interpol World, Singapore 2019
7. 28th Congress of the International Society for Forensic Genetics, Prague
2019
Support was provided by the Endeavour Scholarships and Fellowships
scheme, an Australian Government Department of Education and Training initiative.
This included financial assistance to engage with key stakeholder organisations in
the United States.

57

Chapter 2: Methodology

2.3 Conclusion
This research seeks to apply a mixed methods approach to address five research
aims. The various elements of data analysis, from the literature review, semistructured interviews, case studies and survey data, provide a framework of both
qualitative and quantitative analysis suitable to not only provide a detailed analysis of
the current state, but also to inform potential policy and regulatory responses to the
continued advances in forensic genomics.
This approach allows the development of a new theory, using approaches of
grounded theory, to develop a policy toolkit for use of forensic genomics for
individual identification.
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3.1 Aim
The aim of this component of research was to analyse the current policy and
regulatory landscape concerning forensic genomics. Analysis aligns both to the
coding of semi-structured interviews and the literature review, using the methodology
described in Chapter 2. This component relates to Research Aim 1, but also
underpins analysis relating to other research aims.
This chapter incorporates and considers the following published journal
article:
Scudder, N, McNevin, D, Kelty, SF, Walsh, SJ & Robertson, J 2017, ‘Massively
parallel sequencing and the emergence of forensic genomics: Defining the policy
and legal issues for law enforcement’, Science & Justice, 58 (2018) 153-158,
<https://doi.org/10.1016/j.scijus.2017.10.001>
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3.2 Background

3.2.1 A multi-faceted approach
Questions concerning law enforcement use of forensic genomics cover a
range of intersecting approaches. This chapter seeks to draw in concepts around
privacy, genetic discrimination, Big Data and the storage and use of healthinformative genetic data. A holistic approach is needed to fully develop an
appropriate legal and policy framework around the use of forensic genomics.
A central theme around how society approaches new technology is a
consideration of the tools at society’s disposal. One approach is to use the tool of
legislation, to regulate the use of a capability. This approach has been used
previously to regulate the collection and use of DNA samples and to create or control
the use of DNA databases in many countries. In the United States, the DNA
Identification Act of 1994 established the National DNA Index System, and mandated
particular categories, such as arrestee or convicted offender, within that database
(Wilson, D 2015, pp. 33-4). In Australia, a Model Forensic Procedures Bill was
finalised in 2000, under authority of the Standing Committee of Attorneys-General
(Smith, Marcus 2018, p. 3). This model legislation was adapted and incorporated into
legislative models in each state and territory.
In an article published in 2018, Mathias Wienroth from Newcastle University
examined the governance of new or what he termed ‘anticipatory technology’
(Wienroth 2018). The author argued for three distinct approaches to selfgovernance, firstly aspirational regimes, secondly the setting of standards and thirdly
application and training (Wienroth 2018, pp. 146-8). While Wienroth’s analysis
extends beyond a purely regulatory approach, its central theme touches on the
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difficulties in establishing a governance arrangement around technology which is still
evolving.
Forensic genomics cannot be entirely separated from wider developments in
genomics. Some commentators have pointed to the fact that the groundwork for
ethics in genomic screening dates as far back as 1975 (Shoenbill et al. 2014). While
these underlying ethical principles for genetic analysis may be relatively constant,
they must be viewed in the context of other developments, in data protection
regulation and Big Data analysis. As Stephen Massey explains, the development of
the General Data Protection Regulation in Europe was driven by a desire to ‘give
people more control over how their personal data is used’ (Massey 2017, p. 8). But
even this regulation, Massey notes, ‘was drafted before the Internet and cloud
technology created novel ways of exploiting data which are ubiquitous in our lives’
(Massey 2017, p. 8).
The application of privacy laws to forensic genomics will be explored further in
Chapter 4. However, parallel developments in privacy law and practice do have an
impact on law enforcement’s ability to access data to find suspects. In the United
States, this approach must also take account of constitutional protections,
particularly the Fourth Amendment. Elizabeth Joh from the University of California,
for example, discusses case law around privacy, constitutional protection, and law
enforcement use of abandoned DNA (Joh 2006). As Joh notes, Supreme Court
consideration of an individual’s interests in property which may yield a genetic
sample date back to the 1980s, well before the technological capability to utilise this
technique was available to investigators (Joh 2006, p. 857). Finn et al note that both
a privacy systems approach and a legislative approach can be applied concurrently
to new and evolving technology (Finn et al. 2011).
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The fast-paced evolution of technology, and its implications for regulation, are
evidenced by the more recent development of forensic genetic genealogy for
operational use. The introduction of a House Bill in Maryland in the United States
seeks to ban forensic genetic genealogy by requiring all genetic data from crime
scenes to be maintained only in Maryland’s state DNA database and the federal
Combined DNA Index System (CODIS). The bill was introduced by Delegate Charles
Sydnor in November 2018 (Molteni 2019b). But even the intent of this bill could be
circumvented, if a familial or genealogy search approach is adopted by the Federal
Bureau of Investigations (FBI), as managers of CODIS.
Other reviews are currently under way. The New Zealand Law Commission,
Te Aka Matua o te Ture, undertook a review of forensic procedures legislation in
2018-19, including consideration of EVC/BGA prediction and obtaining indirect
reference

samples through

online

genetic databases

(New Zealand

Law

Commission 2018).
When scoping the potential issues for law enforcement, forensic genetic
genealogy did not exist as a viable operational tool. The article does note the privacy
concerns should a forensic laboratory obtain access to medical or genealogical data
(Scudder et al. 2018b, p. 156).
Other approaches to managing the implementation of new technology include
standards and policies. The research article considers these issues and notes some
approaches, such as data disaggregation and deletion, which might be adopted to
protect individual privacy.
Approaching the governance and regulation of forensic genomics can be
considered in terms of a framework, with controls ranging from standards and local
policies, through to overarching human rights and constitutional considerations. This
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approach is broadly consistent with Wienroth’s categorisation, noting that over time
the scope of each control can vary. This would particularly occur as the technology
matures and enters mainstream use.

---

Standards and local
policies

Constitutional/human
- - - rights protection

Figure 3.1: Hierarchical model of controls over mainstream use of forensic genomic technology

3.2.2 An intelligence tool
The article introduces the concept of forensic genomics, as it relates to
EVC/BGA prediction, as a ‘feed into intelligence’ where it can be ‘mined, combined
with other criminal intelligence, and analysed over time’ (Scudder et al. 2018b, p.
157). This is a recurring theme throughout the research. The distinction between
evidence and intelligence can inform the risk controls around a law enforcement
capability. Indeed, there is a large body of research concerning developments in
forensic intelligence. Ribaux and Wright explain the emergence of forensic
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intelligence as an argument that ‘forensic case data has the potential to contribute in
a structured way to the detection and strategic approach towards repetitive crime’
(Ribaux & Wright 2014, p. 498).
The placement of intelligence from forensic genomics, sometimes referred to
as ‘DNA intelligence’ (Mehta, B et al. 2017), in a forensic intelligence context is
somewhat problematic. Making predictions from DNA - as opposed to a multidisciplinary or integrated approach to the analysis of casework data (Ross 2015) – is
a process of delving deeper into the genome rather than making new links across
disciplines. Indeed, the use of the predictive power of DNA for cross-case analysis
could move forensic intelligence beyond predicting traits for identification, towards
the identification of traits that may predispose individuals to criminality (Webb &
Tranter 2001).
That is not to argue that forensic genomics does not need to find its place
within the broader criminal intelligence framework and make use of the same
processes and intelligence cycles. The importance of embracing an intelligence
doctrine for forensic genomics will be explored in Chapter 7.
This part of the research also explores how its emerging nature can invoke a
feedback loop to improve its reliability (Scudder et al. 2018b, p. 157). Arguably this
approach is already evident in the use of forensic genetic genealogy over the past
few years. The operational successes will be explored in Chapter 6. However, the
emergence of this technique and its progression from theoretical to operational
required constant incremental improvements and a willingness to quickly share
successes and technical constraints (Augenstein 2019b). This research also focused
on the need for investigators and scientists to work more closely together, another
element already clear in the operational application of forensic genomics.
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Use of DNA in forensic science will be signiﬁcantly inﬂuenced by new technology in coming years. Massively
parallel sequencing and forensic genomics will hasten the broadening of forensic DNA analysis beyond short
tandem repeats for identity towards a wider array of genetic markers, in applications as diverse as predictive
phenotyping, ancestry assignment, and full mitochondrial genome analysis. With these new applications come a
range of legal and policy implications, as forensic science touches on areas as diverse as ‘big data’, privacy and
protected health information. Although these applications have the potential to make a more immediate and
decisive forensic intelligence contribution to criminal investigations, they raise policy issues that will require
detailed consideration if this potential is to be realised. The purpose of this paper is to identify the scope of the
issues that will confront forensic and user communities.

1. Introduction
Forensic science has beneﬁted greatly from advances in technology
[1–3]. From the development of alternate light sources for detecting
biological material at crime scenes to increased digitisation and databasing, the world of forensic science has not stood still. However, forensic laboratories are now facing a major technology and policy shift,
the likes of which it has arguably not yet had to grapple [4]. The increasing use of forensic genomics, both through more cost-eﬀective
analysis of single-nucleotide polymorphisms (SNP) and the widespread
adoption of massively parallel sequencing (MPS) will not only alter the
technological platform of contemporary laboratories, but will pose new
legal and policy challenges as well.
Early adoption of DNA analysis for forensic science, more than
thirty years ago, came with assertions concerning so-called ‘junk DNA’
[5]. The argument for policy-makers was that forensic DNA proﬁling,
while derived from and subject to the underpinning laws of genetics,
purposefully selected as markers repetitive elements of DNA called
satellites or tandem repeats for their variance and support for statistical
modeling which were not associated with genes known to make us who
we are as individuals [6,7]. The argument that any short tandem repeats (STRs) are, in fact, ‘junk DNA’ cannot now be reasonably sustained [8,9]. Nonetheless, forensic laboratories collected information
about a relatively small number of markers, and distilled that data into

⁎

proﬁles in a database, returning to population genetics only for the
purposes of expressing the results in a valid statistical form in terms of
their frequency of occurrence [10].
New advances in our understanding of functional genomics have
consigned the ‘junk DNA’ argument ﬁrmly to the history books. More
sophisticated, yet cost-eﬀective capabilities, now give forensic scientists
the ability to investigate a wider array of genetic markers, for predictive
phenotyping, ancestry assignment, and full mitochondrial genome
analysis [11,12].
In doing so, laboratories will open themselves to concepts such as
‘big data’, health records, discrimination, and a granularity and accessibility of raw genetic data perhaps best described as being akin to
home viewers moving from analogue video tape to digital media. Like
that move, forensic labs must remain focused on providing ﬁt for purpose and cost-eﬀective DNA services in support of the criminal justice
system and new methods must support and not undermine public
conﬁdence in those now well-established outcomes.
2. New technology - from traditional DNA proﬁling to predictive
phenotyping
Our ability to analyse multiple genetic markers simultaneously, at
greater speed and lower cost, together with more readily available
population databases, makes it feasible to draw a range of genetic
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inferences. Drawing on tools used in medical research ﬁelds to identify
genes associated with hereditary disease and applying similar techniques to forensic samples of unknown origin presents many opportunities [13,14].

2.1. Externally visible characteristics
In forensic science, the focus of predictive phenotyping is principally on genes that may inﬂuence our externally visible characteristics
(EVCs), with eye and hair colour being the focus of much of the early
research [15]. Claes et al. [16] note that ‘the ultimate goal of evaluating
evidentiary DNA is to assign a biological origin to the sample with a
high degree of statistical certainty’ and that ‘to help an investigation out
of an impasse…a DNA based prediction of externally visible characteristics… or ancestry from the evidentiary sample can be considered’.
The accuracy of these methods, and the types of externally visible
characteristics that can be targeted, is increasing [17]. Commentators
have outlined a variety of research currently under way into new
methods, including prediction of ‘male baldness, hair morphology, and
body height’ [18]. One commentator even hypothesised that methods
could extend to ‘probability-weighted physical description of…gender,
race or ethnicity, skin pigmentation, eye color, natural hair color, hair
texture, nose width, dimpling in chin and cheek, earlobe attachment,
adult height, patterned baldness, chronological age, natural dominant
hand, lip height, freckling, and in some cases, even surname’ [19].
Predictive phenotyping is already in use in forensic science, albeit
presently only in a tiny fraction of criminal investigations [20–22]. The
technology can also be applied, in conjunction with anthropology, to
assist in the identiﬁcation of decomposed human remains [23,24].
However, as Murphy [21] observed, ‘the vast majority of crimes are
between people who know one another’. In those instances, traditional
proﬁling using DNA fragment length analysis via capillary electrophoresis (CE) will likely remain the principle DNA analysis tool for the
time being. This distinction is particularly relevant as DNA genotyping
focusing solely on STRs is moving in a diﬀerent direction: towards ﬁeldportable and ‘real-time’ devices [25]. These instruments are designed to
provide faster analysis of a smaller number of genetic markers suitable
for initial screening against DNA databases, thereby assisting investigators in making timely operational decisions. A signiﬁcant step in
this process is the signing into law in the United States in August 2017
of the Rapid DNA Act of 2017, which requires the Federal Bureau of
Investigations to develop standards for automated DNA analysis instruments and to allow for such instruments to be connected to their
national DNA database.
There is little doubt that these so-called ‘rapid DNA’ devices will
make their way into the ﬁeld ﬁrst. But MPS technology could well
follow in future years [26]. If it does, such devices may ultimately
provide investigators with near-immediate information about the likely
appearance of a suspect, even without establishing identity using databases.
In the laboratory, however, the continued use of CE for DNA would
only be logical while these instruments provide faster, cheaper or
higher quality DNA results. Schuster [4] provides an overview of the
development of MPS to date, and the challenges it has already overcome in a ﬁeld dominated by CE. Should these advances continue, a
time may come when every sample reaching the laboratory would be
subjected to some form of MPS. It may not then be cost-eﬀective to use
diﬀerent sequencing kits to target diﬀerent genetic markers for diﬀerent
samples to provide ‘new’ evidence. The same level of genetic analysis
could be undertaken for those samples from cases where there are no
suspects, and for samples from crime scenes where there are already
one or more suspects.
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2.2. Biogeographical ancestry (BGA)
A particularly useful phenotype for investigative purposes (and one
of the easiest to predict) is biogeographical ancestry (BGA). MPS will
bring into widespread and cost-eﬀective use the capability to make
certain predictions about the BGA of the donor of biological material
[6,27]. The identiﬁcation of ancestry informative markers (AIMs),
particularly when used in conjunction with predictions about EVCs, can
assist investigators to narrow a pool of suspects [20].
The usefulness of ancestry information would be dependent on population demographics. The technique clearly has increased eﬀectiveness in populations with diverse biological ancestry. In locations with
relatively homogenous populations, only a prediction rare in that population would likely be of any real assistance to investigators. For
example, investigators in Asia may ﬁnd results particularly probative if
this method suggested a suspect may be a red haired Northern
European. As such, the adoption of the technique, if made public, could
be criticised for reinforcing racial prejudice: a view that foreigners or
ethnic minorities are more likely to be responsible for crime [28]. There
is also potential for the technology to be applied in a skewed manner,
more likely used in such cases and again facilitating a bias against
minority groups.
Equally, however, it could be argued that an objective indicator of
the BGA of a potential oﬀender may help to eliminate bias in eyewitness
testimony where ethnic minorities can be unfairly targeted. Of the 349
people exonerated by the Innocence Project in the United States using
post-conviction DNA analysis (including 20 who served time on death
row, at the time of writing), over 70% of these wrongful convictions
were associated with eyewitness misidentiﬁcation and over 60% of the
exonerees were African American [29]. Eyewitness testimony is well
known to be highly susceptible to false memories and bias [30–32].
Prediction of BGA from genotype oﬀers the potential to at least corroborate or challenge eyewitness testimony.
2.3. Mitochondrial DNA analysis
Mitochondrial DNA analysis is not new, with a study of its forensic
application by Wilson et al. [33] being just one example in the literature. However, forensic genomics and adoption of MPS will further
revolutionise this capability and allow for full analysis of the mitochondrial genome [34,35]. Mitochondrial DNA analysis using MPS is
already assisting the United States Department of Defense DNA Registry
in identiﬁcation of skeletonised human remains from conﬂicts as far
back as the Second World War [36]. Only a few years ago, DNA from
these remains may not have yielded a useable result. Now previously
unidentiﬁed soldiers are being returned to their families [37]. However,
laboratories engaged in this process are increasingly becoming aware of
the privacy implications of full mitochondrial genome sequencing, including the potential to reveal predictive health information about individuals or family members, and taking steps to safeguard genetic
information and ensure soldiers' family members are giving their full
and informed consent [38].
While forensic laboratories are in no way focused on studying genes
linked to predisposition to disease, it is an inescapable fact that the
genetic data is there in abundance. This raises the possibility that,
under some circumstances, laboratories will need to develop policies as
to how to deal with the inadvertent discovery of predictive medical
information which may not have been detected using CE capabilities.
3. Emerging considerations
The beneﬁts of predictive phenotyping rely heavily on an integrated
approach to forensic analysis. The need to understand the ‘context of
crime’, including operational imperatives, as well as the broader
privacy and legal implications, will in many ways determine whether
this capability can be put into eﬀective mainstream use [39].
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3.1. Operationalising the capability
‘It is a capital mistake to theorise before you have all the evidence. It
biases the judgement’ - Sherlock Holmes (A. C. Doyle, A Study in Scarlet,
1887).
Forensic evidence can signiﬁcantly inform investigations, sometimes representing a turning point through guiding the prioritisation of
investigative leads. Like all forms of forensic evidence, there is always a
danger that DNA evidence can be misconstrued, resulting in the diversion of scarce police or scientiﬁc resources away from other lines of
enquiry [40]. The diﬀerent expectations concerning forensic evidence,
when applied in an intelligence context as against a prosecutorial
context, was discussed in a recent report by the United States President's Council of Advisors on Science and Technology [41] and by
Kayser [17].
Employing EVC or BGA prediction does not – at the fundamental
level – change the likelihood that forensic evidence can be contextually
misconstrued. DNA from post-blast fragments could carry the DNA of
the bomb-maker, a victim or an innocent third-party. However, this is
where phenotype and ancestry prediction needs to be approached with
a degree of caution. If biological material was analysed using traditional methods for STRs, yielding a DNA proﬁle but no match on a DNA
database, the proﬁle would likely remain on that database as an unidentiﬁed crime scene proﬁle indeﬁnitely. With no match, no further
utilisation of that DNA evidence would be possible, unless and until a
suspect was otherwise identiﬁed and a reference DNA sample obtained.
If the fragment did match a reference sample on the database, we
could expect that lead to be followed up and the individual conﬁrmed
as a suspect or excluded (for example, the DNA might have come from a
victim, have been deposited before the crime occurred, or have been
deposited afterwards by an investigator or ﬁrst responder at the crime
scene).
With EVC and BGA prediction, however, our biological sample may
yield intelligence information immediately - perhaps eye or hair colour
– that could inﬂuence the prioritisation of investigative leads [17]. The
weighting that can be given to that evidence, in the overall context of a
forensic examination, is therefore quite important.
This is, of course, the same for all types of evidence. In United States
v. Wade 388 U.S. 230, 288 (1967), the United States Supreme Court
noted that the ‘vagaries of eyewitness identiﬁcation are well-known;
the annals of criminal law are rife with instances of mistaken identiﬁcation’ [32]. The National Academy of Sciences [32] notes that a person's ‘vision does not capture a perfect, error-free “trace” of a witnessed
event’ but is rather inﬂuenced by a range of factors. A study by
Brigham, Maass, Snyder and Spaulding [30] used eyewitness behaviour
in controlled circumstances to show that, in cases where an eyewitness
attempted to make an identiﬁcation of an individual from six photographs, accuracy rates were surprisingly low. Wixted et al. [42] noted
the importance of considering the correlation between conﬁdence in
identiﬁcation and the accuracy of that identiﬁcation.
An eyewitness identiﬁcation, supported by prediction of EVCs from
recovered genetic material at the crime scene, signiﬁcantly alters the
conﬁdence around both the eyewitness and forensic evidence [20]. In
this way, investigators can beneﬁt from both the ability of an eyewitness to give context (such as their interpretation of a suspect's actions, demeanour or behaviour) and the ability of predictive phenotyping to add a statistical framework around assertions of their physical
appearance.
The value of EVC or BGA prediction will, of course, vary depending
on the facts of the case. There are many instances where a forensic
scientist, in triaging or prioritising their evidence plan, can make reasonably objective determinations as to the inculpatory nature of biological evidence. Fresh blood at a murder scene or semen on clothing
from a sexual assault are more inculpatory than a cigarette butt of
unknown origin located after a crime in a public place.
Commentators such as Brady and Engelhaupt [20] have noted the
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real advantage of predictive phenotyping is in narrowing down the
suspect pool. Given the variation in the inculpatory nature of evidence,
this could perhaps be rephrased as an ability to more eﬀectively
prioritise leads. That is, at a stage in the investigation before any suspect or group of suspects have been settled upon, it may be possible to
prioritise investigative resources and ensure that individuals more
likely to have been the source of genetic material at a crime scene are
considered ﬁrst.
However, if a suspect pool is small enough, it can be argued that
identiﬁcation markers more appropriately come into play. It is diﬃcult
to presently anticipate an investigative or cost advantage in undertaking phenotype or ancestry analysis for a case involving a handful of
suspects, whose identities are already known to police. The larger the
suspect pool, the more investigators must assess the inculpatory nature
of the forensic evidence, so as to ensure that suspects are not ruled out
based on a ‘red herring’ scenario [20,43].
A corollary of this, however, is that phenotype prediction has a
potential of deterrence. Already, it has been used to generate billboard
images of suspected litter-bugs in Hong Kong and to produce photo-ﬁts
of dogs wanted for soiling parks in Great Britain [44,45] where the
probable inaccuracies of these images are outweighed by their deterrence value. As the public become more aware of this technology, it has
the potential to deter criminals who may once have believed that their
lack of inclusion on a DNA database made them immune to such
detection. Criminals may also, of course, respond by increasing their
forensic counter-measures, to attempt to minimise the shedding of DNA
or possibly to pollute the DNA at crime scenes.
3.2. Privacy implications
Critics have suggested that EVC and BGA prediction represent a
signiﬁcant invasion of privacy or a path to more subjective genetic
predictions concerning criminality and guilt [21,46–48]. Should we be
concerned, as forensic laboratories generate more and more genetic
data? Or is this a logical extension of the ‘big data’ argument in other
ﬁelds of medical and scientiﬁc research [13]?
It is important to distinguish up-front between the capability of the
technology and its practical application. It is true that, in many cases,
the same basic instrument (employing diﬀerent panels of genetic markers) could shift focus from eye colour to cancer risk. But is such a
situation likely to occur? Forensic laboratories already possess DNA
swabs taken from convicted criminals, suspects and victims. A nefarious
scientist could already divert these samples into a medical testing environment, should they so wish. Although commentators such as
Murphy [21] have speculated as to the possible application of more
sensitive testing to known forensic samples, there is no evidence to date
of such misuse of genetic material entrusted to forensic scientists. The
counter-argument, put forward in 2001 by commentators such as Webb
and Tranter [48], is that the growth of conventional forensic DNA
analysis within the criminal justice system has already normalised the
process. According to such a view, predictive phenotyping represents
just a step towards more intrusive testing, such as attempts to genetically predict and punish future criminal behaviour.
Notwithstanding this view, the most immediately identiﬁable risk
with any repository of genetic information comes from data re-identiﬁcation and aggregation [49,50]. When forensic DNA was ﬁrst adopted,
laboratory processes quickly distilled raw genetic data into genotypes.
Some limited raw genetic data was generated, but seldom left the CE
instrument. It was the allele designations at particular loci that had the
statistical and probative relevance.
The application of forensic genomics could see more genetic data
stored, indexed and databased. But the data is still quite targeted,
looking at BGA and EVCs, predominantly from crime scene samples of
unknown origin [15]. What privacy implications could there be? Is the
risk to privacy any greater than a forensic investigator relying on an
eyewitness account to narrow a pool of suspects to a particular ethnic
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minority with particular facial characteristics? Is the risk any greater
than an investigator narrowing a pool of suspects to known asthma
suﬀerers, which may have probative value for the investigation of a
crime where a metered dose inhaler was recovered from the crime
scene?
It can be argued that crime scene samples, of unknown origin, pose
few privacy implications. Privacy issues might arise if a forensic laboratory proposed searching its genetic data against medical data or
genealogical DNA holdings from commercial providers, so as to potentially identify the donor of a particular biological specimen [7].
However, it can be argued that these issues relate to the policy and legal
implications around the release of that medical or genealogical data,
known to be from speciﬁc individuals, rather than use of the genetic
information held by the forensic laboratory. A robust privacy and legislative regime around the collection of genetic samples, for such purposes as medical diagnosis, ought to carefully consider donor consent
around secondary use [51]. If they do not, privacy and health data
protection legislation such as the United Kingdom's Data Protection Act
1998, Australia's Privacy Act 1988 and the United States Health Insurance Portability and Accountability Act of 1996 may well stand as a
barrier to such a ‘dragnet’ approach.
Predictive phenotyping technology already exists commercially, and
is easily accessible by consumers, particularly in a genealogy context. A
rogue investigator or scientist could potentially already access this
technology, covertly analyzing samples and sidestepping a variety of
legal and policy safeguards [52].
Setting this scenario aside, however, other privacy issues could also
arise. Once a suspect comes to police attention and a DNA reference
sample is taken, the unknown crime scene sample ceases to be unknown
if there is a match. By linking an unknown crime scene sample to an
individual, the laboratory may well have created a piece of ‘personal
data’, ‘personal information’ or ‘protected health information’ (depending on the legislation in eﬀect in the country in which the identiﬁcation is made). At this point, additional safeguards may come into
play.
However, once this link to a suspect is made, STRs are logically of
highest evidentiary signiﬁcance. Predictive EVC or BGA information
ceases to be of much investigative relevance. Once these identiﬁcation
markers are shown to ‘match’, the case moves to a diﬀerent investigative phase and it is quite likely that the predictive genetic information, while necessary to show transparency in the forensic or investigative process, will not reach the court room.
Where EVC or BGA prediction remains relevant, new sensitivities
could come into play. A prediction of a suspect's ancestry could challenge the way that individual perceives themselves, particularly in
Western culture with a reasonably narrow view of ethnicity [53]. As
commercial providers are ﬁnding, genetic ancestry prediction is vexed:
for every individual who unexpectedly ﬁnds out from a genealogy
service that they have a component of their genetic makeup consistent
with the indigenous American or the Australian Aboriginal populations,
there is almost sure to be another who ﬁnds out that grandma was not,
as she said, ‘half Cherokee’ [6], at least not in a purely genetic sense.
The laws of random inheritance can cause a divergence between genealogy in a linear sense, and genetics [6].
Another privacy concern relates to ‘data breaches’, should they
occur with respect to identiﬁed genetic data held by a forensic laboratory [54]. The genetic data held by the laboratory is, as has been
discussed, limited to those markers that would assist in determining
gender, or predicting externally visible characteristics or ancestry.
However, overlapping markers between forensic data and external data
holdings could allow that other genetic data, thought to be anonymous,
to be re-identiﬁed. Once re-identiﬁed, it may be possible to make other
inferences about an individual, such as prevalence to certain diseases,
and to tie those inferences to a known individual.
Very recently, Edge et al. went further by demonstrating that
90–98% of forensic STR records can be connected to corresponding SNP
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records and vice versa using 13 STR loci in one data set and 643,563
genome-wide SNPs in the other science [55]. The STR and SNP proﬁles
had no shared markers but the associations were able to be made because some of the markers are in linkage disequilibrium (because they
are located close to each other on chromosomes). This clearly demonstrates the ability to associate phenotypic markers (SNPs) with identity
markers (STRs).
There are other potential privacy risks, and even enhancements, of
this new technology, which require further analysis. Commentators
such as Gloudemans and Shamaprasad [14] have cautioned against
what they term community DNA ‘dragnets’ [56]. Such community-wide
DNA sampling programs are rare, and generally quite expensive, but
not unheard of. However, it is possible that the use of predictive phenotyping on crime scene samples could allow investigators to limit or
target such a strategy – at least in the ﬁrst instance. Just as some previous community-wide sampling programs have been limited, quite
logically, to one biological gender, it might be possible to limit the
collection to individuals with speciﬁc EVCs. Such an approach could
reduce the privacy intrusion and represent a cost-saving.
Predicting EVC and BGA could also narrow lines of enquiry and
limit privacy intrusions, without the need for a DNA ‘dragnet’. If a
physical characteristic allowed police to limit a suspect pool, it may in
theory limit the need to access telephone records, social media or other
personal information which may presently be analysed more extensively.
An important limitation, however, is the changeable nature of
characteristics such as hair and eye colour, which would make such
targeting relatively easy for an oﬀender to circumvent [57].
3.3. Legislative implications
There are few legislative models in existence for the forensic use of
EVC and BGA. The Netherlands passed legislation in 2003 permitting
the use of phenotyping but restricting its use to traits the donor would
be aware of. For practical purposes, this restricts use to EVCs visible
from birth [58]. Certain countries, including Germany, restrict DNA to
non-coding markers although such a distinction between coding and
non-coding – while establishing a legal intent – is not scientiﬁcally as
clear [59]. More recently, there has been debate in Germany about
proposals to permit prediction of EVC, with some commentators suggesting a cautious approach [60].
Aside from speciﬁc regulation of the forensic use of EVC and BGA,
the capability does intersect with legislative requirements concerning
the management of health records. These requirements are not new to
medical research and diagnostic laboratories. However, forensic laboratories have seldom had to grapple with this issue in the past.
Laboratories may ﬁnd that forensic genomics puts their results on the
fringe of legislation concerning health records. The state of New South
Wales in Australia, for example, exempts law enforcement agencies
from these requirements (Health Records and Information Privacy Act
2002 (NSW), s 17). However, this will require consideration on a jurisdiction by jurisdiction, even laboratory by laboratory, basis.
EVC and BGA prediction, and the possibility of mitochondrial DNA
analysis, were not in the minds of legislators when most jurisdictions'
DNA legislation was being drafted. In fact, in the Australian context, the
Australian Law Reform Commission made only a brief reference to such
advances in technology under ‘function creep’ in their 2003 report into
genetic privacy [61]. Importantly, the legislation is predominantly focused on the processes for obtaining reference DNA samples, either
voluntarily or coercively, and the resulting DNA databasing processes.
The contribution made by EVC and BGA prediction is at an intelligence
phase of an investigation, and arguably the two processes can co-exist
with very diﬀerent legal requirements.
It would seem illogical to add phenotype marker results to such
databases, given existing STRs are suﬃcient for comparing proﬁles
between databases. Mitochondrial DNA results are slightly diﬀerent,
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given the potential for enhanced familial matching. Again, however,
database searching capabilities would work best with a relatively small
number of pre-deﬁned markers, rather than a bulk upload of an entire
mitochondrial genome.
A question may arise, however, if it becomes ﬁnancially expedient
for a laboratory to use MPS or similar technologies on a wider range of
genetic samples. A laboratory might ultimately ﬁnd it less eﬃcient to
use current DNA technology when MPS oﬀers cost or productivity
beneﬁts.
Current technology, and DNA databases, already contain one
marker which is highly informative. The XX or XY genotype at the
amelogenin locus is indicative of biological gender, and has long been a
part of DNA testing methods and kits. Arguably, biological gender is
relevant only to an unsolved crime scene sample, and is useful to investigators in the same way as EVC or BGA prediction. However, it
would be extremely ineﬃcient to process DNA samples from known
individuals with diﬀerent chemistry to crime scene samples, to exclude
the amelogenin locus for samples of known origin.
Creating information about a donor's biological gender serves only
one logical purpose: a form of quality control. A mismatch in the
amelogenin result between a crime scene and reference sample could be
indicative of a larger problem, but a match adds nothing to the forensic
result and little to the derived statistical probabilities.
Could EVC or BGA prediction then be viewed merely as an extension
of the way in which a biological gender informative marker has been
used for nearly 20 years?
Or could samples be processed using MPS, with only those identiﬁcation markers intended for upload to a DNA database retained and
the remaining data purged? Such an approach may also attract criticism. There have been instances where reference sample proﬁles have
been switched, sometimes not discovered until a suspect has served
years in prison [62]. Purging some of the data may remove traceability
and undermine quality assurance practices.
3.4. Policy implications
As forensic laboratories move to implement phenotype prediction
and/or ancestry assignment, mitochondrial DNA analysis or any
number of other applications to which forensic genomics may ultimately be put, there will be a need to grapple with relevant policy
considerations.
How should the technology be applied? What are the most appropriate standards around information access, storage and security? How
much genetic data needs to be retained, and for how long?
In addition to policy around laboratory practices, there will be a
requirement to critically examine training requirements, both for forensic scientists involved in delivering results to investigators and to
investigators themselves. Ensuring a high awareness of how MPS and its
applications diﬀer from previous DNA technology and uses will clearly
be important.
3.5. Intelligence uses
Predictive DNA technology can obviously oﬀer far more than a few
investigative leads and some genetic ‘wanted’ posters, predominantly
for cold case investigations. There is signiﬁcant potential to assist in the
detection and disruption of crime, and to feed into intelligence at its
broadest. Like other forensic information, it can be mined, combined
with other criminal intelligence, and analysed over time. Older samples
can be revisited based on new scientiﬁc breakthroughs [63]. The
identiﬁcation of a suspect, by whatever means, can create a feedback
loop to further enhance the technology and the way law enforcement
are trained to use it. How accurate were the predictions? What factors
may inﬂuence the ability of police to successfully use the information
derived?
Walsh describes an ‘integrated model’, where forensic intelligence
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provides both real-time analysis of case information, but also a meaningful contribution of ‘non-comparative forensics’, deﬁned as tools that
can ‘suggest intelligence links by virtue of their outcomes [rather than]
direct comparison’ [64]. Predictive phenotyping capabilities are such a
tool, and their inclusion within a larger context of crime analysis could
save investigative resources, reduce recidivism and have a deterrent
eﬀect.
4. Conclusion
The introduction of MPS, making prediction of EVC and BGA more
cost eﬀective, has occurred without a great deal of scrutiny by other
actors in the criminal justice system. However, this is expected, as the
contribution of these processes is in the forensic intelligence rather than
the prosecution phase of an investigation [64].
Basic genetics hasn't changed, and nor has the way the vast majority
of the DNA results that ﬁnd their way into courtroom will be presented.
However, the more widespread use of this technology will require
forensic scientists and investigators to work even more closely together
to ensure the context and limitations of predicting EVC and BGA are
understood by all. The potential for such DNA evidence, viewed in
isolation, to divert an investigation at a critical juncture is real. The
potential for predictions to reinforce existing prejudices clearly exists.
As does the concern of those who are drawn into the criminal justice
system as to what personal information may be derived, directly or
indirectly, which may reveal information about their health status.
Each jurisdiction will need to ensure appropriate consideration is
given to policy, privacy and legal considerations within the broader
criminal justice system. These aspects are the intended subject of future
papers.
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4.1 Aim
This component of research considers forensic genomic capabilities from a viewpoint
of individual, familial and cultural privacy rights and expectations. As already
discussed, new forensic capabilities should not be viewed through a single lens, but
rather draw from a variety of research methods and policy levers. With privacy, it
cannot be divorced from developments in the privacy narrative itself, nor from
broader discussions about genetic privacy.
This research aligns to Research Aims 1 and 4, in providing further policy
context while also broadening the scope to consider how genomic privacy has
evolved in medical testing and research fields. This chapter incorporates and
considers research from the following published journal article, as well as a model
Privacy Impact Assessment (PIA) used to apply this research in a practical context:

Scudder, N, McNevin, D, Kelty, SF, Walsh, SJ & Robertson, J 2018, ‘Forensic DNA
phenotyping: Developing a model Privacy Impact Assessment’, Forensic
Science International: Genetics, 34 (2018) 222-230, <https://doi.org/10.1016/
j.fsigen.2018.03.005>
Scudder, N, McNevin, D, Kelty, SF, Walsh, SJ & Robertson, J 2017, ‘Model Privacy
Impact Assessment for Forensic Phenotyping’, National Centre for Forensic
Studies (included at Appendix 1)
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4.2 Background
4.2.1 Developments in privacy law
A privacy advocacy group in March 2019 argued ‘to elevate the privacy
concerns surrounding DNA kits as Congress tries to craft federal privacy rules’
noting that ‘DNA test kits could be the next key issue in the privacy debate’
(Zakrzewski 2019). While individual, familial and group privacy in the context of
genetics is a challenging area, and forensic use presents other privacy challenges, a
starting point for this research is an analysis of the current approaches and tools
used to build any ‘privacy by design’ system (Cavoukian 2009).
Overarching privacy tools, such as the PIA, continue to evolve internationally.
Vemou and Karyda undertook an evaluation of different regulatory or standardsbased approaches to PIAs in different countries. They noted, while there remain
differences in the way the tool is envisaged and applied, developments in the
European Union through the adoption of the General Data Protection Regulation in
May 2018 underscore the continued importance of the PIA approach (Vemou &
Karyda 2018).
Recent privacy literature has included discussion on so-called ‘data
capitalism’, the commercial exploitation of data holdings, and risk-based approaches
to management of data use and disclosure (Armando et al. 2019; West 2019). These
discussions come on the heels of public policy debate about accessing social media
data, particularly the use of social media data mining by US-firm Cambridge
Analytica (Isaak & Hanna 2018). It is in this broader context that the narrative has
also expanded concerning genetic privacy (Clayton et al. 2018; Gürsoy et al. 2018).
Backes et al modelled the effect of widespread upload of genetic data,
through direct-to-consumer testing and personalised medicine. They used this model
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to conclude that ‘an increasing sharing rate of genomic data in the future can also
have a substantial negative effect on the privacy of all older generations’ (Backes et
al. 2018).

4.2.2 New forensic genomic applications
The article discusses the use of privacy tools, particularly a PIA, to manage
risk associated with implementing new technology (Scudder et al. 2018a, p. 223).
The focus of the article was on EVC/BGA predictive capabilities, but many of the
general privacy observations are relevant to all forms of forensic genomic analysis,
including use of direct-to-consumer genetic data in the form of forensic genetic
genealogy.
The concept of ‘privacy by design’, previously discussed, underpins much of
the research and has broad application to the implementation of new technology. As
Vemou and Karyda note, PIA development involves processes of risk identification
and treatment (Vemou & Karyda 2018, pp. 4-5).
The operational use of forensic genetic genealogy continued to evolve after
this article was published. In a privacy context it raises issues of proportionality, or
the balancing of competing social interests (Moran 2018). As Denise Court from
King’s College notes, the ‘intrusion into privacy [from forensic genealogy] is obvious
to all’ (Syndercombe Court 2018, p. 203).
Curtis, C, Hereward, Mangelsdorf, et al. (2018) discuss the concept of
proportionality, noting that forensic genetic genealogy ‘goes to the heart of the
broader issue of surveillance, and the extent to which we are prepared to sacrifice
our privacy to enforce the law’. Arguing for a legislative model, the authors also
discuss concepts of security, access and transnational data exchange.
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The concept of forensic genetic genealogy is more closely aligned to the
broader issues of exploitation of data holdings although, as will be seen, similar
issues concerning the security of genetic data still apply.

4.2.2.1 Can the model PIA apply?
The model PIA (Appendix 1) was developed for EVC/BGA and related DNA
predictive capabilities. Many of the recommendations, however, can be applied more
holistically to other forensic genomic applications including forensic genetic
genealogy.
Achieving a privacy compliant framework around forensic genetic genealogy
can commence with a consideration of many of the same issues as arose in the
context of the development of a model PIA for EVC/BGA prediction (Appendix 1). In
fact, many of the recommendations would be considered good privacy practice for
any forensic laboratory expanding their analysis beyond traditional law enforcement
DNA markers.
Table 4.1 examines the recommendations in the Model PIA and whether
those recommendations can be adapted to the broader use of forensic genetic
genealogy.
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Table 4.1: Recommendations of Model PIA, and applicability to forensic genetic genealogy

No
1

2

3

4

5

Recommendation
Laboratories considering using this Model PIA should:
• consider whether the approach taken by the authors
suits the legislative requirements in the laboratory’s
own jurisdiction
• adapt and amend the Model PIA to suit specific local
requirements, technology differences and the
applicable legal framework
• circulate and discuss the PIA with relevant local and
regional stakeholders
• consider publishing the PIA on their website, or
otherwise making it accessible to stakeholders and
interested members of the public.
Any major change in the technology base for Massively
Parallel Sequencing (MPS) which, for example, could
lead to an operational capability to predict donor
behaviour or diagnose tendencies, should trigger a new
PIA.
Entities considering future technology change beyond
the scope of this PIA, such as targeting genetic markers
for behaviour or whole genome sequencing for forensic
analysis, should consider whether another PIA is
required.
Entities using MPS analysis should ensure that genetic
information and, in particular, raw genetic data is
appropriately secured to prevent unauthorised access,
use or disclosure.

Applicability to
forensic genetic
genealogy
Yes, a broad
consideration of
legal considerations
and wide
consultation should
underpin any PIA.

Broadly applicable,
in that new
development in
technology or the
breadth of access to
online data should
trigger a further PIA.

Yes, this
recommendation
would also apply to
genetic data from
crime scene samples
prior to upload to any
public database for
genealogy searches.
Entities using MPS analysis should keep court reporting Yes, these
processes and intelligence processes distinct, to
considerations would
maximise the opportunities to negotiate during
also be relevant to
discovery or subpoena processes and keep third-party forensic genetic
genetic information off the public record wherever
genealogy
possible. Entities should also consider potential thirdapplications.
party access rights under freedom of information
processes, where they are applicable.
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No
6

7

8

9

10

Recommendation

Applicability to
forensic genetic
genealogy
When operationalising an MPS platform, entities should Yes, providing
give consideration to appropriate awareness training for training and
police or investigators. Results or reports from MPS
awareness for
platforms should, where practicable, allow for
investigators would
discussions and guidance to be given by the scientists be equally important
to investigators tasked with making operational
for all forensic
decisions based on the content. Additional explanatory genomic capabilities.
information should also be included in reports, where
possible, to aid in interpretation.
Any outsourcing or fee-for-service arrangement
Yes, this
involving MPS technology should give consideration to consideration is also
privacy risks and, in particular, which obligations fall to highly relevant to
which parties. Auditing or certification requirement could forensic genetic
also be used to mitigate risk, where appropriate.
genealogy, due to its
high dependence on
specialist
outsourcing.
Any outsourcing, fee-for-service or other collaboration Yes, the potential for
involving MPS should give careful consideration to risks crime scene samples
of secondary use, such as the diversion of genetic data to be subject to
into research and development initiatives without
forms of secondary
informed consent. Similar considerations may apply
use is a valid
where an operational laboratory runs an in-house
consideration for
research and development program.
forensic genetic
genealogy.
Where an entity proposes to use MPS technology for
No, not applicable to
reference samples, consideration should be given to
forensic genetic
deriving genetic information only from DNA markers
genealogy
useful for comparison purposes. Where this is not
feasible, EVC, BGA or any other medically sensitive
information should be segmented with access restricted
at the earliest opportunity during the analysis process.
Entities should consider relevant privacy safeguards
Yes, the use of
when analysing samples of mixed origin using an MPS mixed source
platform, where there is a known contributor such as a profiles for forensic
victim of crime. Similar policies of segmenting and
genetic genealogy
restricting access to EVC, BGA or other medically
could also give rise
sensitive information in raw genetic data should,
to privacy concerns
whenever it is feasible, apply at the earliest opportunity about the known
during the analysis process.
component.
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No

Recommendation

11

Entities moving to an MPS platform should review their
policies and procedures concerning obtaining consent
from individuals, particularly volunteers, and whether
any changes are needed to inform those consenting of
any relevant new capabilities of an MPS platform.

12

An entity should consider whether to include, in any
relevant consent form, information about rights of
access to personal information. The entity should also
consider advising donors that the entity will not
proactively release any information as to health status,
even if this health information is readily apparent from
the genetic information.
An entity should ensure that, before using MPS
operationally, the agency’s privacy policy or other
relevant governance provides necessary guidance
about the use to which the agency may put genetic
information obtained from discarded DNA. Importantly,
this policy should specify that the entity will not
proactively release genetic information or information as
to health status, even if the donor of the sample later
becomes known and even if this health information is
readily apparent from the genetic information.
Consideration should be given to how this aligns with
any statutory requirement to release copies of results to
the donor.
Entities should ensure that their implementation of MPS
considers the possibility of inadvertent release of
information such as biological parentage or genetic
ancestry information, and mitigate this risk if possible.
Entities should also balance the ‘right not to know’ with
investigative priorities if considering the use of health
information for identification purposes.
Entities should ensure that, before using MPS
operationally, the agency’s privacy policy is reviewed to
ensure that there are no express assurances of
anonymity or pseudonymity in relation to forensic
identification sciences.
Entities adopting MPS in a staged manner, and later
broadening application to more crime types or for the
more efficient analysis of reference samples, should
consider whether a new PIA is necessary. See also
Recommendation 9.

13

14

15

16

Applicability to
forensic genetic
genealogy
Yes, may be
applicable in the
context of mixed
source profiles,
particularly if
analysis or mixture
convolution work is
to be outsourced.
Yes, may be relevant
in the context of
mixed source
profiles.

Yes, high density
analysis used for
forensic genetic
genealogy could
give rise to similar
issues, and
amendments to
privacy policies
should be
considered.

Yes, the potential for
inadvertent release
of sensitive family
information,
including as part of
court disclosure, or
issues around
anonymity are likely
to be even more
relevant to forensic
genetic genealogy.
No, not applicable to
forensic genetic
genealogy.
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No
17

18

19

20

Recommendation

Applicability to
forensic genetic
genealogy
Entities should ensure that processes for the handling Yes, security
of electronic and hardcopy records containing genetic
standards are also
information meet all relevant security standards and
relevant to genomic
requirements, as well as any data retention or archiving analysis for forensic
requirements.
genetic genealogy.
Entities should consider gathering feedback on any
Yes, consideration of
MPS analysis provided to investigators, and to consider feedback
strategies to enhance reporting and privacy compliance. mechanisms and
periodic review are
also relevant to
forensic genetic
genealogy.
Entities should ensure that their privacy processes
Yes, consideration of
include steps to be taken in the event of a suspected
the consequences of
genetic ‘data spill’ (deliberate or inadvertent), including a ‘data spill’ is also
taking all reasonable steps to contain any breach.
relevant to forensic
genetic genealogy.
Issues around
outsourcing may
require further risk
mitigation steps.
Entities should consider their approach to deleting or
Yes, security
tightly restricting genetic data, in cases where it is
standards are also
possible to make an assessment that it does not have
relevant to genomic
(or no longer has) any probative value.
analysis for forensic
genetic genealogy.

Table 4.1: Recommendations of Model PIA, and applicability to forensic genetic genealogy

A PIA in relation to forensic genetic genealogy would need a broader focus on
issues around outsourcing of high-density analysis, given few forensic laboratories
presently have this capability in-house. It would also need to consider the privacy
and security issues around the engagement of expert genetic genealogists, who are
instrumental to successful operational use of the technique.
Another distinction between EVC/BGA prediction and forensic genetic
genealogy in a PIA context is the need, under the current framework, to upload crime
scene data to commercial sites. This aspect alone would require careful
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consideration of privacy requirements and obligations. In fact, such a privacy
analysis may well be site-specific, and require review if any terms of use were to
change.
Forensic genetic genealogy relies on overlaying data and, as such, the
privacy considerations extend beyond genetic data alone. Considerations around
accessing genealogy data from public and government datasets must also be
considered in the context of a PIA for forensic genetic genealogy.
Finally, the reliance on family relationships in forensic genetic genealogy
would require a much greater analysis of the privacy risks and mitigation strategies
around protecting the privacy of family members (Nature 2018).

4.2.3 Masking information
The article considers technical responses to mitigating privacy risks in
forensic genomics (Scudder et al. 2018a, pp. 227-8). In particular, building on work
in the health sector (Hayden 2015; Vayena & Gasser 2016), the article proposes a
masking or obfuscation of genomic data, as analysis proceeds. Another technologybased mitigation strategies, proposed by Erlich et al in 2018, involved applying a
cryptographic signature to direct-to-consumer data files to prevent anonymous
genetic data - such as crime scene data - from being uploaded to major online
genetic testing sites (Erlich, Shor, Carmi, et al. 2018).
Erlich’s team has previously explored methods of securely searching
encrypted genomic data (Erlich & Narayanan 2014; Erlich, Shor, Carmi, et al. 2018),
a method which could enhance privacy while retaining utility.
Forensic genetic genealogy could act as an extension within the masking or
obfuscation approach, particularly now that commercial providers offer both services
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from a single high-density array analysis (Laura Burgess Marketing 2019b).
However, such an approach could not work sequentially as envisaged for EVC/BGA
prediction.
While use of DNA identity markers to compare to law enforcement databases
would represent the fastest and most cost-effective investigative lead, if no match is
obtained, the application of EVC/BGA and forensic genetic genealogy may need to
track in parallel. A close match on a genealogy database, such as an individual with
so much common DNA with a crime scene sample that they are most likely a sibling,
parent or child, or the individual themselves, would likely negate the need for any
EVC/BGA prediction. However, even such a close family match might be frustratingly
hard to unravel in the absence of family tree information. This may arise if the close
family member lives abroad, for instance.
It may then be necessary to modify the proposed model to consider how
investigative leads from EVC/BGA or forensic genetic genealogy can incorporate a
feedback loop that can suspend or stall other analysis in the event of a hypothesis of
identity. Such an approach both mitigates privacy risks but also potentially reduces
cost and time for investigators and experts.

4.2.4 Public trust
The article concludes by discussing the issue of public trust and maintaining
confidence in forensic DNA analysis (Scudder et al. 2018a, p. 229). As discussed,
public trust is a recurring theme underpinning much of this research (Curtis, C,
Hereward, Devereux, et al. 2018; Finn et al. 2011; Forensic Genetics Policy Initiative
2017; Koops & Schellekens 2008; Skinner 2018). The use and continued adaptation
of privacy tools, such as the privacy impact assessment, can assist in maintaining
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this trust by subjecting EVC/BGA prediction, forensic genetic genealogy and all
future advances in this area, to rigorous scrutiny through a privacy lens (Victorian
Commissioner for Privacy and Data Protection 2017).
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Forensic scientists around the world are adopting new technology platforms capable of eﬃciently analysing a
larger proportion of the human genome. Undertaking this analysis could provide signiﬁcant operational beneﬁts,
particularly in giving investigators more information about the donor of genetic material, a particularly useful
investigative lead. Such information could include predicting externally visible characteristics such as eye and
hair colour, as well as biogeographical ancestry. This article looks at the adoption of this new technology from a
privacy perspective, using this to inform and critique the application of a Privacy Impact Assessment to this
emerging technology. Noting the beneﬁts and limitations, the article develops a number of themes that would
inﬂuence a model Privacy Impact Assessment as a contextual framework for forensic laboratories and law enforcement agencies considering implementing forensic DNA phenotyping for operational use.

1. The privacy challenges of genetic information
With the advent of massively parallel sequencing (MPS), forensic
laboratories can undertake more cost-eﬀective analysis of informative
parts of the human genome [1]. This is a major shift from current
forensic DNA practice, which is focused on repetitive elements of DNA
suﬃcient to estimate probabilities that diﬀerent DNA samples have the
same origin. In the context of forensic science, these capabilities would
allow analysis of genetic material deposited by an individual at a crime
scene and for probabilistic predictions to be made to inform law enforcement about possible attributes of the donor. This capability, referred to as forensic DNA phenotyping, is currently targeted at predicting
biogeographical ancestry (BGA) and externally visible characteristics
(EVCs), such as hair and eye colour [2,3]. Forensic DNA phenotyping
could also soon be used to predict other donor traits, including male
pattern baldness, biological age and ﬁngerprints [4–6]. It could possibly
be used to predict predisposition to certain diseases, for which they may
be seeking medical treatment, or behavioural traits [7].
There are strong public policy grounds for using forensic science to
assist law enforcement agencies to apprehend oﬀenders. However, in
addition to ensuring that new technology is scientiﬁcally sound, peer
reviewed and quantiﬁable in terms of its error rate [8,9], the public
interest must also be balanced against detriment to personal privacy.
Genetic privacy is an important ethical issue, and law enforcement
agencies must also establish and maintain public conﬁdence and trust
in capabilities likely to intrude on the privacy rights of individuals or

⁎

groups, or risk public criticism [10,11].
Historically, forensic DNA proﬁling has exploited medical testing
capabilities, with the associated public policy discussions touching on
medico-ethical issues of bodily integrity and privacy [12,13]. With
forensic DNA phenotyping, it is necessary to further contextualise the
operational capability within a wider, ethically-informed privacy framework.
In broad terms, any exploitation of the human genome – particularly
without the informed consent of the donor – presents a number of inherent risks. In the case of forensic DNA phenotyping, these can be
categorised as:
1. Harm arising from the use or disclosure of predictive information
generated to assist law enforcement. An example could be an individual becoming aware that their predicted BGA does not match
their beliefs, based on their own cultural or familial self-identity
[14].
2. Ancillary information which could be derived from the predictive
information described above. An example could be release of genetic
marker information which, at a future time, is found to predict an
individual’s health status.
Writing about whole genome sequencing, the Presidential
Commission for the Study of Bioethical Issues [15] noted that:
Strong baseline privacy protections require a spectrum of policies
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starting with data handling through the protection of persons from
future disadvantage and discrimination…
The same report noted the balance between ‘public beneﬁcence’ and
‘responsible stewardship’ by government, the need to respect the ‘dignity and privacy’ of individuals and avoid ‘social stigma’, concluding
that whole genome sequencing ‘substantially raises the stakes of medical information’ [15].
Gostin [16] argues that ‘[g]enomic data are qualitatively diﬀerent
from other health data because they are inherently linked to one
person’, going on to describe them as ‘unchanging and unchangeable’
and a breach of genomic privacy as potentially giving rise to ‘economic
harms, such as loss of employment, insurance, or housing’. Similar
themes can be found in the report of the Australian Law Reform
Commission, which noted that genetics deals with ‘possibilities rather
than certainties’, that ‘genetic information has a familial dimension’
and that there are cultural sensitivities around kinship and identity
[17]. In addition, groups can be stigmatised in a genetic context and
there are inherent problems of conﬁdentiality and informed consent
when dealing with genomic information in the context of informational
privacy [18,19].
Widespread use of DNA databases began in the late-1990s with
agreement on speciﬁc genetic loci for DNA proﬁling [20]. These loci
were, at the time, thought not to be informative, or to consist of ‘junk
DNA’, and are used exclusively for identity, not phenotype prediction
(with the exception of the amelogenin sex-determining locus) [21]. The
notion that these loci are not informative for phenotypes has been
challenged both in terms of functional genomics and in the context of
the broader privacy debate over law enforcement use of DNA
[12,22,23].
In addition, Curtis [24] described research undertaken in 2009
which showed most respondents to a survey held concerns about secondary use of their genetic information, if provided to law enforcement.
Novas and Rose [25] explain that an individual’s genetic identity must
be placed in familial and societal contexts and a great deal of value
from genetic information comes from its family links and an ability to
compare genes between individuals [26]. The larger this body of genetic knowledge, the more accurate our probabilistic predictions and
observations become and our ability to identify new phenotype-informative markers [20]. These familial and community links further
complicate our assessment of forensic genomics from a privacy and
ethical perspective, requiring us to approach the question of an adequate privacy framework holistically and with reference to broader
community concerns. For example, the potential for phenotype-based
intelligence to lead to prejudice against communities is a concern that is
further exacerbated by the potential for particular populations to be
overrepresented in BGA predictive modelling [27,28].
Machado and Silva [29] compared ethical issues for medical biobanks and forensic DNA proﬁling, identifying commonalities between
them that underpin their success. Key to this was transparency and
accountability, the right to be informed and to provide consent where
feasible. Forensic DNA phenotyping will, in many ways, further blur
this distinction and require forensic scientists to learn from and adapt
approaches used in medical research and diagnostic ﬁelds. Privacy
considerations align with community concerns about the potential for
DNA database capabilities to be used as a form of genetic surveillance
[30].
While acknowledging that there has been a privacy debate around
current forensic DNA practice, we do not seek to re-explore those issues
except where they are particularly agitated by the adoption of forensic
DNA phenotyping. The use of a small selection of DNA markers for
forensic identity testing has delivered a robust, generally privacycompliant system for more than twenty years. We instead seek to tease
out the diﬀerences between this approach (the baseline) and changes
arising from forensic DNA phenotyping.
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2. Privacy impact assessment as a policy response
When a generational change occurs in forensic technology, a prudent service provider will seek legal advice as to any legislative impediments. Such advice would likely identify the provider’s need to
comply with relevant privacy legislation.
Purely considering statutory obligations would not necessarily ensure engagement with broader issues of privacy norms: concepts that
may make a course of action lawful yet socially unacceptable [31,32].
In particular, Tene and Polonetsky noted the need to avoid privacy by
‘regulatory ﬁat’ and to embrace a ‘a nuanced and sophisticated path’
[31]. Clearly, a broader approach to privacy is required, with one example being the use of privacy impact assessments (PIA). A PIA is a
technique used to examine new capabilities or projects through a
privacy lens [33]. The requirement for, approach and content of a PIA
varies between countries. This discussion, therefore, is limited to the
broader concept with a view to informing a model PIA – a so-called
‘straw’ policy − that can be adapted to speciﬁc jurisdictional requirements. Such an approach can assist in identifying privacy risks and
placing technology within a broader societal and technological context
[34].
3. Approaches to a PIA
The use of a PIA is generally aligned to legal obligations on business
and agencies to implement policies and procedures to ensure compliance with privacy laws. For example, the Australian Privacy
Principles require an entity to ‘implement practices, procedures and
systems’ to ensure privacy compliance [35]. The US Privacy Act requires
agencies to publish details of systems of records in the Federal Register
[36]. This approach, which encourages proactive consideration of potential privacy risks, is known as ‘privacy by design’ [37], and works
alongside agencies’ existing risk management frameworks [38].
A PIA is intended to minimise any adverse impact on personal
privacy or risks around the handling of personal data ‘while allowing
the aims of the project to be met whenever possible’, and considers both
positive and negative privacy impacts [38,39].
The Oﬃce of the Australian Information Commissioner (OAIC) [38]
describes a ‘threshold assessment’ for a PIA, explaining that the process
may be unnecessary where:
the project does not propose any changes to existing information
handling practices, if the privacy implications of these practices
have been assessed previously and controls are current and working
well.
Embarking on a PIA requires a careful assessment of its scope,
however. In the context of forensic DNA phenotyping, the PIA must
consider the broader opportunities MPS presents to forensic science. It
is arguably inappropriate to employ a PIA threshold assessment that
merely addresses a technology upgrade and does not grapple with the
broader issues of maintaining public trust in forensic DNA, the shift
towards forensic genomics and concepts of ‘big data’ [40]. Equally
important is to determine whether any PIA process should revisit
broader questions around law enforcement use of DNA, or accept – as a
baseline – some level of privacy intrusion as a necessary part of criminal
justice processes.
The process of conducting a PIA requires a detailed mapping of how
personal information will be collected, used and managed [38]. The
United Kingdom Information Commissioner's Oﬃce [39] prescribes
wide consultation as an integral part of a PIA, alongside the required
analysis of local privacy laws and practice. A broad range of risk and
mitigation factors should be considered and the OAIC [38] recommends
areas of focus to include:
1. Necessity (of collection);
2. Proportionality (to broader realised beneﬁts);

83

)RUHQVLF6FLHQFH,QWHUQDWLRQDO*HQHWLFV  ²



N. Scudder et al.

Table 1
Possible forensic applications of genetic targets.
Genetic targets

Law enforcement application

Included in this privacy impact
analysis?

Identity markers (CODIS or other databases) in:
Crime scene samples
Reference samples

a questioned (evidential) biological sample to a suspect (reference) sample or
• Matching
database record
may help to deconvolute mixtures because of enhanced capabilities over capillary
• MPS
electrophoresis
may ultimately provide more eﬃcient processing of samples than capillary
• MPS
electrophoresis

No (regarded as the baseline
privacy position)

Markers for BGA and/or EVCs in:
Crime scene samples

• Can provide forensic intelligence to investigators.

Yes

Other phenotype markers relevant to
identifying the donor of:
Crime scene samples

provide forensic intelligence to investigators, such as the donor’s likely health care or
• Can
medicinal requirements.

Yes, as a possible future
application

Mitochondrial DNA (mtDNA) including the full
mitochondrial genome) in:
Crime scene samples
Reference samples

a questioned (evidential) biological sample to a suspect (reference) sample or
• Matching
database record
also be used for probabilistic phenotype prediction (especially metabolic
• Can
phenotypes)
• More sensitive when dealing with highly degraded samples
allow future ‘cold case’ analysis, retrospectively analysing other parts of the genome
• May
for new EVC or BGA markers not known to be predictive at the time of analysis.

Yes

provide information to the criminal justice system and predisposition to criminality,
• May
or behavioural proﬁling of oﬀenders from discarded DNA.

No. Requires a separate PIA.

•
•

•

•

•
•

Whole genome in:
Crime scene samples

•

Markers for DNA-based prediction of
behavioural traits in:
Crime scene samples
Reference samples

•
•

3. Transparency and accountability;
4. Implementation of privacy protections (such as staﬀ training);
5. Flexibility (considering diﬀering community views and privacy expectations);
6. Privacy by design; and
7. Privacy enhancing technologies.
A further step in planning a PIA-based approach to forensic DNA
phenotyping is to consider how it factors into a proposal to implement
MPS capabilities. Given the timeframes usually involved in purchasing
and validating a new MPS platform, there is argument for two separate
PIA processes or, at the very least, a refresh of the PIA prior to operational use. A PIA conducted too early and with too narrow a focus could
have limited relevance by the time the technology implementation is
complete. A PIA has been described as an ‘iterative process’ [37] and
there is considerable advantage in such a process running in parallel,
and closely aligned to, an agency’s implementation of forensic DNA
phenotyping.
An important consideration in undertaking a PIA is who should lead
its development. A PIA process can be much improved by engaging the
right mix of personnel with scientiﬁc, legal, regulatory, governance,
ethical and privacy expertise. Inclusion of these skillsets, whether as
authors of a PIA or engaged stakeholders, would allow the ﬁnal product
to thoroughly consider proposed uses of forensic DNA phenotyping in
the applicable legal and societal context. The exchange of ideas concerning privacy and forensic DNA, and the sharing of PIAs themselves,
will assist.
3.1. Legal framework
Privacy laws vary between jurisdictions and, to provide a reasonably adaptive discussion of the privacy challenges of forensic DNA
phenotyping, the model PIA approach in this paper incorporates some
consideration of the privacy frameworks in Australia, the European
Union, Japan and the United States.
In the subsequent sections, we use the hypothetical introduction of a
forensic DNA phenotyping capability to work through the principle

Yes, as a possible future
application.

aspects of a PIA.
3.2. Assumptions and conceptual foundation
It is important to note that the PIA imagines privacy as an innate
human right, but one which must be viewed through a prism of legal
frameworks [41]. As such, a PIA must objectively balance the right to
privacy with competing societal interests. Clarke [42] notes that
[T]he PIA process is motivated by the need for public trust, and is
framed in terms of risk management…The evolution of PIAs needs
to be seen within the context of larger trends in advanced industrial
societies to manage risk and to impose the burden of proof for the
harmlessness of a new technology, process, service or product on its
promoters.
As a tool that seeks both to reassure the community and manage
inherent risk, particularly in technology projects, an important question
is the level of speciﬁcity for a PIA [34]. Should it take a holistic or an
incremental approach to privacy? For a step-change in technology,
should it seek to make bold predictions about potential use or misuse? A
PIA should be forward-thinking, anticipate and comment on foreseeable
technological or procedural changes and make recommendations that
may pre-empt privacy concerns before they arise. Wright [43] outlined
sixteen steps in an optimised PIA approach. Important to this is identifying the information ﬂows and areas of privacy impact. In doing so,
the authors of a PIA must set parameters around how they see the
technology may operate. It is reasonable to anticipate or, indeed, recommend a further PIA for future substantial shifts in the technology
base, as well as to seek to embed privacy awareness as a cultural imperative [43].
For forensic DNA phenotyping, the MPS platform itself has wide
application depending on the chemistry employed. It is therefore possible for an MPS instrument to be conﬁgured between runs to provide
entirely diﬀerent genetic information, to switch from identity markers
to phenotype markers, or to run both simultaneously [44].
Table 1 outlines some current and future genomic applications to
forensics, and acts as an example of how the scope of a PIA may be
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constrained by identifying diﬀerent use cases which may range from a
baseline or current state to future speculated potential.
4. Technology description and information ﬂows
Forensic DNA phenotyping commences with the acquisition of genetic material. This material is generally gathered by swabbing or
sampling material at a crime scene. The genetic sample is then analysed,
creating genetic information in analogue or digital form. This raw genetic
information is then interpreted and distilled into information for comparison purposes (in the form of a genotype) or for forensic DNA phenotyping, interpreted and represented graphically, diagrammatically or
as predictive statements.
At times, the sample will contain genetic information from more
than one person. This could include an intimate swab from a victim,
which includes genetic material from both the victim and the suspect.
In the context of forensic DNA phenotyping, at least up until the point
when a victim’s genetic information can be compartmentalised, they
would maintain a personal privacy interest in genetic information, the
exploitation of which is not intended to identify attributes about them.
4.1. How is the genetic information collected?
Informed consent in relation to access to an individual’s genetic
material can raise ethical, scientiﬁc and technical issues [16,40]. Genetic samples can come into law enforcement possession in several
ways (see Table 2), including voluntarily but also from abandoned DNA
or from material coercively obtained from suspects and oﬀenders in
accordance with legislative powers.
Donors consent to the collection of their DNA only in limited circumstances. In doing so, there is often a power imbalance between the
state and the donor [12]. Questions concerning consent have seldom
become key issues in criminal proceedings using current identity-focused DNA technology, as the use is generally limited to identiﬁcation
purposes. Given that Forensic DNA Phenotyping requires more intrusive analysis, if a court were to consider consent from a privacy
perspective, it may well be construed narrowly. This is similar to diagnostic medicine, where any ambiguity in patient consent would likely
be interpreted as extending only to analysis reasonably necessary to
provide eﬀective diagnosis and treatment [23].
4.2. What genetic information is being held?
MPS technology provides highly granular genetic information, at
the base pair level, at selected targeted regions of an individual’s DNA.
The technique can analyse any fraction of the human genome and

generates a signiﬁcant amount of data for each sample processed,
particularly compared to current forensic DNA analysis employing capillary electrophoresis. In Australia, genetic information is ‘sensitive
information’, and is further restricted as to secondary use [45]. The
European Union deﬁnes information about an individual’s health status
as ‘data concerning health’ [46]. The United States makes no such
distinction, although the requirement on agencies to ‘maintain in its
records only such information about an individual as is relevant and
necessary to accomplish a purpose of the agency’ will be relevant in a
genetic privacy context [36]. A similar requirement applies in Japan,
stipulating that agencies ‘may retain Personal Information only when
the retention is necessary for performing the aﬀairs under its jurisdiction provided by laws and regulations’ [47]. In the selected sample
jurisdictions, the information being collected would constitute information that attracts the protection of relevant privacy laws.

4.3. Analysis and access to genetic information
While a laboratory introducing MPS would need to map their internal information ﬂows to determine an optimal balance between
privacy concerns and eﬃcient access to laboratory data, the actual laboratory workﬂows associated with forensic DNA phenotyping are
unlikely to be signiﬁcantly diﬀerent to existing DNA analysis for
identiﬁcation purposes. The quantum of data would be greater and,
from a privacy perspective, its potential to reveal personal or sensitive
information about the donor is increased.
Privacy requirements concerning data security and disclosure
therefore need to be more robust when dealing with forensic DNA
phenotyping.
The resulting probabilistic phenotype predictions, in the form of a
written, graphical or illustrative representation of BGA and/or EVC,
also have privacy implications. The provision of information on likely
appearance would appear consistent with similar collection of eyewitness evidence. However, where either BGA or EVC prediction, or a
combination, allows investigators to infer possible community or cultural ties, and if this intelligence is used as the basis to undertake further searches, these additional searches could raise Fourth Amendment
constitutional issues in the United States [12,48]. This would particularly apply where the genetic information identiﬁes a particular community group, or excludes other groups, but does not suﬃciently individualise suspects within that population. The use of genetic markers
to identify health information, such as that a donor may suﬀer a
medical condition requiring a speciﬁc prescribed medication, will be
discussed later.

Table 2
Possible sources of genetic information and their status under selected privacy laws.
Source of sample from which genetic
information derived

Donor identiﬁed or
reasonably identiﬁable

Donor consent
obtained

Derived genetic information is…
personal information
(Australia)

personal data
(European
Union)

a privacy
record
(United
States)

DNA phenotyping adds
value to forensic
investigation

Crime scene sample
closely associated with an individual (e.g.
blood stain believed to be from suspect
in custody; victim of crime)
unknown origin

Yes

In some cases

Yes

Yes

No

No

No

No

Not until identiﬁed

Not until
identiﬁed

Not until
identiﬁed

Yes

Yes
Yes

Yes
No

Yes
Yes

Yes
Yes

Yes
Yes

No
No

Reference sample
obtained voluntarily
obtained coercively
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4.4. Other information sharing
The specialised nature of forensic DNA phenotyping will likely encourage laboratories to oﬀer testing to other organisations through a
service-based approach. Whether as part of broader inter-laboratory
cooperation or on a fee-for-service basis, it is therefore possible that
samples or genetic information may be transferred between government laboratories, or between government and private sector laboratories.
While an outsourced forensic model does not, of itself, raise inherent privacy concerns if properly managed, there is the potential for
genetic information to be diverted into research programs or be transferred insecurely between organisations. Medical and diagnostic testing
has had to grapple with similar issues and have established relevant
guidelines that could assist forensic laboratories considering an outsourced model [49].
Transnational movement of samples and genetic information can
also be anticipated. There are requirements in most privacy laws with
respect to international transfer of personal information or personal
data [45,46]. The European Council adopted a resolution in 2001
concerning transnational DNA results which, in part, encourages only
the transfer of ‘chromosome zones containing no genetic expression’
(i.e. identity markers) [50].
4.5. Withdrawal of consent
As previously noted, DNA phenotyping of samples of known origin
adds no forensic value. However, at times, issues of withdrawal of
consent can apply, particularly when samples are later identiﬁed
through comparison with reference DNA.
Withdrawal of consent by the donor of a genetic sample would
likely raise more privacy concerns and sensitivities in the context of the
potential use of forensic DNA phenotyping than traditional DNA analysis. The Oﬃce of the Australian Information Commissioner [51] notes
that voluntary consent can be withdrawn at any time. Japanese privacy
law allows for suspension of use in certain circumstances [47]. While an
individual volunteering genetic information may withdraw their consent at any time, the practical eﬀect of that withdrawal may vary depending on other legislative, judicial or policy considerations.
There is potential for someone who volunteered a reference DNA
sample, perhaps a victim or witness, to later seek to withdraw consent
on the basis of concern that the reference sample could be used to reidentify their genetic information collected at a crime scene and possibly already subjected to MPS analysis. In considering the privacy requirements, laboratories must be mindful of public trust. While destruction of a voluntary sample may not always be feasible, or legally
required, laboratories will need to be sensitive to this aspect in the
context of broader public debate about genomics and genetic privacy.
4.6. Access to personal information
Privacy laws frequently provide a right of access to an individual’s
own personal information or records. [36,45–47] In the case of forensic
DNA phenotyping, a right of access would be exercised when a donor
seeks to obtain a copy of any genetic information or resulting predictive
phenotype reports relating to them as donor of that genetic material.
Responding to a speciﬁc request from an individual for a copy of
their genetic information would not ordinarily raise privacy concerns.
The United States Armed Forces DNA Identiﬁcation Laboratory, by way
of example, provides a simple one-page form for family members to
request a copy of their mitochondrial DNA sequence after analysis.[52]
Laboratories have a corresponding duty to maintain security of personal
information, however. Workﬂow analysis, in a PIA context, must balance making information accessible and securing sensitive information
against unauthorised access or disclosure.
Donors could also become aware of genetic information in other
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ways in the course of the use of probabilistic phenotype prediction. This
may result in the individual becoming aware of health information. If a
forensic laboratory undertook phenotype prediction speciﬁcally looking
for health information, so as to undertake particular investigative lines
of enquiry, it would be reasonable to assume the donor could ultimately
become aware of that information.
For example, consider an individual who provided a voluntary DNA
sample (with informed consent) only to later learn police were looking
for an individual matching their physical appearance who was likely
taking a certain medication for a debilitating genetic condition? It may
be that this represents the ﬁrst time the individual becomes aware that
they carry the gene sequence predisposing them to that condition. Does
the ‘right to know’ or ‘right not to know’ for this person of interest diﬀer
if they were not involved in any crime, but had merely deposited genetic material at a certain location, where a crime later occurred; if they
were a suspect later exonerated; or if they were a suspect ultimately
convicted? Should laboratories pro-actively notify individuals of health
information, if they become aware of it as a result of forensic DNA
phenotyping?
The ‘right not to know’ is ascribed in the Universal Declaration on
the Human Genome and Human Rights [50]. In considering the privacy
implications of the use of probabilistic phenotype prediction, the likelihood of an individual becoming aware of health information through
a criminal investigative process must be considered and balanced
against the law enforcement beneﬁts of exploiting such technology.
A more vexed issue is that it is possible that predictive markers, or
any markers for that matter, thought to be informative only for BGA or
EVCs will later be found to be health informative. An individual who
has either speciﬁcally requested, or otherwise obtained, genetic information arising out of forensic analysis, could inadvertently become
aware of health informative associations years later.
Lunshof et al. [18] challenges the absolutes with respect to consent
or privacy in a genetic context, instead highlighting an approach based
on risk. Informing individuals requesting copies of their genetic information that the document they are seeking may contain information
that is health predictive, or will one day be health predictive, can assist
in a more sophisticated access regime for personal information. Providing information as to the risk or likelihood of that occurring would
further assist the individual to make their own decision as to whether
they wished to exercise what is often a legal right of access to their own
personal information.
Concern may also be raised about any obligation on a laboratory to
self-initiate disclosure of personal information to an identiﬁed donor,
should the laboratory form the view that it does contain information
relevant to that individual’s health status or treatment [50,53]. A
scheme that foreshadowed proactive release would need to consider the
‘right not to know’ and potentially any need for genetic counselling to
ensure informed consent, potentially years before the information was
known to be health informative.[14] An alternative approach is to
appropriately explain to individuals, at the point of reference sample
collection, that should the reference sample link to a crime scene
sample which – now or in the future – is shown to contain predictive
information, there would be no proactive disclosure of that information
to the donor.
4.7. Anonymity/Pseudonymity
Privacy laws in Australia include a speciﬁc requirement for entities,
where practical, to engage with individuals who wish to remain
anonymous or to adopt a ﬁctitious name or title. [45].
In the context of crime scene samples of unknown origin, the very
aim of forensic analysis is to attribute identity to the sample. A forensic
laboratory’s responsibilities within the criminal justice system would
generally prevent it from knowingly allowing other individuals, such as
victims of crime, to provide DNA anonymously or under a pseudonym,
such that their real identity was not known.
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5. Privacy risks and mitigation strategies
One approach, yielding the highest privacy safeguards, is to restrict
initial forensic DNA analysis to identity markers compatible with
CODIS or similar DNA databases, eﬀectively entrenching current DNA
technology as a ‘baseline’ test. Predictive phenotyping would only be
permitted:
1. When analysis of DNA identity markers, and subsequent comparison
against DNA databases, yields no results; or
2. In a small number of cases where there is insuﬃcient genetic material to ensure that a second sample could be derived and run. In
such cases, identity marker analysis and forensic DNA phenotyping
could run concurrently (and, in many cases, on the same technology
platform).
Given the high percentage of cases where the victim and oﬀender
are known to each other, and where phenotyping would present no
obvious advantage over traditional DNA analysis, such an approach
oﬀers a high level of inherent privacy by design. [38,54]
In considering the privacy aspects of this approach, an evaluation of
privacy concerns must also consider whether de-identiﬁed genetic information may one day be re-identiﬁed. This tends to put genetic information into an unusual, although not unique, category when dealing
with de-identiﬁed personal information. Whether by investigative action, or other means such as data aggregation and re-identiﬁcation, it
may be possible to one day attribute unknown genetic information
obtained from a crime scene to an individual [55].
A privacy compliant approach must therefore build in an assumption of re-identiﬁcation, so that genetic information of unknown origin
is accorded the same level of security and used solely for its primary
purpose of collection: establishing the donor’s identity as an investigative lead.
5.1. New genetic markers
As previously discussed, a PIA would be incomplete if it did not
consider the strong likelihood that technology – and particularly MPS
assays – will evolve over time. Individual laboratories may have little
control over additional markers added by the instrument manufacturers
in future.
From a privacy perspective, it is important to consider what processes should apply when new testing capabilities are made available,
and how to ensure that privacy intrusion is considered against any
perceived investigative beneﬁt. There may be a temptation to provide
as much information about an unknown crime scene sample to investigators as possible. However, this could result in undermining
public conﬁdence in the capability, raising concern amongst individuals
and perhaps resulting in a decrease in their willingness to cooperate
with police investigations [12]. This may well be the case if, as could
reasonably occur, it is later found that the crime scene sample was
deposited not by a suspect but by an innocent passer-by, then subject to
intensive and intrusive genetic analysis. In the United States, analysis of
discarded genetic material does not generally raise Fourth Amendment
concerns [12]. However, the absence of appropriate safeguards and the
likelihood of re-identiﬁcation of samples could give rise to argument
that it amounts, in some cases, to an unreasonable search. There are
very real policy beneﬁts, therefore, in ensuring that privacy safeguards
are maintained [20].
Privacy considerations also extend to the processes around reporting information derived from forensic DNA phenotyping to police
investigators. This issue becomes increasingly sensitive if that reporting
extends beyond predicting BGA and EVC. It is possible to imagine a ‘life
and death’ situation where investigators require full exploitation of
genomic information from a crime scene sample to provide a timecritical, comprehensive intelligence brieﬁng. In these instances, the best
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balance could be struck by forensic scientists working closely with investigators to ensure that genetic information is understood in its predictive context and as part of the totality of the evidence. Police and
forensic scientists must be critically aware of the potential for forensic
DNA phenotyping, like other forms of forensic evidence, to mislead if
not considered in context [56].
A viable safeguard against privacy intrusion and scope creep, but
equally valuable in guarding against the inadvertent misdirection of
police resources away from the real oﬀender, would be establishing a
group of senior police oﬃcers and forensic scientists, similar to an
ethics board, to authorise release of less reliable or privacy intrusive
predictive information on a case by case basis. Such an approach would
ensure that the likely investigative beneﬁt is clearly weighed against
the privacy implications, particularly as the technology matures. Such a
group could ultimately make recommendations as to appropriate
guidelines or standards, together with stakeholders with interest in law,
governance, regulation, privacy and ethics.
While it may not be feasible to include external experts routinely if
decisions are being made on speciﬁc ongoing investigations, relevant
agencies should involve such individuals as well as drawing from the
medical science community, when formulating more enduring guidelines for the use of predictive phenotyping for law enforcement.
5.2. Wider use of genetic markers
A strictly limited approach to the use of genetic markers has several
shortcomings. As Murphy [54] explains, most crimes occur between
people who know each other. A sizeable proportion of DNA samples
processed each year by crime laboratories are reference buccal swab
samples from known individuals. As such, the limited approach assumes laboratories are willing to ignore potential economies of scale
from using phenotyping for a broader range of samples. Such use may
ultimately reduce the processing time and cost of DNA analysis, removing any requirement to re-analyse samples, and thereby fulﬁlling
other public policy beneﬁts.
Privacy concerns could arise with a broader adoption of forensic
DNA phenotyping, including the potential for the MPS technology base
to be used for both crime scene and reference samples. Table 3 outlines
the various source of genetic samples, and how they may interact with
various legislative privacy frameworks. If a laboratory elected to use
forensic DNA phenotyping on a wider range of samples than crime
scene samples of unknown origin, Table 3 also outlines how the status
of the personal information or data may change.
Given these factors, it would likely be necessary to consider options
to further mitigate privacy risks. This is consistent with the necessity
and proportionality factors outlined previously.
Demonstrating a strong and robust mitigation strategy for privacy
risks associated with genetic information held by law enforcement will
help to counter arguments for legislation governing the use of phenotype markers [57]. Moreover, any privacy assessment must consider
whether such expansive use is consistent with the consent given by
donors, and with coercive arrangements for DNA collection from suspects and convicted oﬀenders.
5.3. ‘Masking’ or encrypting personal information
If not strictly limiting DNA analysis to identity markers compatible
with CODIS or similar DNA databases, one approach to protecting
personal information gained from phenotype markers – not presently
relevant to an investigation – would be to mask or encrypt the data, and
to reveal it only as investigative priorities dictate. The concept of encrypting genetic information is being considered across a number of
health care applications [58,59].
An ideal implementation of this safeguard would see an MPS platform deliver results that are partially obfuscated to the scientist, as illustrated in Table 4.
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Table 3
Sources of DNA and EVC/BGA priority for analysis.
Source of sample from which
genetic information derived

Personal information/
data/privacy record at time
of ﬁrst analysis

Result of database checks
against reference DNA
proﬁles

Phenotype relevant to
case after database
search

Personal information/
data/privacy record, if
phenotyped

Personal information/data/
privacy record, if
subsequently identiﬁed

Yes

Probabilistic Match
No Match

Not relevant
Not relevant

Yes
Yes

Already identiﬁed
Already identiﬁed

No

Probabilistic Match
No Match

Not relevant
Relevant

Yes
No

Already identiﬁed
Yes

Yes
Yes

Not Applicable
Not Applicable

Not relevant
Not relevant

Yes
Yes

Already identiﬁed
Already identiﬁed

Crime scene sample
closely associated with an
individual (e.g. blood stain
believed to be from suspect in
custody)
unknown origin

Reference sample
obtained voluntarily
obtained coercively

Table 4
Partially obfuscated analysis results.
Identity markers

BGA

EVC

Health prediction

Available

Not available

Not available

i

Not available

i

Table 5
Unlocking BGA and EVC data after no criminal database match using identity markers.

Identity

BGA and EVC

Health prediction

Other markers

Available

Not avai lable

Not available

markers

No match

I

Key J

~

i

i

I

If analysis results in a full set of identity markers, uploading those
markers to the unsolved crime scene index of a national DNA database,
and returning no matches, could instead return an encryption key allowing the scientist to unlock all or a portion of the remaining genetic
data, as illustrated in Table 5.
Such an approach, while providing a high degree of privacy protection and being consistent with accountability considerations, would
require technical cooperation between laboratories, MPS manufacturers
and administrators of DNA databases such as CODIS.
A hybrid model could be implemented within a laboratory by segmenting data and making the full genetic output available only to selected laboratory technicians. In a similar way, the technician could
unmask the data, providing supplementary information to forensic
scientists and, by extension, investigators. Tightly controlling and auditing the access to genetic information from an MPS platform is, in any
event, highly desirable in any privacy-compliant implementation. Such
a hybrid approach is also advantageous in that raw machine output is
still available to laboratory staﬀ responsible for the MPS platform, for
quality assurance and related purposes.
This is not entirely dissimilar to the approach proposed by the
United Kingdom Commissioner for the Retention and Use of Biometric
Material to develop a ‘logical’ database separation of previously siloed
data, under appropriate governance and privacy safeguards [60]. The
common element of these approaches is the use of technology to provide an overlay or safeguard to help manage access to personal information.
5.4. Information security, de-identiﬁcation, re-identiﬁcation and deletion
A privacy assessment must carefully consider information security
and security infrastructure requirements. With limited consent and, in
some possible cases, coercive collection of DNA, the implications of loss

or misuse of genetic data would be severe [16]. Appropriate safeguards
should be implemented to ensure access to genetic data is limited, and
that the possibility of unauthorised access is minimised.
While commentators such as Kitchen [61] have suggested that police DNA databases will likely expand to include phenotype information, such an outcome appears unlikely, at least in the context of disaggregated genetic information. The sharing between policing agencies
of BGA and EVC predictions, in the form of an intelligence report, could
be beneﬁcial in identifying repeat oﬀenders across diﬀerent cases and
jurisdictions. For example, one case may involve DNA evidence (generating BGA and EVC information about a suspect who was likely to be
of European background with green eyes and brown hair) and another
case in a neighbouring jurisdiction may have no DNA evidence but an
eyewitness who identiﬁed a person with those attributes. Coupled with
other investigative information, such as a common modus operandi, it
may be possible for investigators to hypothesise that the same oﬀender
may be linked to both cases.
However, such intelligence sharing does not require phenotype
markers to be included in any criminal database. Intelligence in the
form of phenotype markers is only useful in so far as it leads investigators to a suspect who could then obtain a conventional DNA
proﬁle (using identity markers) from the suspect for comparison with
database records and/or crime scene biological evidence. Phenotype
markers add nothing of investigative value to existing national DNA
databases of identity markers. Identity markers are suﬃcient to link a
crime scene to another crime scene, or a suspect to a crime scene.
Sharing of genetic information would only appear to be beneﬁcial to
aid in future research collaboration, such as to help identify new phenotype traits and thereby improve the capabilities of an MPS platform.
It is already routinely used for this purpose where voluntary donation of
DNA with informed consent for research is governed by the requirements of institutional ethics committees and scientiﬁc journals where
the Helsinki Declaration is generally accepted as a minimum standard
[62]. It has been suggested that uploading crime scene samples from
cases with clearly identiﬁed suspects amounts to a ‘backdoor’ to coercive collection requirements. The erroneous upload of victim proﬁles
has also been documented [12]. This would suggest that quite robust
information security practices should be implemented to safeguard
genetic information, irrespective of the platform used for analysis.
The separation of genetic information from research samples, necessary for validating and for enhancing MPS capabilities, from data
derived from criminal investigations would be an appropriate privacy
safeguard. The consent arrangements around the collection of genetic
information for those purposes can be signiﬁcantly distinct from those
that apply to research samples (Table 6).
Privacy legislation often relaxes information security requirements
when dealing with ‘de-identiﬁed’ personal information or data, in some
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Table 6
Types of sample donors and primary purpose of collection.
Sample donor

Primary purpose
for collection

Likely to be aware
of genetic privacy
implications

Would consent
be valid for
research
purposes?

Victim of crime
Bystander
Suspect–volunteer
Suspect–coercive
Research participant
Laboratory employee

Elimination
Elimination
Comparison
Comparison
Research
Elimination or
Research

No
No
No
No
Yes
Yes

Possibly not
Possibly not
Possibly not
No
Yes
Yes

cases relaxing the purposes for which the data can be used [35,36,46].
The Federal DNA Identiﬁcation Act of 1994, as an example, makes it
lawful for the FBI to allow very limited access to de-identiﬁed genetic
information from their national DNA database for purposes such as
population statistics or research [12].
However, there is a growing consensus that de-identiﬁcation is a
privacy enhancement and not a panacea [40]. As Anderson [63] explains, a surprisingly small amount of personal information is needed to
re-identify supposedly anonymous personal data: Anderson’s research
showed that 87 per cent of Americans could be uniquely identiﬁed
using just three pieces of information. Angrist [64] described work
undertaken at the Massachusetts Institute of Technology to demonstrate
re-identiﬁcation of previously anonymised genetic proﬁles. Other
commentators demonstrated similar results [65,66]. Law enforcement
samples may be even more susceptible, given that – unlike an online
genetic database − an adversary could make certain assumptions that
an individual (such as a prominent suspect) are more likely to be within
a given dataset.
Stanford University researchers recently demonstrated that it was
possible, in a high proportion of cases, to re-identify genetic information associated with forensic DNA phenotyping by cross-referencing
with identiﬁcation markers (short tandem repeats) [67]. Of particular
note, it was unnecessary to have an actual overlap of genetic information to use as a data linkage. Such a data linkage (for example,
post code and age cross-referenced to name and date of birth) is the
more common means of successfully re-identifying disparate data
holdings [63].
Commentators such as Culnane et al. [68] and Mittelstadt and
Floridi [40] have discussed options to criminalise the re-identiﬁcation
of anonymised data, an approach recently proposed in Australia with
respect to certain government datasets [69].
A forensic laboratory releasing de-identiﬁed genetic data could
therefore quite easily ﬁnd itself in a situation where a re-identiﬁcation
attempt was successful. The familial aspect of genetic information adds
further privacy risks [70].
De-identiﬁcation, however, can still be a useful mechanism for enhancing privacy. The separation of reference DNA proﬁle information
can usefully create a data silo, where an inadvertent or malicious data
spill either results in the release of names, or genetic information, but
not both. The siloing of genetic information has been proposed by
Humbert et al. [65] with potential application across a range of biomedical and public databases. While released information could still be
re-identiﬁed, or could aid in re-identiﬁcation of other publicly available
genetic information, this would require both a data spill and a second
deliberate, malicious step.
De-identiﬁcation of genetic information may also be a legislative
requirement for certain samples. For example, in Australia, forensic
DNA proﬁles must be deleted or permanently de-identiﬁed in certain
circumstances [71]. Given the risk of re-identiﬁcation is demonstrably
higher when dealing with predictive DNA, a laboratory may need to err
on the side of actual deletion of genetic data, where possible.

The extent to which this is feasible depends on information ﬂows
through each laboratory system. It should be noted that the physical
destruction of data is a particularly diﬃcult task, given the way modern
computer systems operate and the necessary backup regimes. A privacy
assessment would need to consider whether reasonable eﬀorts to delete
data from a laboratory’s operational systems are suﬃcient, when coupled with policies that would prevent inappropriate access to deleted
data, and note that there is a residual privacy risk if, for example, a
decision was made to restore a backup tape to access previously deleted
genetic information.
6. Conclusion
We have attempted to examine the context underpinning a PIA for
forensic DNA phenotyping. We explain the role that the PIA process can
play, as a contributor to ensuring legal compliance but also engaging
with the broader issues of public trust and conﬁdence in forensic DNA.
A thorough and thoughtful PIA will signiﬁcantly strengthen any implementation of new technology in a forensic setting, particularly
where there is a ﬂow-on eﬀect on individual privacy.
The article then goes on to draw out some of the key areas, within
the construct of a model PIA or ‘straw’ policy. By ensuring careful
consideration of information ﬂows, consent and future applications, a
robust privacy framework can be developed around this new technology.
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Chapter 5 : Outsourcing and crowdfunding forensic
genomics
5.1 Aim
This component of the research considers newer applications of forensic genomics,
from a number of standpoints. It aligns with Research Aims 1 and 3 in providing both
a legal and policy context as well as discussing the operational deployment of one
component of forensic genomics, forensic genetic genealogy.
This research incorporates a commentary piece published shortly after the
first successful mainstream operational use of forensic genetic genealogy, the
Golden State Killer case. This article was adapted and expanded from an earlier
commentary piece published in The Conversation (Scudder & McNevin 2018):
Scudder, N, Robertson, J, Kelty, SF, Walsh, SJ & McNevin, D 2018, ‘Crowdsourced
and crowdfunded: the future of forensic DNA?’, Australian Journal of Forensic
Sciences, pp. 1-7, <https://doi.org/10.1080/00450618.2018.1486456>
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5.2 Background
5.2.1 Just add data
‘This isn’t really a DNA story ... It’s a story about data’ states Elizabeth Joh of
the University of California Davis in an interview with Ford (2018). The development
of forensic genetic genealogy required developments in high-density DNA analysis,
capable of making predictions about common ancestors (Phillips, Chris 2018). It then
relies on fast and efficient access to genealogy records, either government or
commercial, to enable genealogists to predict which related individuals could have
been the donor of a sample obtained at a crime scene.
The process of forensic genetic genealogy will be further explored in Chapter
6. A relatively simple example can be found in the case of the ‘Buck Skin Girl’, a
murder victim found near Troy, Ohio in 1981. The victim was wearing a distinctive
jacket but, despite the best efforts of law enforcement, could not be identified and
was buried in a ‘Jane Doe’ grave.
As Seth Augenstein explains: ‘After decades of work, and hundreds of leads,
it was two experts at their computers, in the middle of the night, who cracked the
case’ (Augenstein 2018b). The volunteers, Colleen Fitzpatrick and Margaret Press,
crowdfunded to undertake whole genome analysis of the remaining evidence - an
unrefrigerated vial of blood. After running specific algorithms across the genetic data
to make allowances for incomplete results from the degraded sample, they uploaded
the file to a public genealogy site called GEDmatch (Larkin 2018). GEDmatch simply
compared particular lengths of DNA, looking for shared components, before
recommending other users who were potentially related. The volunteers reviewed
the closest matches, speculating that one could be a close cousin.
It is at this point that the second component of data aggregation is important.
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Switching to a major online genealogy site, they looked up that user’s family tree.
Almost immediately, they found that the user had marked a first cousin once
removed in their family tree as ‘Death-Unknown. Missing-Presumed Dead’. While
confirmatory DNA testing of immediate family was required, a 37-year mystery had
all but been solved.
Not all cases are this straightforward. The Golden State Killer case took
thousands of hours of investigative and expert time to sufficiently narrow the suspect
pool using this technique, before further confirmatory testing of the suspect could be
contemplated (Kneeland 2018).
This research maps out some of the operational successes. It also provides
commentary on the unusual approach adopted in these cases: the use of genealogy
experts and, in the case of Fitzpatrick and Press, crowd-sourcing the funds needed
to undertake the genetic analysis on the unidentified human remains. But, as
Fitzpatrick has explained, the central theme is data analysis. Genetic data can adapt
and learn from Big Data approaches, particularly in treating degraded samples as a
data loss problem (McCabe 2019).
The research also highlights an earlier case, the murder of Angie Dodge,
where the use of Y-chromosome analysis in a genetic database identified a suspect
at 34 out of 35 markers. The individual was ultimately eliminated as a suspect, but
his story provides a cautionary tale about the potential for the general public to
misunderstand the genetic relatedness test results and implicate the innocent (Clark
2017; Hall 2016).

5.2.2 Operational successes
Erlich et al undertook a study of the operational use of forensic genetic
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genealogy over a period of approximately six months following success in the Buck
Skin Girl case (Erlich, Shor, Pe’er, et al. 2018). They list a total of 13 cases in that
period, where human remains or a suspect have been identified using the technique.
Table 5.1: Successful operational use of forensic genetic genealogy – Apr to Aug 2018

No

Case

1

Marcia L King
(deceased;
“Buck Skin Girl”)
Joseph James
Deangelo
(arrestee,
“Golden State
Killer case”)
Lyle Stevik
(deceased)
William Earl
Talbott II
(arrestee)
Joseph Newton
Chandler III
(deceased)
Gary Hartman
(arrestee)
Raymond “DJ
Freez” Rowe
(arrestee, guilty
plea)
James Otto
Earhart (suspect,
since deceased)
John Dale Miller
(arrestee, guilty
plea)
Matthew
Dusseault
(arrestee)
Spencer Glen
Monnett
(arrestee)
Darold Wayne
Bowden
(arrestee)

2

3
4
5
6
7

8
9
10
11
12

When
Type of
arrested/identified investigations
April 2018
Unidentified
human remains
April 2018

Criminal
investigation

May 2018

Unidentified
human remains
Criminal
investigation

May 2018
June 2018

Unidentified
human remains

June 2018

Criminal
investigation
Criminal
investigation

June 2018

June 2018

Criminal
investigation

July 2018

Criminal
investigation

July 2018

Criminal
investigation

July 2018

Criminal
investigation

August 2018

Criminal
investigation

Source
Erlich, Shor,
Pe’er, et al.
(2018)
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No

Case

13

Michael F
Henslick
(arrestee)

When
Type of
arrested/identified investigations
August 2018
Criminal
investigation

Source

Table 5.1: Successful operational use of forensic genetic genealogy – Apr to Aug 2018

The technique has continued to be applied operationally over the ensuing sixmonth period to March 2019, with a further 29 cases located from media reports.
These cases are exclusively from the United States, and in each case commercial
vendors played a key role in providing local agencies with the necessary expertise.
Table 5.2: Successful operational use of forensic genetic genealogy – Sep 2018 to Mar 2019

No
14
15
16
17
18

19
20

21
22

Case

When
Type of
arrested/identified investigation
“Sheep Flat Jane September 2018
Unidentified human
Doe” (deceased,
remains
name withheld)
Marlon Michael
September 2018
Criminal
Alexander
investigation
(arrestee)
Luke Edward
September 2018
Criminal
Fleming
investigation
(arrestee)
Roy Waller
September 2018
Criminal
(arrestee)
investigation
Robert Eugene
Brashers
(suspect, since
deceased)
Michael Wayne
Devaughn
(arrestee)
Edward Keith
Renegar
(suspect, since
deceased)
Jerry Lee, Sr.
(arrestee)
Benjamin Lee
Holmes, Jr.
(arrestee)

Source
DNA Doe Project
(2019a)
Moore, J and
Murillo (2018)
Munoz (2018)
Greytak, Moore
and Armentrout
(2019)
Gross, LaFleur
and Cavallaro
(2018)

October 2018

Criminal
investigation

October 2018

Criminal
investigation

Associated Press
(2019)

October 2018

Criminal
investigation

Hale-Shelton
(2018)

November 2018

Criminal
investigation
Criminal
investigation

Hansen (2018)

November 2018

Cutway (2018)
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No

Case

23

“Anaheim Jane
Doe” (deceased,
name withheld)
Fred Lee
Frampton Jr.
(arrestee)
David Aaron
Mabrito (suspect,
since deceased)
John Arthur
Getreu (arrestee)
“Alfred Jake
Fuller”
(deceased, name
withheld)
Christopher
Quinn Williams
(arrestee)
Jerry Lynn Burns
(arrestee)
“Lavender Doe”
(deceased, name
withheld)
William L. Nichols
(suspect, since
deceased)
Kevin Konther
(arrestee)
Zachary Aaron
Bunney (arrestee)

24
25
26
27

28
29
30
31
32
33
34
35
36
37
38
39

John Clinton Doe
(deceased, name
withheld)
James Neal
(arrestee)
Jerry Walter
McFadden
(arrestee)
Robert Whitt
(deceased)
Darlene Wilson
Norcross
(deceased)
Thomas Garner
(arrestee)

When
Type of
Source
arrested/identified investigation
November 2018
Unidentified human DNA Doe Project
remains
(2019a)
November 2018

Criminal
investigation

Belt (2018)

November 2018

Criminal
investigation

Augenstein
(2018d)

November 2018

Criminal
Salonga (2018)
investigation
Unidentified human DNA Doe Project
remains
(2019a)

December 2018

December 2018

Criminal
investigation

December 2018

Criminal
Shapiro (2018)
investigation
Unidentified human DNA Doe Project
remains
(2019a)

January 2019
January 2019

Criminal
investigation

January 2019

Criminal
investigation
Criminal
investigation

January 2019
February 2019
February 2019
February 2019
February 2019
March 2019
March 2019

Fiedler (2018)

Greytak, Moore
and Armentrout
(2019)
Whitcomb (2019)

Greytak, Moore
and Armentrout
(2019)
Unidentified human DNA Doe Project
remains
(2019a)
Criminal
investigation
Criminal
investigation

O'Keefe (2019)
KLTV (2019)

Unidentified human Wray (2019)
remains
Unidentified human Pack and
remains
Graham (2019)
Criminal
investigation

Kelly, Fernandez
and Tutten (2019)
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No

Case

40

Anne Marie
Lehman
(deceased)
Kenneth Earl Day March 2019
(suspect, since
deceased)
Coley McCraney March 2019
(arrestee)

41
42

When
Type of
Source
arrested/identified investigation
March 2019
Unidentified human Hammock (2019)
remains
Criminal
investigation

Peetz (2019)

Criminal
investigation

Gearty (2019)

Table 5.2: Successful operational use of forensic genetic genealogy – Sep 2018 to Mar 2019

Of the 31 reported cases where forensic genetic genealogy was used to
identify a suspect, six cases involved suspects who died prior to being interviewed or
charged by law enforcement and a further two are known to have entered a guilty
plea. The remaining 23 cases are yet to go to trial. As such, the question of legality
and United States constitutional issues are yet to be subjected to legal scrutiny.
Forensic genetic genealogy is increasingly being offered in conjunction with
EVC/BGA prediction by several commercial vendors (Augenstein 2019a). Almost all
the operational successes to date relate to cold cases, where other leads have been
exhausted. There is potential for the technique to be used for current cases, where a
resourcing choice must be made between forensic genomic capabilities and other
investigative or forensic options. Such a development, and the related policy and
ethical challenges, will be discussed further in Chapter 6.
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even more so when combined with a comparison of genetic
relationships. This intelligence-gathering process has led to occasional false leads, and its use also risks a public backlash, similar to
concerns over Cambridge Analytica. A cautious approach to use of
this technique is therefore warranted.
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‘Data! Data! Data!’ he cried impatiently. ‘I can’t make bricks without clay.’
(Sherlock Holmes; The Adventures of Sherlock Holmes, 1892, A.C. Doyle,)

Forensic DNA analysis has, for 30 years, provided an invaluable tool for law enforcement. The ability to compare DNA from a crime scene with a suspect, or the DNA from
recovered human remains with that of a close family member, has revolutionized
forensic science.1 Traditional forensic DNA analysis is dependent on the match – the
known and the unknown. Expand the number of known proﬁles, and the likelihood of a
match with an unknown increases.
As law enforcement moves beyond its own data holdings to publicly available
genetic information, this is where forensic use of DNA has entered a larger discussion
around ‘Big Data’.2 We have entered an era where there is a signiﬁcant repository of
publicly-accessible genetic data. The usefulness of these data is further increased by
family links and the ability to overlay family genealogy records. Some commentators
have compared this DNA data mining potential to the ethical issues raised by the recent
trawling of Facebook data by political consulting ﬁrm Cambridge Analytica.3
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Suspect identiﬁcation
When Joseph James DeAngelo was arrested in California in April 2018 over a series of
30-year-old murders and assaults, attention quickly focused on how the suspect was
found. In their search for the so-called ‘Golden State Killer’, police searched a public
database that people use to compare sections of DNA with other individuals. This
approach reportedly took months, involved police and consultant genealogists tracing records back to the suspect’s great-great-great grandparents, and then building
25 family trees forward to the present day, eventually narrowing in on a single
suspect.4–6
However – as anyone who has attempted to trace their family tree would know –
such a process is not for the faint-hearted. It is complex and diﬃcult, prone to error and
misinterpretation. Family trees have been described as more like ‘entangled meshes’.7
The use of public genealogy records adds an extra dimension to familial DNA matching,
a technique used as early as 2003 in the United Kingdom and which attracted public
attention in the ‘Grim Sleeper’ case in California in 2010. In that case, police had a partial
match to a DNA proﬁle in a law enforcement database, identifying an immediate family
member as the suspect.8,9
The potential to traverse genetic proﬁles from a cross-section of the population
certainly recasts some of the criticism of familial DNA matching as being restricted to
law enforcement databases which – for socio-economic reasons – generally have a
higher representation from minority groups.10 Forensic genetic genealogy, with its
reliance on fee-for-service analysis, potentially skews in the opposite direction – towards
families with a higher disposable income.

Identifying human remains
Marcia King was murdered in 1981 before the advent of forensic DNA analysis. Her
unidentiﬁed body was buried in a ‘Jane Doe’ grave, with only exhibits – including a vial
of blood – retained by police. Over nearly four decades investigators exhausted all leads
in attempting to identify the ‘Buck Skin Girl’, named for the type of jacket she was
wearing when found dumped near a road in Ohio in the United States. Police had
successfully developed a DNA proﬁle for her but there was no match with law enforcement or missing person DNA holdings.11
In 2018, the DNA Doe Project – a charity group formed in 2017 to apply forensic
genetic genealogy to unsolved missing person cases – agreed to work with law enforcement on the case. Applying a ‘crowd-funding’ approach, where the team appealed for
public donations, the charity funded whole genome sequencing of a sample from the
remaining blood. While the genetic analysis was only partially successful, it produced
signiﬁcant amounts of genetic data consistent with the markers used by direct-toconsumer genetic providers.
The project team uploaded and compared the genetic data with publicly accessible
genetic proﬁles and identiﬁed an individual who was a possible ﬁrst cousin, once
removed. Then, by searching that cousin’s own shared family tree through a major
genealogical website, they came to a presumptive identiﬁcation – that cousin had
ﬂagged a relative in their family tree as ‘Death-Unknown Missing-Presumed Dead’.11
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In a matter of hours, genealogists had provided a solid lead in a 37-year-old case
which, with conﬁrmatory DNA testing, led to the identiﬁcation of the victim as Marcia
King.
There are more than 500 unidentiﬁed human remains in Australia today.12 Given the
success of the DNA Doe Project’s team of expert genealogists to date, applying such an
approach could help bring closure to missing persons’ families.

Where things can go wrong
Law enforcement use of genealogical and DNA databases has not always yielded such
results. In 1996, Angie Dodge was murdered in Idaho in the United States. DNA, believed
to be from the suspect, was recovered from the crime scene. Nearly 20 years later, police
obtained a warrant to search a speciﬁc database managed by genealogy
provider AncestryDNA. This search yielded 41 partial matches, with one individual
matching at 34 out of 35 Y-STR markers. Using a similar forensic genealogy approach,
investigators reviewed close family members of that individual and settled on Michael
Usry, Jr. as a suspect. Mr Usry, who later provided a DNA sample and was excluded as a
suspect, was a young adult at the time of the murder and, coincidentally, had vacationed in Idaho around that time.13,14
While forensic genealogy is a useful intelligence tool, there are consequences for
individuals if the tool incorrectly identiﬁes a suspect. Mr Usry notes that it took a month
to conduct the required DNA testing to clear his name. Online search engines still return
a high number of results linking his name to the murder investigation.14 While most of
these links make it clear he was excluded as a suspect through further DNA testing, one
asks ‘Do you think Michael Usry Jr. could be involved in Angie’s murder?’.

Will people be put oﬀ genetic testing?
The potential for online genetic databases to be used to assist law enforcement is ever
increasing. In each of the above cases, investigators uploaded some form of genetic
data, of unknown origin, to a public database. This could amount to a breach of a
provider’s terms and conditions, but there may be little the company can do to prevent
such use.15 The direct-to-consumer testing market is expected to more than triple by
2022, to $A388 million. In 2017, AncestryDNA – the largest of the providers – reportedly
sold 1.5 million testing kits over the ‘Black Friday’ sales weekend alone.16
But use of forensic genealogy also has the potential to undermine consumer trust in
genetic testing and online genealogy. Genetic providers may be more susceptible to
consumer backlash about privacy concerns than social media companies such as
Facebook, which has continued to grow in spite of recent privacy concerns.17 Many
users do not ﬁnd the need to engage with genetic providers on an ongoing basis, like
they do with Facebook. After initial testing, users wishing to minimize privacy risks could
potentially download their data and then delete their accounts, limiting further use of
their data.
Genetic providers are also limited in their ability to implement privacy safeguards,
such as identity veriﬁcation, due to the very nature of their products. Individuals may
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legitimately use the tool without knowing their true birth name or names of family
members.

We should proceed with caution
Forensic genetic genealogy is one example of a trend in the intelligence value of
publicly accessible data. A coroner in Ada Country in the United States noted that
social media was also being used more frequently to assist in identiﬁcation: ‘Facebook
is not something we thought we’d be using to ﬁnd next of kin. We use it every single
week’.18
Publicly accessible data can even predict family relationships. Data scientists recently
used next of kin volunteered by two million patients to assemble 223,000 family trees,
the largest containing 100 relatives.19,20
The question of law enforcement use of social media has been raised in criminal cases
in the United States. In USA v. Daniel Gatson, et al. the US District Court in New Jersey
ruled that law enforcement could create fake social media accounts to entice suspects to
engage with them online. However, the judgement speciﬁcally notes that the defendant
consented to this by accepting the online friend request. Consent for use of online
genealogical databases is broader, but arguably consent has been given for a narrow
purpose.21
In Arquiette v. United States of America et al, a US District Court case that was
ultimately settled, an individual sued the United States Drug Enforcement
Administration (DEA) after it used her seized phone to create a fake social media
account in her name. In that case, a copy of a letter from the social media platform to
the DEA was publicly released informing them it had terminated the fake account and
demanding that the DEA stop using any other fake accounts on its platform. The
provider claimed that such proﬁles would ‘threaten the integrity of [the Facebook]
community’ and that this would make users ‘feel less safe and secure when using our
service’.
Courts have continued to grapple with technological change and the impact of
exploitation by law enforcement on individual rights and expectations of privacy.22,23
Similar arguments may arise with forensic genealogy. Courts may need to balance the
beneﬁts to society of solving crime with whether the user has given implied consent,
both for themselves and their relatives.
Privacy legislation may also play a part. Europe and Australia, amongst many other
countries, have strong privacy protections.24–26 It is possible that privacy regulators may
take an interest in this approach, although the regulatory focus tends to be on the
holder of the personal information – in this case, the direct-to-consumer providers
themselves. The application of speciﬁc health privacy laws, such as the United States
HIPAA Privacy Rule, to DNA databases is less clear.27
However, law enforcement is also holding genetic information. In almost all cases, a
crime scene sample subjected to forensic genetic genealogy would be from an unknown
source. If law enforcement already had a suspicion as to the identity of the donor, then
uploading that genetic information to a public database could well amount to a breach
of that individual’s right to privacy over their genetic information.
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For a sample of unknown origin, once uploaded and after an hypothesis of identity
begins to form, that genetic data would begin to attract privacy protection. There would
almost certainly be an obligation on law enforcement to remove the proﬁle from any
public database as soon as the donor of that genetic material was reasonably
identiﬁable.
While the legal risk here would appear low, it must be remembered that the process
can be two-way and there is potential for others to make a family connection to the
uploaded crime scene proﬁle.
It is possible that a suspect could upload their own genetic data (either because they
are coincidentally an avid family historian, or for more sinister counter-intelligence
purposes). In such a case, depending on how the site operates, they may receive
email notiﬁcation of a new sibling – a twin, in fact – as law enforcement uploads the
relevant crime scene data. Operational security is therefore a relevant factor.
Notwithstanding some degree of risk, recent successes in the application of forensic
genetic genealogy will attract the attention of law enforcement.28 In fact, a bill passed in
May 2018 by the United States Congress speciﬁcally quarantines a portion of funding for
so-called DNA cold case investigations.29 It will be interesting to see for how long the
capability can be readily exploited. The platform used in several of these case studies is a
non-proﬁt genetic database of fewer than a million proﬁles.30 Open source and public
genealogy platforms would struggle to exclude law enforcement (or anyone else with an
interest in identifying someone for non-genealogy purposes) while still allowing their
users the ﬂexibility to transfer and freely upload their own genetic information.
But some commentators have noted that their very existence is ﬁckle. One noted the
compliance burden of the European Union’s General Data Protection Regulation, with its
commencement perhaps serving – at least in part – as a catalyst for several smaller
platforms to close down in recent months.31 This may see the migration of genetic data
to major commercial providers, less accessible to law enforcement.
The use of forensic genealogy brings us closer to a point where it may be possible –
given enough data and resources – to identify any genetic sample. Crowdsourcing and
crowdfunding means this technique is available to all.
Achieving an approach that is privacy compliant, balanced and eﬀective is essential
to maintaining public trust and minimizing potential harm. Otherwise, individuals who,
having parted with $99 and a small vial of saliva, may suddenly ﬁnd themselves part of a
criminal investigation.
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Chapter 6 : Forensic genomics and commercial datasets
6.1 Aim
This component of research continues the discussion of overlaying datasets to
identify suspects, human remains or other persons of interest. This moves the
consideration from current and past successes to what the future of forensic
genomics may look like. This requires a consideration of how the capabilities sit with
public trust and proportionality and with the broader expansion of human genetics,
and aligns with Research Aims 1, 3 and 4.
This chapter incorporates research from the following journal article:
Scudder, N, McNevin, D, Kelty, SF, Funk, C, Walsh, SJ & Robertson, J 2019, ‘Policy
and regulatory implications of the new frontier of forensic genomics: direct-toconsumer genetic data and genealogy records’, Current Issues in Criminal
Justice, 31:2 194-216, <https://doi.org/10.1080/10345329.2018.1560588>
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6.2 Background
6.2.1 Moving to the mainstream
The operational success of forensic genetic genealogy, including as a
capability delivered in conjunction with EVC/BGA prediction, has moved into regular
use in the space of a few years, having been used in more than 42 cases in the
twelve months from April 2018. In addition to a number of expert genealogists, two
commercial companies now provide forensic genetic genealogy services (Aldhous
2019b). Other commercial providers will also extract DNA from personal items, such
as old letters, to assist with family genealogy searches (Totheletter DNA 2019). In
combination, this presents two possible scenarios:

1. The success of forensic genetic genealogy will continue to attract law
enforcement interest worldwide and will also see continued attempts to use
the technology where it is legally and operationally effective and permissible.
This trend can be expected to continue until demand for these services
outstrips supply in terms of expert genetic genealogists and outsourced
providers.

2. A boutique private market could appear, where private citizens could pay for
their own genetic analysis of physical items and, following the methodology
and using public datasets, conduct their own genetic genealogy searches.
These services, which arguably already exist in the form of the charity work of
the DNA Doe Project, could expand to private investigators. Likewise, the
small number of commercial providers currently working in this area are
exclusively focused on supporting law enforcement. It is feasible that other
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providers could offer services to the general public.
The first scenario presents policy challenges as law enforcement competes
for scarce expert resources. The DNA Doe Project, in February 2019, launched
Forensic Genealogy Training, an online training platform for law enforcement
agencies to train in using forensic genealogy techniques (DNA Doe Project 2019b).
The stated intent of this course is to allow agencies ‘to work their own cases without
having to outsource [so as to] enable more cases to be solved using forensic
genealogy’. The research article encourages consideration of a standards-based
approach (Scudder, McNevin, et al. 2019, p. 16), not unlike the approach in the field
of genealogy more generally.
Notwithstanding this, there is a likelihood that this new industry will grow over
time, and that this growth will include providers without skills in advanced genetic
genealogy or a thorough understanding of law enforcement practice and intelligence
doctrine. The tools required to undertake this analysis are available to anyone
internationally. A discount service could certainly be offered by outsourcing genetic
or data analysis - or even the whole process - to countries with reduced labour costs.
Such a situation will likely blend with the second scenario where individuals
who can acquire genetic material believed to be from an offender, or genetic material
from anyone else that might be of interest, can pay for genetic and genealogical
support to identify that person or their close family (Ney, Ceze & Kohno 2018).

6.2.1.1 DNA theft
The concept of ‘DNA theft’ becomes relevant as the discussion turns to nonlaw enforcement actors. This is an area still lacking legislative consideration in many
jurisdictions (Joh 2011). The issue of non-consensual genetic testing in the

107

Chapter 6: Forensic genomics and commercial datasets

Australian context was briefly addressed in a review in 2003 (Australian Law Reform
Commission 2003, pp. 361-2). The Commission noted the limited protections then
afforded to scenarios where genetic material was obtained without consent,
particularly when done in a private context using discarded items as a source.
Lawmakers will need to consider whether specific offences are needed and
where the boundary should be drawn. For example, to what extent should there be a
distinction in criminality between the conduct of a stalker who collects a discarded
tissue or coffee cup from a public place and sends it for genetic testing, and a victim
who - while cleaning up their home after a violent crime - finds discarded genetic
material believed to be from the offender and elects to send that material to a private
laboratory to trace the offender themselves?
While earlier concerns about non-consensual testing were primarily
concerned with the public release of health information, in the form of a genetic
predisposition, and clandestine paternity testing, this debate now moves to the very
question of family, community and identification (Gostin 1995). The ability to analyse
large datasets at little to no cost will mean that the ability to maintain personal
security could be diminished through forensic genomics. While today’s genealogy
searches are reuniting children with their birth parents, it is possible that a crime
syndicate could upload a genetic profile from someone in witness protection, waiting
patiently for that individual, or perhaps more likely a child, to upload a DNA test kit,
immediately revealing to the crime syndicate the family’s new identity.

6.2.1.2 Commercial partnerships
The questions raised in this research cannot be addressed without
considering the potential response of mainstream direct-to-consumer genetic
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genealogy providers. Forensic genetic genealogy is only presently possible through
the mining of large public or semi-public datasets maintained by commercial
providers. Such use is governed by terms and conditions imposed by those
providers. Inconsistent application of terms and conditions relating to law
enforcement use of not-for-profit genetic genealogy site, GEDmatch, recently
resulted in a decision to opt-out users, significantly reducing the number of available
profiles for law enforcement matching (Aldhous 2019a; Vaughan 2019a).
While future advances in personalised medicine (Genomics England 2018;
Snyder 2016) will potentially create new government-controlled datasets rivalling
these commercial holdings in terms of their size and utility, law enforcement access
would present huge ethical dilemmas concerning privacy and consent.
In Sweden, following the assassination of a parliamentarian in 2003, police
sought access to a suspect’s genetic sample stored in a biobank (Nature 2018).
However, such access represents a targeted and one-off approach, rather than
setting any precedent for routine law enforcement access to broader medical
datasets.
How will commercial providers react as law enforcement use of their datasets
increases? Bennett Greenspan, President of FamilyTreeDNA, was the first senior
executive in the direct-to-consumer market to attempt to tackle some of these issues.
Mr Greenspan, in January 2019, agreed to provide a limited level of access to the
site to the United States FBI (McCarthy 2019). The level of access was consistent
with that of other users, and private details were only released under a warrant or
similar legal process. This approach attracted criticism (Hernandez 2019), and
appeared inconsistent with the site’s own privacy statement (FamilyTreeDNA
2019a). Ultimately, Mr Greenspan wrote to customers in early February. In his letter,
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he implied that law enforcement may be using the site covertly, and apologised for
failing to notify certain changes to the Terms of Service which included a clarification
about law enforcement access (Greenspan 2019). FamilyTreeDNA has continued to
embrace this concept, however, with a television advertisement encouraging people
to submit their DNA to the genealogy provider, to help catch criminals (Zhang 2019).
Dr Yaniv Erlich, Chief Science Officer at MyHeritage, proposed a different
strategy. As noted in Chapter 4, Dr Erlich and his team proposed the use of
cryptographic signatures to prevent the upload of crime scene samples to online
databases without the consent of a provider (Erlich & Narayanan 2014). Erlich noted:
In our proposal, DTC [direct to consumer] providers will add cryptographic signatures
to the header of the text file containing raw data available to their customers. Each
supplier will use a secret private key for signing the data and will make the public key
available at a known Internet address. This way, third-party services will be able to
authenticate that a raw genotyping file was created by a valid DTC supplier without
any modification and distinguish between valid sources and questionable sources.
(Erlich, Shor, Carmi, et al. 2018, p. 16)

Such an approach would require cooperation between direct-to-consumer
providers and law enforcement before any databases searches could be undertaken.
However, to be effective, this approach would require agreement between
commercial providers as well as not-for-profit websites, such as GEDmatch, where
almost all successful searches have been undertaken to date (McCabe 2019).
Another approach discussed in the article (Scudder, McNevin, et al. 2019, p.
15) is to regulate the industry in a similar way to telecommunications providers. This
approach could set thresholds for use of the technique, as well as obligations and
protections for industry partners. Since this article was submitted, a bill to ban
forensic genetic genealogy has been proposed in Maryland in the United States, and
the New Zealand Law Commission has included forensic genetic genealogy
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amongst discussion topics in its current review (Augenstein 2019c; New Zealand
Law Commission 2018).
The implications of artificial intelligence must also be considered (Rigano
2019). Commercial providers already apply algorithms to both genetic and
genealogy datasets to flag new potential relatives. If algorithms are developed
specifically for forensic genetic genealogy, the technique may ultimately prove more
cost-effective and provide a higher return on investment than maintaining law
enforcement DNA databases. Crime scene samples could be sequenced, uploaded
and compared against millions of records. Suspects could be eliminated by
overlaying other datasets. This could involve travel movement records, employment
records or other forensic data such as stable isotope profiling (Meier-Augenstein
2011), to reduce the suspect pool. Such an analysis need not only occur once, but
can be re-run periodically, perhaps daily, as the datasets change.

6.2.2 Limitations
Forensic genetic genealogy has opened up further investigative leads in many
cold cases. But the technique is subject to limitations. It is highly dependent on the
genetic and genealogy datasets. These datasets have suffered from a lack of
diversity (Balonon-Rosen & O’Leary 2018; Landry et al. 2018; Weise 2018). Where
diverse populations are not included, not only will EVC/BGA prediction be less
precise but - in the case of direct-to-consumer databases - fewer predicted close
relatives can be anticipated. Direct-to-consumer testing is - in almost all cases - a
discretionary purchase. While prices have reduced and tests have become more
popular internationally, genealogy testing and a trend in ‘DNA tourism’ (Dickinson
2018) is subject to socio-economic barriers also.
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Cases also require sufficient genetic material for high-density genotyping. In
the cold case work undertaken by the DNA Doe Project, there is a strong argument
in favour of whole-genome sequencing even if it consumes all the remaining sample.
In most instances, there are few if any other leads that can be followed. Forensic
genetic genealogy may well be the last option to identify these individuals.
But in the case of genetic material believed to be that of the suspect there
may - and indeed should - be some reluctance to send the entirety of the genetic
evidence to a commercial provider for sequencing. As discussed in Chapter 5, the
operational successes are yet to be tested in court. High density genetic analysis
undertaken by commercial labs is yet to be subject to cross-examination of experts
in the witness box. As such, the technique would only be viable in cases where DNA
analysis has first been undertaken by an accredited forensic laboratory, yielding no
result on law enforcement databases, and where there is sufficient sample to allow
for further external analysis.
A further limitation relates to contamination of samples (Butler 2015).
Assumptions about crime scene and exhibit handling cannot be made when dealing
with evidence from cold cases, particularly evidence from crimes occurring long
before forensic DNA analysis was mainstream. A mishandling of evidence from
decades ago may not be readily apparent, until many hundreds of hours of
genealogical work has been undertaken, perhaps leading investigators to a longretired detective or exhibit registrar. There will be a continuing need to exclude the
genetic profiles of police and forensic workers (Scudder & Hamer 2006).

6.2.3 A community-wide database?
Will direct-to-consumer genetic tests, biomedical research and personalised

112

Chapter 6: Forensic genomics and commercial datasets

genomic medicine ultimately converge to create a community-wide genetic
database? The article discusses the modelling of Erlich, Shor, Pe’er, et al. (2018),
demonstrating that only a fraction of the population needs to be included on a
genetic database to provide a high level of community reach through relatedness
and inheritance (Scudder, McNevin, et al. 2019, p. 5). Commentators have argued
against mandatory genetic databases, on policy and cost grounds, as well as their
potential to be misused by governments (Joly, Marrocco & Dupras 2019). While the
reach of forensic genomics varies by population group, there are some populations
where the reach is already quite extensive. Such a scenario therefore requires an
holistic approach to ethics and privacy, which incorporates a consideration of the
needs of law enforcement.

6.2.4 A toolkit approach
Forensic genomics works best when more data is overlaid. The technology
and databasing advances discussed in Chapter 5 will continue. Developing an
operational sustainable and cost-effective approach to forensic genomics will require
the application of multiple forensic and investigative approaches. This feeds into the
concept of the intelligence cycle and doctrine, expanded on in Chapter 7.
An application of this is in missing persons identification. The role of forensic
science in this process is acknowledged and can provide techniques to assist in
returning deceased loved ones to their families (Ward, J 2018b; Wayland 2019, p.
19). The DNA Doe Project in the United States has demonstrated the operational
potential. The DNA Doe Project has also partnered with the Trans Doe Taskforce, a
group focusing on identifying human remains of transgender individuals, given that
the transgender community suffer higher incidents of violent crime and also have a
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higher rate of suicide (Trans Doe Task Force 2019). Notwithstanding this, the
reliance on public interest and crowd-funding does tend to encourage work on higher
profile cases. A model which can apportion resources to identifying human remains
would greatly benefit this sector.
Forensic genetic genealogy is closely aligned to other forensic genomic
capabilities, namely EVC/BGA prediction. One of the pioneering vendors in this
space partnered with the United States National Centre for Missing and Exploited
Children in 2017 to enhance forensic artist images of deceased children (Parabon
NanoLabs 2017).
The recent case of Robert Whitt, a ten-year-old boy murdered and dumped in
North Carolina in 1998, provides a useful case study for this approach. Original DNA
testing confirmed gender of the skeletal remains but yielded no other investigative
leads. A facial reconstruction was completed, but it was not until EVC/BGA analysis
was undertaken that a revised predicted appearance could be generated by a
forensic artist (Augenstein 2018a). This revised image was circulated widely on the
twentieth anniversary of the case. Investigators also pursued pollen and stable
isotope analysis, in an attempt to narrow the search focus (Wray 2019).
Forensic genetic genealogy ultimately provided a possible family link in
December 2018. When pursued, it was found that the boy’s mother had also been
murdered. With the information obtained by genealogists, and assistance from the
Korean National Police and Interpol, the mother was identified as Myoung Hwa Cho
of South Korea (Wray 2019).
This toolkit approach, drawing from a variety of data sources to create a
narrow, versatile forensic technique, will be further explored in Chapters 7 through
10.
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Law enforcement is moving from targeted forensic DNA analysis
to more extensive use of genomics in support of criminal
investigations and for related purposes, such as the identiﬁcation
of human remains. The ﬁeld of forensic genomics is data-driven
and will continue to evolve as new capabilities are developed and
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much larger, but less accessible, genetic data held by direct-toconsumer genetic genealogy providers.
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Opportunities for law enforcement to exploit larger datasets are increasing (Ferguson,
2017). Law enforcement and security agencies now have at their disposal a range of
new tools to help identify suspects, or to prevent, disrupt or deter crime, from automated
trawling of open source content to the application of face or voice identiﬁcation processes
to digital recordings (Ferguson, 2017; Joh, 2014, pp. 61–63). They are also managing evidence and information holdings which, in terms of their volume, complexity and speed of
acquisition, could be categorised as ‘big data’ (Moses & Chan, 2014).
Human genetic analysis has progressed signiﬁcantly in recent years, and the availability
of cost-eﬀective technology continues to open up new forensic opportunities (Børsting &
Morling, 2015; Smith, 2018). Large genomic datasets, incorporating a signiﬁcant number
of base variants, are of a magnitude which can be considered big data, and law
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enforcement use of this information can be viewed as a logical – even inevitable – step
from the current, targeted forensic DNA analysis (Drabiak, 2017, pp. 176–181).
In this article we examine the diﬀerences between law enforcement use of other intelligence
sources, which may be rich in personal information, and genomic data. We will explain recent
operational success in using forensic genomics to identify suspects and map how this technology may progress in future, and the policy, ethical and regulatory issues that will arise.

What is forensic genomics?
Forensic science has gradually shifted from targeted genotyping of so-called ‘junk DNA’ to
a wider exploitation of the human genome (Smith, 2015, pp. 100–105; Stajano, Bianchi,
Liò, & Korﬀ, 2008). Initial establishment of DNA proﬁling for criminal investigations
deliberately used repeating segments of DNA called ‘satellites’, not believed to encode
information capable of predicting health or physical characteristics, to create a statistical-based model for identiﬁcation. The term forensic DNA analysis has been widely
used to refer to this capability, and has allowed law enforcement applications to diﬀerentiate themselves from more privacy-intrusive genomic applications (Butler, 2015; Murphy,
2015, pp. 3–18).
Initially forensic DNA analysis looked for exact matches with a person of interest or in a
law enforcement database, making no attempt to use the inherited nature of DNA, a technique applied successfully in DNA parentage testing for decades. However, comparing
DNA recovered from crime scenes with individuals in a police database and then hypothesising that the donor may be a close relative was a technique successfully applied in the
United Kingdom as early as 2004 (Maguire, McCallum, Storey, & Whitaker, 2014,
pp. 65–66; Smith & Urbas, 2012). This technique also led to the arrest of the ‘Grim
Sleeper’ in California in 2010 (Mitchell, 2018; Murphy, 2010). The approach – termed
familial DNA searching – relies on kinship likelihood ratios, an assessment of the probability of common genetic markers being shared between a questioned DNA sample
and a putative family member of the donor given a proposed familial relationship. Familial
DNA searching can also make use of paternal and maternal inheritance – for example,
analysis of the Y chromosome – to further deﬁne a familial link (Liberty, 2015,
pp. 478–479). These approaches, however, work only for higher-order family relationships
(Ram, 2015, p. 902; Smith & Urbas, 2012, p. 65).
The wider exploitation of informative genetic markers, as a component of legal enquiries,
can be broadly termed forensic genomics (Stajano et al., 2008). This new capability, which we
will describe, increases not just the volume of data but inherent possibilities. More genetic
points of analysis means distant relatives are within reach of familial searching (Murphy,
2018; Stajano et al., 2008). Further, genomic analysis of particular markers, known as informative markers, can allow prediction of a donor’s biogeographical ancestry (BGA) – where
their ancestors likely came from – and externally visible characteristics (EVCs), such as
natural hair and eye colour variation (Kayser, 2015; Koops & Schellekens, 2008).

Just add data
Law enforcement in the 1980s and 1990s was arguably looking at the tip of the DNA
iceberg. There were sound reasons for this. As a new, relatively expensive and resource116
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intensive technique, exploiting more than a handful of genetic markers was not technically
feasible. The low sensitivity of initial techniques limited use to visible stains rich in DNA
and required intrusive sampling of body ﬂuid or tissue from individuals associated with an
enquiry. These concerns were mitigated by using a relatively small number of genetic
markers that were thought at the time to be uninformative for anything other than individualisation and gender (Williams & Wienroth, 2017).
It is only in recent years, with newer DNA genotyping platforms, that moving to a forensic genomics approach has become more cost eﬀective. Increased sensitivity now allows
analysis of even trace amounts of cells. As the application of this technology increases,
moving from major investigations to cold cases and eventually to more routine casework,
the arguments distinguishing forensic DNA analysis from more privacy-intrusive forms of
genetic analysis cannot be maintained. Forensic genomics is data-driven. Even a proﬁle
generated using targeted forensic DNA analysis has the potential to match against, and
thereby re-identify, other genetic data (Humbert, Huguenin, Hugonot, Ayday, &
Hubaux, 2015; Kim, Edge, Algee-Hewitt, Li, & Rosenberg, 2018). Law enforcement and
policy-makers will need to grapple with these issues now as these capabilities reach
even limited operational use (Debus-Sherrill & Field, 2018; Smith, 2018).
The identiﬁcation capabilities of forensic genomics will continue to increase as datasets –
both genetic and non-genetic – are overlayed.

An application of forensic genomics: forensic genetic genealogy
Recent application of forensic genomic techniques to casework has demonstrated signiﬁcant
potential. This is particularly the case where a data integration approach has been adopted.
A leading example of this is forensic genetic genealogy, the use of expanded genetic proﬁle
data in conjunction with genealogy investigation (Fitzpatrick & Yeiser, 2013). This technique involves three interrelated data analysis concepts or enhancements: use of highdensity genotyping; exploiting genealogy; and use of publicly available genetic datasets.
Use of high-density genotyping
The ﬁrst concept is simply an expansion of the familial searching described above. The use
of new, microarray-based DNA technology moves the analysis from a few dozen genetic
markers to between half a million and a million markers, vastly improving data volumes
and, consequently, utility (King & Jobling, 2009).
Of course, there are technical constraints to the application of this technique, particularly for trace DNA analysis, as micro-arrays typically require at least an order of magnitude more DNA than testing using conventional forensic DNA analysis. While a ‘forensic
chip’ for DNA intelligence was ﬁrst reported in 2013 (Keating et al., 2013), it should not be
regarded as a straight swap-out of existing DNA equipment. But, where it can be applied, it
is akin to moving the output of DNA analysis from a postcard to a novel. When compared
to reference data, that novel can tell us quite a lot. It can be used to predict BGA and EVCs
as well as degrees of genetic relatedness (Zieger & Utz, 2015). For samples from male
donors, it can also identify Y haplogroups which – apart from conﬁrming male lineage –
may give an indication of the donor’s surname (Erlich & Narayanan, 2014; King, Ballereau, Schürer, & Jobling, 2006).
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The analysis of high-density data to determine relatedness uses the concept of
identity by descent: a technique comparing segments of DNA in high-density
genetic data to determine a potential common ancestor (Erlich, Shor, Pe’er, &
Carmi, 2018; Phillips, 2018). In addition to direct matching against individuals in
a criminal DNA database and, through familial DNA searching, their immediate
family members (as shown in Figures 1a and 1b), this technique has the potential
to expand the matching capabilities well beyond immediate family, potentially to
third or fourth cousins of the donor. This could comprise many hundreds of
distant relatives (Court, 2018).
There is a problem here, however. When police collect DNA from a suspect or convicted oﬀender and upload it to a criminal DNA database, they are uploading the
postcard, not the novel. In Australia, there are detailed statutory requirements
around both voluntary provision of a sample by a suspect, or another individual for
elimination purposes, as well as the circumstances under which a suspect or convicted
oﬀenders can be compelled to provide a sample (Smith & Urbas, 2012, p. 77). While
legislation is silent on the method of DNA analysis applied to those samples, the clear
intent is to allow for matching of speciﬁc markers within a self-contained criminal
DNA database.
Notwithstanding this, if DNA databases allowed for the recording of Y-chromosome,
mitochondrial and other relevant autosomal DNA sequences for both crime scene and
reference DNA samples, they would then be able to generate an investigative lead
similar to the following:

Figure 1a. Use of police DNA databases for direct comparison between reference and crime scene
proﬁles
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Figure 1b. Use of familial searching in combination with a close match in a police DNA database.

1. Crime scene sample ‘A’ did not match any individuals whose proﬁles are in the criminal DNA database.
2. Crime scene sample ‘A’ has segments of DNA in common with convicted oﬀender ‘B’,
whose DNA is in the database. Based on the amount of shared DNA, the donor of
sample ‘A’ could be a second cousin of oﬀender ‘B’ (or relative of equivalent genetic
proximity).
Increasing the potential pool of suspects from individuals who have provided a DNA
sample, either voluntarily or by direction of the state, to their extended families raises
signiﬁcant ethical and privacy issues. Identity by descent analysis has been demonstrated operationally for family relationships at least as far as third cousins, whose
common ancestor would be one set of great-great-grandparents. It is feasible to
extend the technique to even more distant relatives (Court, 2018; May, 2018; Pierce,
2018). Erlich, Shor, Pe’er, & Carmi (2018) analysed relationships within a dataset of
1.28 million individuals. Within donors of European descent, they found more than
60% revealed at least one potential third cousin or closer relative within the dataset.
In this context, the Personal Genome Project – with its stated aim of publishing
100,000 human genomes – could in itself reveal thousands of distant familial relationships (Court, 2018).
The number of samples required by law enforcement to cover an entire population
would be relatively small. Erlich, Shor, Carmi, & Pe’er (2018, p. 4) predict that comparing
a suspect’s DNA to a database representing only 2% of total population size would, provided the suspect is from that general population group, almost certainly reveal a potential
third cousin or closer relative. In fact, each suspect or oﬀender could bring with them the
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potential to partially match against hundreds or possibly thousands of distant relatives:
living or dead, local or abroad.
Law enforcement use of familial DNA searching, even to a limited extent using current
markers, has attracted criticism (Murphy, 2010, p. 319; Ram, 2015) and calls to consider
an appropriate regulatory regime (Smith & Urbas, 2012, pp. 78–79). Any proposal which
would dramatically extend the reach into distant family members would attract a high
degree of public scrutiny.
As Williams and Wienroth (2014) and Court (2018) note, the question of the rights of
relatives has already attracted some judicial commentary in the European Union, in the
case of S and Marper.1 Murphy (2010) analysed likely constitutional considerations in
the United States, both under the Equal Protection clause in the Fourteenth Amendment
and protection against unreasonable searches in the Fourth Amendment. However, while
familial DNA searching has attracted judicial scrutiny, there does not appear to be a ﬁrm
basis for a constitutional or human rights challenge to existing practices.
It is possible that any shift to forensic genomics may lessen the likelihood of a successful
constitutional challenge in the United States. It has been argued that familial DNA searching creates a sub-class of individuals, closely related to suspects or convicted oﬀenders, and
that this will have a greater impact on minority and disadvantaged groups in society who
may be proportionally over-represented in criminal DNA databases (Murphy, 2010,
pp. 321–325). However, this argument may logically diminish as forensic genomics
extends the technique genetically further and further from suspects and oﬀenders
(Murphy, 2018).
The United Kingdom’s National DNA Database contains just over 6 million DNA
proﬁles in a population of 65 million people (Wiles, 2018). If these 6 million samples
had been processed with high-density DNA technology – creating perhaps a few dozen
terabytes of genetic data – then a very high percentage of the entire United Kingdom
population would be within genealogical reach of at least one stored proﬁle. Such a
dataset would be ﬁve times the size that Erlich, Shor, Carmi, & Pe’er (2018) predict
gives near-universal genealogical reach for a population group.
Rutherford (2018) discusses the complexities and interconnectedness of families
through the centuries. The idea of a subset of the population being subject to law enforcement scrutiny through familial DNA searching while the remainder of the population are
immune starts to diminish the closer we come to a near-to-whole population saturation
point (Berkman, Miller, & Grady, 2018, p. 1078; Ram, Guerrini, & McGuire, 2018). Interestingly, Hazel, Clayton, Malin, & Slobogin (2018) recently argued for a community-wide
genetic database, principally for criminal investigative purposes.
There remain signiﬁcant privacy and ethical challenges to any increased scope of criminal DNA database, including risks of unintended exposure of health-predictive information. It could prove or disprove parentage or be used to establish or attempt to
disprove BGA (Morrison, 2017).
Another potential privacy concern would be a temptation towards deliberate analysis of
such a genetic dataset to, for example, identify potential oﬀenders a priori by their predicted BGA, or to search for common genetic markers which may be linked to a predisposition to criminality (Kaye, 2006). Once such a dataset exists, it may be diﬃcult to
1

[2008] Eur Court HR 1581.
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deﬂect attempts to gain access – at least to a de-identiﬁed version – to undertake such
studies. Kaye (2006) notes that some legislation in the United States may preclude such
analysis, and this situation likely applies in other jurisdictions, including under frameworks such as European Union General Data Protection Regulation.2
If it were attempted, such genetic analysis could have a signiﬁcant and detrimental
impact on individuals, families and communities by confusing socio-economic causes
of criminality with genetic causes. Researchers in Germany in the decades before the
Second World War published on race and eugenics, attempting to give a level of scientiﬁc
support to government action against the Jewish population and other minorities (Ehrenreich, 2007).
Any genetic analysis of a dataset of oﬀenders and suspects would need to be approached
with great caution.
Exploiting genealogy
Identifying that sample ‘A’ may have been deposited by a second cousin of ‘B’ provides no
actionable lead without overlaying other data – particularly genealogy information. While
law enforcement would generally have access to government records of births, deaths and
marriages – at least for their own jurisdiction – today’s online genealogy market provides a
ready opportunity to identify potential suspects through high-density genotyping, and
then to narrow down that list based on other demographic information (Fitzpatrick &
Yeiser, 2013).
If we suspect that the person who deposited the sample and ‘B’ are second cousins or
share another relationship of similar genetic distance (such as ﬁrst cousins twice removed)
we then hypothesise that they share at least one common ancestor, most likely a set of
great-grandparents. To identify suspects, it would therefore be necessary to build that
family tree upwards three generations from ‘B’ (Figure 2a).
It is then necessary to build the four family trees of the great-grandparents. These
family trees would then include a signiﬁcant number of individuals, being biologically
related grandparents, parents, great uncles and aunts, uncles and aunts, siblings, and
ﬁrst and second cousins of ‘B’ (Figure 2b).
Finally, using other investigative tools, it is then necessary to narrow in on potential
suspects. Some individuals in those family trees may be deceased or living abroad.
Some may be too close or too distant in their genetic relationship. Other available information or intelligence, such as eyewitness reports estimating the approximate age of the
suspect, could narrow the pool even further. If successful, the technique will yield a
small enough list of potential suspects to allow police to take further overt or covert
action (Figure 2c). This could include obtaining a further DNA sample from the identiﬁed
suspect for comparison with the original crime scene sample ‘A’.
Use of publicly available genetic datasets
We have discussed some of the legal, ethical and technical challenges to any change to law
enforcement databases, including increasing the number of autosomal, mitochondrial and
2

(EU) 2016/679.
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Figure 2a. Building the family tree for ‘B’ to identify a possible second cousin match. (Using technique
described by Moore (2016)).
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Figure 2b. Building the family tree for ‘B’ to identify a possible second cousin match.

Y chromosome markers for suspects and convicted oﬀenders. Given the amount of genetic
data stored, laws requiring an individual to submit to such genetic testing would challenge
many of the long-held justiﬁcations and safeguards for law enforcement use of DNA, particularly that it is largely directed towards non-coding segments of the genome (Murphy,
2015). It could therefore be seen as an overreach or a disproportionate response.
Just as the European Court of Human Rights closely considered the use of suspect and
oﬀender DNA in the Marper case, discussed previously, in Maryland v King3 the United
States Supreme Court also considered the question of compulsory DNA samples from
arrestees. In upholding the law in Maryland, the court noted [at 464] the use of ‘noncoding
parts of the DNA that do not reveal the genetic traits of the arrestee. While science can
3

569 U.S. 435 (2013).
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Figure 2c. Narrowing potential suspects based on other leads to ultimately identify a candidate for
further DNA testing.

always progress further, and those progressions may have Fourth Amendment consequences, alleles … “are not at present revealing information beyond identiﬁcation’”.
Four Justices dissented and, in a decision written by the late Justice Scalia, [at 482]
expressed doubt that ‘the proud men who wrote the charter of our liberties would have
been so eager to open their mouths for royal inspection’.
But what if the genetic data was already freely available to all? Genetic genealogy has
progressed at a remarkable pace in recent years. Individuals are seeking to supplement
searches for family tree documentary records with genetic testing, identifying likely relatives and common ancestors (King & Jobling, 2009).
There are millions of high-density genetic test results held by online genetic genealogy
databases worldwide (Ball et al., 2018; Ney, Ceze & Kohno, 2018). Each of these proﬁles
has the potential to identify familial relationships and therefore to lead law enforcement to
the donor of a sample found at a crime scene or to the relatives of an unidentiﬁed deceased
person.
Investigators with access to expertise in forensic genetic genealogy are now making use
of publicly available genetic data, and there have been some notable investigative successes
(Murphy, 2018; Skwarecki, 2018).
Case Example: traversing the East Area Rapist’s family tree
Joseph James DeAngelo was arrested in California in April 2018 and is alleged to have
committed at least 12 murders and 45 sexual assaults in the 1970s and 1980s
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(Wamsley, 2018). The use of genealogy to arrest the suspected East Area Rapist, also
known as the Golden State Killer, involved many months of work for police and genealogists (Selk, 2018). Investigators re-analysed a crime scene sample using microarray technology, generating data compatible with genealogy providers. They then uploaded the data
ﬁle to a public genetic genealogy website called GEDmatch, identifying possible third
cousins (Berkman, Miller, & Grady, 2018; Wamsley, 2018).
The use of publicly available genealogy information allowed police and genealogists to
then build more than two dozen family trees, going back to DeAngelo’s great-great-great
grandparents (Arango, 2018). A suspect list was then generated, with investigators gradually narrowing their focus to DeAngelo. Before arresting the suspect, covert samples were
obtained from a door handle on Mr DeAngelo’s car and later from discarded rubbish to
verify the match (Stanton & Smith, 2018).
Case Example: identifying the ‘Buck Skin Girl’
In 1981, a young woman’s body was recovered, wearing a buck skin jacket, on a roadside in
Ohio. She was buried in a ‘Jane Doe’ grave and, despite police and public eﬀorts over many
decades, remained unidentiﬁed.
In 2018 the ‘DNA Doe Project’ began further work on the ‘Buck Skin Girl’ case. This
charity had been set up through crowdfunding during 2017 to help identify unknown
human remains. Using a similar process of forensic genetic genealogy, the team uploaded
genetic data generated from a vial of the victim’s blood to GEDmatch. The search identiﬁed a possible ﬁrst cousin, once removed. This, in turn, led to a genealogy website where a
user had entered the death details of a relative, of a similar age, as ‘Unknown Missing-Presumed Dead’ (Augenstein, 2018a).
In only a few hours, a team of genealogists had provided police with a solid investigative
lead. Following DNA testing of immediate family, Marcia L. King, aged 22, was identiﬁed
as the ‘Buck Skin Girl’.

Law enforcement use of big data
Babuta (2017) argues that big data analytics is required ‘when data is collected on such a
large scale that it cannot be analysed with traditional data-management tools and
methods’. Scale might include the volume of data, its complexity or data integration considerations. Forensic genomics, and particularly the application of forensic genetic genealogy, draws on some of these concepts, albeit a large part of the process is still performed
through time-intensive manual review of records.
This is not to say that the process could not be largely automated in the future. Kaplanis
et al. (2018) demonstrated a technique which, with minimal manual manipulation, generated family trees, the largest of which spanned 13 million individuals related through
birth or marriage.
Moses and Chan (2014, pp. 645, 677–678) assessed the use of big data for investigative
purposes from a technical, social and normative viewpoint, concluding that the inferences
drawn are ‘not neutral’ and applications require critical analysis. Ferguson (2017, pp. 187–
201) describes ﬁve possible questions to be asked around inputs, outputs and technology
when considering applying a big data solution to policing. Both approaches highlight the
need for accountability, transparency and data quality.
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Current uses of forensic genetic genealogy arguably fail these tests, particularly through
their reliance on commercial or privately managed online tools. GEDmatch changed its
sign-up process in May 2018 to add a category for law enforcement proﬁles (Skwarecki,
2018), which would now allow the site’s administrators to track law enforcement use
more closely. However, earlier proﬁles uploaded by or on behalf of law enforcement
were not as clearly categorised. In terms of accountability and data quality, the searches
are wholly reliant on privately developed web-based tools, which are unlikely to have
been externally validated.
Is this aspect unique to genetic datasets? Law enforcement is reliant elsewhere on data
sourced from commercial and private entities, and social media companies frequently
engage proactively with law enforcement (Facebook Inc., 2018). At least when approaching use for evidentiary purposes, arguably genetic data has an inbuilt safeguard – in the
form of conﬁrmatory DNA testing using conventional forensic DNA analysis – which
does not exist for other data sourced from commercial providers.
There are few safeguards, for example, if a technology company erroneously provided
law enforcement with the wrong user details in response to a request – e.g. for telephone
records – implicating an innocent customer. Such errors are not limited to commercial
providers. United Kingdom law enforcement in 2017 erroneously provided a passport
photograph to an overseas law enforcement agency, ultimately resulting in an entirely
diﬀerent individual’s photo being placed online as a fugitive with an Interpol Red
Notice (Wheatstone, 2018).
Is it acceptable to rely on the taking of a later DNA sample to exclude a suspect who has
been identiﬁed through forensic genetic genealogy? Are there diﬀerences between police
analysing genetic records of individuals, compared to other personal information? It
could be argued that all of these information-gathering techniques draw individuals
into a criminal investigation. Genetic matching is less transparent, and errors or anomalies
could be less obvious. There have been instances where familial DNA searching has
resulted in a suspect being identiﬁed and later excluded (Selk, 2018). Even the East
Area Rapist case had an initial lead, where DNA was obtained from an individual in a
nursing home (Oremus, 2018). The individual volunteered his DNA and was excluded
from the case.
It is important to note that the presence of biological trace material at a crime scene
should never be immediately equated with guilt. As demonstrated in the inquiry in Victoria into the miscarriage of justice involving Arah Abdulkadir Jama, there could be a
number of plausible scenarios, all of which must be carefully examined and excluded
(Gill, 2014, pp. 27–30; Vincent, 2010). DNA evidence could be viewed by police as inculpatory but, in the context of forensic genetic genealogy, its probative value is more closely
aligned to forensic intelligence as described by Ross (2015).
Law enforcement use of large genetic and genealogical datasets could also raise legal
and ethical issues extending beyond that jurisdiction. Family members residing in other
countries may be drawn into an investigation (Kennett, 2018). These family members
might never have interacted with the online genealogy or genetic platform, with their
name simply added to a family tree by a relative. Of course, if the individual does live
abroad with no connection to the country in which the crime occurred, they should be
quickly eliminated from enquiries. However, such an association could potentially
remain in police indices, and this may even be required should there ever be a need for
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an investigator to justify any related background checks leading to the individual being
eliminated as a suspect.
But such a record, like a bad credit history unknown to the borrower, could have a
future impact. It could perhaps come to notice during a later application by that overseas
family member for a visa to visit that country. As a result, there is an argument that any
intelligence product of this type should, if not destroyed, be quarantined from wider police
records.
Notwithstanding this and the considerable academic and media commentary on the
policy and ethical considerations of this new forensic technique, Guerrini, Robinson,
Petersen, & McGuire (2018, p. 3) conducted a survey in the United States of 1587 individuals in May 2018, ﬁnding 79% supported police searches of online genealogy websites (p <
0.05). The level of support was similar to police use of mobile telephone records or social
media accounts (Guerrini et al., 2018, p. 4).

Mining public genealogy data: diﬀerent policy models
Accessing publicly available genetic genealogy records from GEDmatch raises questions of
third-party privacy. However, the issues are far broader. The use of Facebook data for political analysis by Cambridge Analytica shows the exponential increase in the value of data
when an individual grants access to their networks and connections (Halpern, 2016;
Moran, 2018). Gifting genetic data to the public (or, in the case of GEDmatch, allowing
other users to compare their genetic data against your own) is, as Oremus (2018)
explains, quite similar. It is truly a family donation (Krueger, 2018; May, 2018; Ram,
2015, pp. 929–939).
Users of GEDmatch and similar sites are free to withdraw their consent and, generally,
sites will facilitate deletion of genetic data preventing any future searches. GEDmatch also
allows the use of aliases or screen names when uploading genetic data (GEDmatch, 2018).
It is likely that some individuals who have uploaded their genetic data to sites such as
GEDmatch are now deceased, leaving what may be a permanent online record. This is particularly the case given the popularity of genealogy research amongst individuals in their
retirement years, with some commentators noting an increase in DNA or ancestral
tourism (Dickinson, 2018).
Current privacy laws, both in Australia and internationally, do not recognise these
familial attributes. Genetic data itself is generally well protected in most jurisdictions,
considered an individual’s personal information or, in some cases, a health record
(Shoenbill, Fost, Tachinardi, & Mendonca, 2014). But those rights are not enforceable
by relatives. While laws and policies around removing or memorialising online records
for a deceased family member are catching up, there remain gaps in this area (Harbinja, 2017). The concept of intertwined personal information, where a document or
record contains information about two or more people, is applied in a limited sense
in the health sector, and broadening this approach was considered by the Australian
Law Reform Commission (2003, pp. 238–240). While there have been instances
where researchers have withheld historical genetic genealogy records to protect the
genetic privacy of current generations (Larmuseau et al., 2016), such an approach
would be problematic in the context of online genealogy records. It could only
work by allowing someone to prevent upload of that portion of another’s genome
126

®

CURRENT ISSUES IN CRIMINAL JUSTICE

13

which they share through family inheritance and would make online genetic genealogy
unworkable.
Current legal considerations
Mining genetic databases gives rise to various ethical considerations. As Smith and Urbas
(2012) discuss, forensic procedures legislation in Australia is focused on direct comparison
between reference samples from individuals and DNA obtained from crime scenes.
Exploiting crime scene DNA using analytical techniques falls outside that regulatory
regime. Privacy laws in Australia likewise do not apply until a genetic proﬁle is reasonably
identiﬁable. But, when the donor’s identity does become apparent, it will be necessary to
consider relevant law enforcement exemptions around use of personal information
without consent.
Ram, Guerrini, and McGuire (2018) discuss potential constitutional issues with use of
public genetic databases such as GEDmatch in a United States context. Legal arguments
precluding law enforcement use are hard to craft, although Ram et al. (2018) state that
‘such searches may run counter to core values of American law’ and, in particular, may
ultimately be caught in a broader interpretation of Fourth Amendment protections.
In the meantime, even strict privacy regulations in Europe, which came into eﬀect in
May 2018, have law enforcement exceptions which would appear to make such use permissible in relation to European citizens (Massey, 2017). While Australia appears to be
approaching this technology with some caution, law enforcement agencies elsewhere
are increasingly assessing and adopting this technique (Graham, 2018; Skwarecki, 2018;
The Local, 2018).
Accessing commercial provider data
Public genetic datasets are still a rarity, and some free online genealogy tools are disappearing (Estes, 2018). This trend has been attributed to the commencement of new European privacy laws, although a number of these services were already deprecated or legacy
tools (Augenstein, 2018b; Estes, 2018). Current GEDmatch administrators are retirees
(Zhang, 2018), and commentators have noted dominant genetic genealogy provider,
Ancestry.com LLC, has a history of acquisitions and, for some smaller legacy systems,
of sometimes discontinuing tools or databases (Leavenworth, 2018).
In addition to considering regulatory and policy considerations around use of public
genetic datasets, it will soon be necessary to consider how to regulate law enforcement
access and use information from commercial genetic databases. Accessing commercial
databases would move the policy narrative from questioning whether it is ethical to
make common ancestor predictions based on genetic information a relative has freely
given away to the appropriateness of access to information where users have been given
more explicit assurances around privacy and security of their genetic information.
Online providers, including social media and cloud storage companies, have been
subject to requests from law enforcement for many years, developing varying policies
on their engagement with police (Lynch, 2011). As most of these platforms are based in
the United States, case law in this area has generally been litigated in American courts.
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Where access is resisted, a warrant requiring production of genetic data would need to
satisfy the threshold of probable cause in the United States. An international request
would need to satisfy similar requirements but would generally be initiated through a
mutual assistance request, for example under the Mutual Assistance in Criminal
Matters Act 1987 (Cth). A purely speculative request, eﬀectively trawling for evidence,
could and would likely be challenged by online genealogy providers.
But, given the size of major commercial datasets and their extended reach into families,
are we approaching a time when one or more family matches can be expected for any given
search? If this is the case, would a search against records for any criminal investigation
now meet the United States probable cause test? Eﬀectively, law enforcement would
argue that, for any given sample, there is almost certainly ‘evidence’ to be collected
from any genetic database above a threshold population size.
For law enforcement to seek access to a commercial genetic genealogy provider’s
records to help identify the donor of a crime scene sample, the request would
need to be framed in terms that required the provider to provide a list of users
whose genetic data closely matched a genetic proﬁle provided by law enforcement.
There have been cases involving technology companies being compelled to assist
law enforcement and provide user data. Apple Inc. was compelled by way of a writ
issued by a United States Magistrate Judge to develop new software for law enforcement to install on a speciﬁc, locked mobile telephone to defeat standard security features (Farivar, 2018, pp. 26–37).4 The writ also allowed Apple to recover its reasonable
costs.
The case involving Apple never went to hearing, due to an alternative means of accessing the data, leaving open whether such a legal strategy could be successfully employed.
Recent court action involving Facebook’s instant messenger service could, however, reactivate this debate (Levine & Menn, 2018). There is an arguable diﬀerence in the level of
privacy intrusion in accessing an individual’s online communications and accessing
their genetic information, or the genetic information of one or more of their family
members. This distinction is, as yet, legally untested.

Can legal compulsion be resisted?
One genetic genealogy provider, 23andMe, uses genetic data of consenting customers for
biomedical science. 23andMe asserts that genetic records are protected under a Certiﬁcate
of Conﬁdentiality issued by the United States National Institute of Health (23andMe,
2018). Certiﬁcates of Conﬁdentiality protect research data where release to a third party
could identify one or more individual subjects involved in the research. Wolf et al.
(2015) argue that Certiﬁcates of Conﬁdentiality have aﬀorded a high degree of protection,
including in criminal matters. However, applicability beyond biomedical research is
untested. In addition, the consent arrangements and agreements to share identiﬁable
information diﬀer in relation to genetic genealogy information, when compared to analysis of health-informative genetic data. Courts may well accept a similar distinction in
relation to law enforcement access to providers’ records.
4

In the Matter of the Search of an Apple iPhone Seized During the Execution of a Search Warrant on a Black Lexus IS300, California License Plate 35KGD203 (CD Cal, Eastern Div No 5:16-CM-10, 19 February 2016).
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A regulatory regime?
Should law enforcement access to online genetic information, either by directly accessing
publicly available information, or by way of legal compulsion, be subject to a regulatory
regime? Should it be outlawed?
A blanket ban on forensic genetic genealogy would maintain privacy of individuals who
have generally provided no consent for the use of genetic information for the identiﬁcation
of suspects or unidentiﬁed deceased persons. However, this must be balanced against the
policy beneﬁts of identifying suspects. To date, use of the technique has mostly been
limited to cold cases. But this has changed (McCarthy, 2019). Should a law prevent investigators from using public data, if doing so may help identify an active serial killer?
There are policy arguments for limiting the use of the technique. There would be
genuine community concern, as it is possible that the scope of searches could progress
from the most serious crimes, like serial homicide, to a variety of crime types. As Ram
(2011) explained, while policymakers anticipated that familial DNA searching between
immediate family members would generally be applied in the investigation of serious
criminal oﬀences, the technique was used in the state of Colorado to investigate a case
involving theft of loose change from a motor vehicle.
Any regulatory approach, short of such a ban, needs to complement any existing forensic procedures legislation, ensuring the processes used by law enforcement for collecting, using and exploiting DNA capabilities are seamless. There are several options for such
a framework:
1. Regulate access to all forms of genetic data, including prescriptive requirements for
how law enforcement can use publicly available datasets. It could include processes
allowing designated oﬃcials to compel online genetic genealogy companies to match
data and provide user details.
2. It could adopt a limited approach, similar to the provisions in the Telecommunications
(Interception and Access) Act 1979 around telecommunications metadata in Australia,
allowing law enforcement to make a request and for genetic genealogy providers to
conﬁrm the existence of records, to a stated level of familial proximity. Law enforcement could then apply for a writ or search warrant to access those records.
A regulatory model could include prescribing:
1. Oﬀence types, or a minimum prescribed penalty, for which forensic genetic genealogy
could be applied.
2. How distant a familial relationship can be considered as an actionable lead by law
enforcement. This would eﬀectively balance the privacy cost to potential relatives
drawn into an investigation with the beneﬁt of identifying a suspect.
3. Obligations to maintain privacy of genetic information, which could also be extended
to online genealogy providers who have possession of genetic data from crime scenes or
unidentiﬁed deceased persons.
A regulatory scheme could also be used to put in place quality standards as well as implementing processes of transparency, reporting and oversight. While the privacy concerns
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around genetic information diﬀer signiﬁcantly from other forms of online communications,
a similar oversight model does exist in Australia with respect to regulation of intercepted telecommunications, with the Commonwealth Ombudsman fulﬁlling an oversight and audit
role (Commonwealth Ombudsman, 2017). Regular publication of audit information promotes public conﬁdence in the transparency of law enforcement processes.
Industry standards
Another alternative would involve use of relevant industry standards. Genealogists, for
example, can seek certiﬁcation in some countries and agree to abide by a code of ethics
(Australasian Association of Genealogists and Record Agents Inc., 2015; Board for Certiﬁcation of Genealogists, 2017). Forensic laboratories have a number of international accreditation and certiﬁcation options. Establishing an accreditation framework would likely
increase community conﬁdence in the use of the technology by ensuring practitioners
are well trained and familiar with the risks and limitations of the technique. Processes
could be aligned with best practice in forensic analysis and the development of intelligence
products.
Industry is already seeking to address some community concerns. In July 2018, several
major genetic genealogy providers have endorsed new guidelines requiring transparency
and annual reporting of the number of law enforcement requests for information
(Future of Privacy Forum, 2018; Romm & Harwell, 2018).
Training for law enforcement
Whether or not a regulatory or standards-based approach is considered, law enforcement
agencies will need to carefully consider their approach to training and awareness. Investigators would need to understand the intelligence value and limitations of any leads
obtained through genetic genealogy (Ney, Ceze, & Kohno, 2018). The widespread use
of online genealogy means that family trees can contain inaccuracies or omissions. Awareness for judicial oﬃcers, who may ultimately need to assess information in the context of a
warrant application, would also be beneﬁcial.
In terms of investigative doctrine, careful consideration should be given to the advantages and disadvantages of obtaining DNA covertly before arrest, for example, by obtaining a discarded item from a suspect and undertaking forensic DNA analysis to compare
to the original crime scene proﬁle. This approach has been used in several cases involving familial DNA searching, including the Grim Sleeper and East Area Rapist investigations (McFerrin, 2012; Stanton & Smith, 2018). Such an approach can mitigate the
risks of drawing an innocent person into an investigation but is resource intensive.
The ﬁrst covert sample in the East Area Rapist case was a mixture of DNA from
three individuals (Stanton & Smith, 2018), necessitating the collection of a second
sample.
What if the covert sample excludes the suspect? Is there a possibility of error in
collection? Proﬁles that appear to exclude a suspect could be subjected to a similar
form of forensic genetic genealogy as crime scene samples, eﬀectively reversing the
process. If law enforcement believes that an individual is likely a second cousin of ‘B’,
but the covert sample reveals no relatedness, then either there is an anomaly in family
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tree records or – potentially – a chain of custody or contamination issue in the covert collection process.
There are also public policy considerations around the collection of covert samples,
particularly when most jurisdictions require a warrant or some other authorisation to
require a suspect to provide a DNA sample (Joh, 2006). Is it appropriate that an individual is never made aware that they were a suspect in an investigation and their
genetic data was analysed? Does this diﬀer from being drawn into an investigation
through other covertly obtained intelligence? Again, concerns could be partially
allayed through regulatory or doctrinal processes requiring destruction of genetic
information after exclusion, or at least it being quarantined from other police intelligence holdings.

What if there are no leads?
Forensic genetic genealogy already shows a high degree of promise in providing some level
of intelligence lead. Statistically, there would be a high chance of identifying a second or
third cousin for some of the largest genetic datasets already in existence (Erlich, Shor,
Carmi, & Pe’er, 2018). But there will be samples where identity by descent analysis
reveals no family matches, or at least none that are close enough to be viable for an investigation. There will be amateur family tree records that are incomplete or erroneous, or
even nonsensical. Can law enforcement take the next step and seek to expand online
genetic holdings?
The DNA Doe Project, a charity set up to apply forensic genetic genealogy to unidentiﬁed human remains, has used social media to encourage individuals in some communities to upload their DNA to expand the number of available proﬁles. Utah’s Cold
Case Coalition called on individuals to voluntarily upload their DNA to GEDmatch to
help solve crimes (Pierce, 2018).
If testing identiﬁed a relative but online genetic and genealogy records were scant, can
police adopt a strategy of surreptitiously providing test kits to individuals listed in a particular family tree so as to expand the reach of the technique by inviting them to upload
their DNA to a genealogy site? A relative could open their letter box to ﬁnd a special invitation to claim a free DNA test kit.
Police can use government records of births, deaths and marriages. But might it be
more eﬃcient to target a family member who may have uploaded an incomplete family
tree, sending them a free genealogy book to re-spark their interest? Such processes,
while somewhat manipulative, would likely be legal in most jurisdictions. Individuals
would be acting voluntarily if they decide to take up an oﬀer actually being made by
law enforcement.
Use of forensic genetic genealogy can also raise operational security implications. While
GEDmatch, in particular, allows users to mark proﬁles as private, if a law enforcement
agency did not do so, a suspect could receive an unexpected notiﬁcation of a new
‘twin’, or a close relative advice of a new immediate family member. This could reveal
to a suspect that law enforcement is likely already traversing their genetic family tree.
These approaches would be alleviated by use of a regulatory or warrants-based scheme,
which would ensure any searches are conducted directly by the provider.
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Conclusion
Exploiting genetic datasets through forensic genomics, including the use of forensic
genetic genealogy, opens up a new line of inquiry in many cold-case investigations.
Whether individuals have concerns about the use of their genetic data and decide to
delete their proﬁles is yet to be seen.
The approach is not yet mainstream and may well grow. It is timely to explore policy and
regulatory responses around the use of these capabilities. Educating law enforcement, the
public and the judiciary around this technology and its potential application is also very
important in ensuring contemporary debate around the privacy and family implications.
While a technique still very much in its infancy, we have argued that there may come a
time when access is not so readily available. Law enforcement needs to carefully consider
its response to such a scenario, and regulators need to consider whether existing warrants
and mutual assistance schemes suﬃciently mitigate intrinsic genetic privacy risks.
It is likely that society is entering a time when, given enough investigative, genetic and
genealogical resources, the source of virtually any sample can be ascertained. The privacy
and social implications of this will play out over months and years.
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Chapter 7 : An Intelligence Framework
7.1 Aim
Forensic genomics sits in an intelligence paradigm. When applied as part of a toolkit,
the approaches can be adapted to the broader intelligence cycle and developed to
enhance the contribution of forensic intelligence. This aligns with Research Aims 1, 3
and 5.
This chapter incorporates and considers research from the following journal
articles published as part of conference proceedings for the 24 th International
Symposium on the Forensic Sciences and the 28th Congress of the International
Society for Forensic Genetics:
Scudder, N, Robertson, J, Kelty, SF, Walsh, SJ & McNevin, D 2019, ‘A law
enforcement intelligence framework for use in predictive DNA phenotyping’,
Australian Journal of Forensic Sciences, 51:sup1, S255-S258, <https://doi.org/10.
1080/00450 618.2019.1569132>

Scudder, N, Robertson, J, Kelty, SF, Walsh, SJ & McNevin, D 2019, 2019, ‘An
international consideration of a standards-based approach to forensic genetic
genealogy’, Forensic Science International: Genetics Supplement Series,
<https://doi.org/ 10.1016/j.fsigss.2019.10.071>
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7.2 Background
7.2.1 Systems approach
The article discusses the important distinction between traditional DNA
markers used for probabilistic analysis, with reporting of the DNA analysis potentially
being used in evidence in criminal proceedings, and intelligence leads from forensic
genomics (Scudder, Robertson, et al. 2019, pp. 1-2). Importantly, the article
considers the work of early pioneers in intelligence, and how the processes of
intelligence moves from premise to inference (Cruz 1987; Kent 1964).
A multi-faceted approach to human identification should draw in a range of
evidence and intelligence leads to provide an informed view of the identity of a
suspect or deceased person. Such an approach, as discussed in case studies in
Chapter 6, may draw from a variety of identification and geolocation techniques. This
may include stable isotope analysis (Benson et al. 2006, pp. 12-3; Ubelaker 2018),
pollen analysis (Wray 2019), fingerprint sciences, or the application of missing
person and search methodology (Newiss & Webb 1999).
Approaching forensic genomics as part of the wider forensic toolkit requires
consideration of the qualifications and support systems necessary to deliver such a
capability. When forensic genomics, or its individual applications in the form of
EVC/BGA and forensic genetic genealogy, are viewed as part of a system, it is then
possible to consider management structures, supporting capabilities, quality
systems, standards and qualifications (Robertson 2013; Wilson, LE et al. 2019).
Such a process should also be subject to continuous improvement, structured review
and process refinement (Robertson et al. 2010).
Such an approach does not exclude the delivery of capability, or parts of a
combined forensic capability, by external experts or outsourced laboratories. But it
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does suggest that the existence of a quality system and overarching framework to
integrate components in a forensic intelligence approach is warranted (Ribaux et al.
2003).

7.2.2 Standards and training
Chapter 6 introduced discussion about potential alternatives to regulation of
forensic genomics. In particular, the research considered industry standards applying
in the field of genealogy or an accreditation framework, further discussing options for
training of investigators, lawyers and the judiciary (Scudder, McNevin, et al. 2019,
pp. 15-8). Contextualising forensic genomics within the broader framework of
intelligence provides an opportunity to consider how investigators should be trained
to interpret leads arising from the application of this technique.
Arthur Hulnick, former CIA officer and academic, challenges the traditional
view of the intelligence cycle and notes the fluidity of modern intelligence work,
particularly as part of a wider law enforcement or national security application
(Hulnick 2006). Certainly, like many things, the real-life experiences of intelligence
analysts are not neatly compartmentalised as in the text books. Noting these
limitations, the development of a model must incorporate both the standards-based
rigour of forensic science and the careful analytical approach used for criminal and
national security intelligence. In this context, forensic genomics can follow the lead of
forensic intelligence, including shifts towards support for proactive policing and
translating data into actionable intelligence (Ribaux, Crispino & Roux 2015; Ribaux &
Wright 2014, p. 498; Ross 2015).
Whether forensic genomics should be regulated, and whether it is effectively
delivered as part of a wider forensic identification toolkit, there is a clear need to
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develop standards and best practice. The most efficient way of doing so is to
leverage existing forensic science systems and doctrines around effective criminal
intelligence.
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1. Introduction
Forensic DNA capabilities have now progressed to a point where it is possible to exploit
a sample from a crime scene to provide information to input to the intelligence process. Such
leads include predicting the physical characteristics of a donor, the donor’s biogeographical
ancestry or, by overlaying genealogy records, identifying common genetic ancestors. Such
approaches, termed forensic DNA phenotyping and forensic genetic genealogy respectively, are
intended to provide information as part of a broader forensic and criminal intelligence
assessment, with any DNA-based leads later veriﬁed by comparing an identiﬁed suspect’s
DNA with the crime scene sample through STR-based DNA analysis. In this way, such a lead
could be viewed as more reliable than eyewitness evidence, where erroneous identiﬁcations
have sometimes proceeded all the way to the witness box 1.
This, however, ignores the fact that convictions have occurred despite exculpatory DNA
evidence 2. Flawed intelligence, more generally, can result in other investigative leads going
cold due to the potential pivot eﬀect on an investigation as a whole and misdirection of
investigative resources. Intelligence can also inﬂuence community suspicions about likely
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suspects and form the basis of judicial decisions to warrant further searches or undertake
more intrusive inquiries3.
Forensic DNA phenotyping and forensic genetic genealogy can be used to exclude as
well as implicate. Even an exclusion must be approached with caution, however, given
the complexities of gene expression and ancestry proﬁle interpretation 4. The latter is
heavily inﬂuenced by the availability of representative reference genotypes, the choice
of genetic markers and the quality of prediction algorithms. Genealogy has the added
limitation of data quality and, at times, a reliance on proprietary algorithms.
Intelligence can be deﬁned as ‘the collection, processing, integration, evaluation, analysis
and interpretation of available information concerning . . . areas of actual or potential
operation’ 5. This deﬁnition underscores the intelligence cycle, and its application to forensic
intelligence 6. The intelligence cycle begins with developing an intelligence plan and
a collection method, an approach that considers the purpose of the intelligence collection
and the proposed sources of intelligence, including their inherent limitations. In the context
of the proposed application of forensic DNA phenotyping and forensic genetic genealogy,
this approach involves assessing how the predictive power of DNA can assist in answering
an investigative question or contribute to a broader intelligence assessment.

2. Material and methods
Once genetic information has been obtained from a crime scene sample, analysis and
production, in the context of other forensic information, can inform a forensic intelligence product. At a conceptual level, this involves a process of moving from premise to
inference and then applying words of estimative probability to assess the likelihood of
those inferences 7,8. Table 1 shows a simple example of applying this forensic DNA
phenotyping to an item of clothing believed to have been dropped by a suspect.

3. Results
Flawed intelligence can occur if an analyst or investigator adopts the third inference (in Table 1)
as an investigative lead: it is almost certain that the suspect has blue eyes, without considering
the posterior odds of the ﬁrst two inferences, which must lower our conﬁdence in this
statement. If, for the purposes of illustrating this point, we quantify these statements of
estimative certainty using a model ﬁrst published by former CIA oﬃcer, Sherman Kent, this
statement would more accurately be reﬂected as: it is between 35 and 75% likely that the suspect
has blue eyes 8.
Table 1. Example of premise to inference, in an application of forensic DNA phenotyping.
Premise: a witness saw the
Premise: DNA from an item of clothing
suspect wearing a red
probably came from the person who
scarf.
last wore that clothing.
Premise: a red scarf was
Premise: DNA was found on the scarf.
found a short distance
Inference #2: it is probable that the DNA
from the crime scene.
from the scarf came from the person
Inference #1: it is probable
who last wore it.
the scarf was last worn by
the suspect

Premise: a particular sequence is almost
certainly associated with the donor
having blue eyes.
Premise: DNA from the scarf contained
that sequence.
Inference #3: it is almost certain the
donor of the DNA obtained from the
scarf has blue eyes.

144

®

AUSTRALIAN JOURNAL OF FORENSIC SCIENCES

257

Law enforcement has established processes for dealing with uncertainties associated
with intelligence, particularly where investigative leads come from anonymous tip-oﬀs
or other potentially unreliable sources. However, particularly in a scientiﬁc context, it can
be argued that investigators are dependent on analysts providing the necessary context
to enable an informed decision about the intelligence value.
The use of DNA for intelligence purposes should follow a process of veriﬁcation or
triangulation. That is, overlaying diﬀerent intelligence – ideally from multiple intelligence
sources – to deliver a more reliable overall intelligence product. The investigative value of
the intelligence product may increase in the above case if, for example, a human source had
separately identiﬁed a possible suspect who was known to frequently wear a red scarf.

3.1. Regulatory considerations
Can the use of an intelligence framework mitigate the risks of misuse of DNA as an
intelligence source, and the potential for it to lead to intrusions into personal privacy?
Australian forensic procedures legislation does not provide any form of comprehensive
regulation of forensic DNA phenotyping or forensic genetic genealogy 9,10.
A new regulatory regime could govern the use of such information for intelligence
and investigative purposes. While such a regime could set broad parameters, legislation
is arguably a poor lever for managing law enforcement use of technology. Any prescriptive legislation regulating the use of these capabilities could quickly become
outdated as new DNA and data matching capabilities are developed. Lessons could
also be drawn from other sources of intelligence and evidence: for example, the
Telecommunications (Interception and Access) Act 1979 governing law enforcement
access to telecommunications metadata and content in Australia.
Use of a best-practice intelligence framework would provide a more agile structure to
ensure predictive DNA capabilities are applied consistently with governance around the
broader police use of criminal intelligence. Ensuring forensic DNA phenotyping and
forensic genetic genealogy serve as intelligence sources within a broader forensic
intelligence model, and an integrated intelligence assessment, will help avoid many of
these risks and sensitivities while still delivering operational beneﬁts.

4. Conclusion
Forensic DNA phenotyping and forensic genetic genealogy are valid inputs into the
intelligence process and can utilize the same intelligence cycle as other sources of forensic
intelligence. These capabilities would therefore beneﬁt from being incorporated into the
same intelligence framework for collection, analysis and use. This includes guidelines as to
the appropriate reporting of DNA intelligence to investigators. Cautious and careful use of
this DNA intelligence may reduce calls for legislation to codify the circumstances under
which this technique may be used for crime scene samples.
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Forensic genetic genealogy has moved into limited operational use in the United States, and received international attention following the arrest of a suspect alleged to be the notorious ‘Golden State Killer’. The interest in
this emerging area has seen the development of online courses to train investigators to pursue forensic genetic
genealogy leads and the emergence of service providers marketing directly to law enforcement.
Forensic genetic genealogy is an intelligence capability and can draw on existing intelligence doctrine. The
power of genetic genealogy requires consideration of relevant standards, national or international. The development of these standards requires close consideration of public trust and privacy issues, including the application of the General Data Protection Regulation in Europe and constitutional issues in countries such as the United
States. It also requires a consideration of potential regulatory mechanisms and options.

1. Introduction
Genetic genealogy presents signiﬁcant opportunities for law enforcement to identify suspects in cases where neither the individual nor
close relatives’ DNA proﬁles are held on law enforcement databases [1].
Application of the technique does raise privacy concerns and issues
around consent of donors. Policy ownership of this area is fragmented
in many countries and internationally.
There remain challenges to the adoption of genetic genealogy for
law enforcement purposes. The General Data Protection Regulation1 faces
emerging challenges with Big Data [2], and genetic analysis coupled
with law enforcement application could create additional complexities.
The technique appears valid under current judicial interpretation of the
US Fourth Amendment, although the technique is yet to be challenged
in court [3,4].
Forensic genetic genealogy, and other forensic genomic capabilities,
sit within an intelligence paradigm [5,6]. The information they provide
to investigators is not intended to be used as evidence, but rather as an
investigative lead to narrow the suspect pool.
Application of this technique presents a number of privacy challenges. Apart from its ability to establish or disprove parentage and
challenge notions of biogeographical ancestry [7], the technique has an

international and cross-border element. The technique requires collection of signiﬁcant genetic data from the putative sample which, despite
precautions, might be subject a data spill or unauthorised access.
Creating a repository of crime scene genealogy samples also re-enlivens
the debate about potential analysis using techniques such as behaviour
genetics [8]. Finally, there remain signiﬁcant challenges around the
consent of donors and challenges around deceased individuals who
have previously uploaded genetic proﬁles [4].
2. Discussion
2.1. A policing or a forensic tool?
Use of genetic genealogy for law enforcement purposes is reliant on
a combination of genetic and investigative analysis. The tool, like many
others, is dependent on context and serves as information feeding into
the intelligence process.
Intelligence can be deﬁned as ‘the collection, processing, integration, evaluation, analysis and interpretation of available information
concerning … areas of actual or potential operation’ [9]. Information
about a possible genetic relationship between the putative donor of a
crime scene sample and one or more publicly available genetic proﬁles
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is a form of intelligence collection. There are many steps required, in
combining disparate datasets, before forming a hypothesis of identity.
Even the direct identiﬁcation of the suspect from an online genealogy database – i.e. the return of a possible ‘twin’– requires further
investigative and forensic steps to verify both the integrity of the data
and of the original crime scene sample. The investigative component
increases the more remote the relationship between the uploaded crime
scene proﬁle and the genetic relations [10].
The intelligence cycle also requires that other forms of law enforcement information be assessed, through evaluation and analysis
phases [6], before there is a justiﬁcation for using police resources to
either covertly obtain a further DNA sample, or to execute an arrest.
Genetic analysis can itself be complex, particularly when the technique is applied to cold cases or degraded samples, which may contain
mixed or partial genetic proﬁles [11,12]. In its forensic application, this
brings in a data analytics component, manipulating raw genetic data
into a compatible format for the required computational analysis.
The investigative component further draws on two distinct skillsets:
police investigation and expert genealogy. Both have their own distinct
doctrines or frameworks.

• In Australia, the Australian Government Investigation Standards
•

provides a broad framework for managing investigations and for the
training of investigators, including quality assurance processes,
within Federal Government agencies [13].
Genealogists have developed standards for best practice in research,
and codes of ethics at the national level [14,15].

2.2. Bringing the approaches together
The policy ownership of this new capability is fragmented in most
countries. In Australia, responsibility for privacy rests with the Oﬃce of
the Australian Information Commissioner as well as certain State
Government privacy agencies [16]. Other stakeholders include the
National Association of Testing Authorities, with its role in overseeing
forensic laboratory accreditation, and the National Institute of Forensic
Sciences Australia and New Zealand.
In the United Kingdom, agencies with oversight include the Forensic
Science Regulator, the Information Commissioner’s Oﬃce and the
Oﬃce of the Biometrics Commissioner. In the United States, the
National Institute of Standards and Technology recognises the Scientiﬁc
Working Group on DNA Analysis Methods as a key body for new forensic DNA developments.
Developing an agreed standards-based approach for the use of forensic genetic genealogy will need to draw from and de-conﬂict with a
number of existing established protocols and standards used in forensic
science and related industries, such as ISO 9001 2015, ISO/IEC 17025,
ISO/IEC 17043:2010 and ISO/DIS 18385.2.
A standard could assist in codifying privacy and ethical obligations
concerning genetic testing [17,18] as well as providing guidance in the
context of proportionality and trust.
2.3. Regulatory options
Standards could form part of a regulatory regime for forensic genetic genealogy or broader forensic genomic capabilities. This could
occur by either incorporating the agreed standards, procedures or operational limitations into legislative instruments, or by codifying certain restrictions through existing legislation such as the General Data
Protection Regulation in the European Union.
Beneﬁts of a legislative approach enforceability for both government and commercial providers and providing certainty for individuals
who have consented to use of genetic data by online providers. A disadvantage to any regulatory approach is that a tendency to be too
prescriptive could lead to the framework becoming outdated over time.
Technological advances frequently outpace legislative reform in many
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countries.
2.4. Oﬀences for improper use
Forensic genetic genealogy is a capability that is open to all. A
standards-based approach, whether adopted voluntarily or as part of
existing or new regulatory frameworks, would apply to law enforcement use of genealogy techniques. However, there is a potential for the
technique to give rise to new forms of criminality.
Ney et al. wrote about the potential for individuals to take existing
genetic data, ‘edit’ the computer’s representation of that genome and
develop ‘synthetic cousins’ [19]. This could result in the uploading of
fake proﬁles into online genealogy databases. Coupled with fake family
tree records, this could be used to create entirely ﬁctitious families
grounded in supposedly valid genetic samples.
In considering how to govern the use of forensic genetic genealogy,
consideration now needs to be given to whether the misuse of genomic
data, with the intent to commit fraud, is already captured by existing
oﬀences or whether new criminal laws need to be enacted.
3. Conclusion
Forensic genetic genealogy has quickly developed as a useful tool
for investigators. The ability to use these techniques varies between
jurisdictions, depending on public policy and interpretation of current
privacy laws. It can be anticipated that there will be a strong public
interest in police exploiting this technique to identify suspects, particularly for serious or violent crimes [20]. Equally, without an appropriate standards-based approach, bringing together investigative, intelligence, genealogical and forensic frameworks, there is the potential
for a wider community backlash in police exploiting genetic genealogy,
a ﬁeld which several commentators have described as being the ‘wild
west’ of privacy and public and health policy [21,22].
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Chapter 8 : Perceptions of key actors in the
criminal justice system
8.1 Aim
This research considers the views of different actors in the criminal justice system in
relation to forensic genomics. Research is based on a study, the method for which is
discussed in Chapter 2. This research is aligned to Research Aims 2 and 5. This
chapter incorporates and considers research from the following journal article, which
has been submitted to Police Science.
Scudder, N, Kelty, SF, Busby Grant, J, Montgomerie, C, Walsh, SJ, Robertson, J,
McNevin, D, ‘Differing perspective of DNA evidence and intelligence capabilities in
criminal investigations’
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8.2 Background
8.2.1 Perceptions of evidence and intelligence
This research builds on earlier chapters by exploring how forensic genomics
particularly EVC/BGA prediction, are interpreted by individuals of different
backgrounds. The article discusses various ways in which the misinterpretation of an
intelligence lead can impact a criminal investigation, before analysing whether
occupational background or prior exposure to particular capabilities has a statistically
significant impact on survey responses.
The accuracy of various models for selection and use of markers for
EVC/BGA prediction has been the subject of research (Cheung, Gahan & McNevin
2017). The study of views of different actors in the criminal justice system sought
only to approximate the level of reliability of particular reports. In this way, the
analysis seeks to replicate an intelligence report which may assist an investigator,
but also the types of evidence that may be presented to a judicial officer to support
such functions as the issue of search warrant.

8.2.1.1 Survey
Analysis was undertaken of 260 valid responses to an online survey
conducted in 2018. The study included qualitative and quantitative demographic
data. Participants were then presented with three scenarios concerning current and
new DNA and genomic capabilities and were asked to answer four questions for
each of the scenarios on a scale of 1 to 10. A third component asked them to drag
and reorder the capabilities based on reliability and ease of understanding. Finally,
there was an opportunity for free-text comment. The survey questions are included
at Appendix 4.
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8.2.1.2 Findings
The study observed a difference between how individuals perceive traditional
DNA statistical evidence reports and their assessment of ease of understanding.
69.9% of the valid responses ranked the reports, as presented in court for decades,
as the most reliable. But only 43.9% rated it as easiest to understand. As described
in Table 4 of the article, DNA statistical evidence reports had the highest means for
reliability, influence, trustworthiness and ability to narrow the focus of enquiries.
A Kolmogorov-Smirnov normality test was undertaken on the scores provided
on a scale of 1 to 10, showing the data was not normally distributed:
DNA statistical
evidence report

Text-based
EVC/BGA report

Image-based
EVC/BGA report

How reliable

D(253)=.19, p<.001 D(255)=.16, p<.001 D(250)=.18, p<.001

How influential

D(253)=.16, p<.001 D(255)=.15, p<.001 D(250)=.12, p<.001

How trustworthy

D(253)=.17, p<.001 D(255)=.12, p<.001 D(250)=.13, p<.001

Narrow suspects

D(253)=.15, p<.001 D(255)=.12, p<.001 D(250)=.11, p<.001

Table 8.1: Kolmogorov-Smirnov normality test

With this distribution, Kruskal-Wallis and Mann-Whitney tests were conducted.
There was a statistically significant difference in the scores given by police officers
and related professionals for traditional DNA statistical evidence, across all four
questions. No such observations were recorded for EVC/BGA intelligence reports.
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8.2.1.3 Observations
Interpretation of evidence by jurors and other actors in the criminal justice
system has been the subject of significant prior research (Biedermann & Kotsoglou
2018; Martire, Kristy A 2018; Martire, Kristy A., Kemp & Newell 2013). In the context
of forensic genomics, it is important to understand perceptions of new capabilities,
and to compare that understanding with existing DNA analysis techniques.
The study broadly affirmed the pivotal role of forensic DNA evidence as a
highly reliable and trustworthy evidence class in the criminal justice system. As noted
in Chapter 2, responses to the study were almost exclusively from residents of
countries with adversarial justice systems, and further analysis could be undertaken
within the inquisitorial system.
The study revealed several areas for future analysis. It also tended to
demonstrate that forensic genomics is a new and evolving area. As would be
anticipated, there was a difference in the level of prior exposure to the different
capabilities:
1.

54.2% of respondents indicated they had previously seen a DNA
statistical evidence report, including on the news or in works of fiction

2.

40.9% reported they had previously seen a text-based EVC/BGA report

3.

43.0% reported they had previously seen an image-based EVC/BGA
report.

This type of survey, involving self-selection of respondents based on online
advertising, does have the potential to attract respondents with an existing interest in
the forensic sciences. It is possible that individuals with an interest in forensic
science are more likely to have a knowledge of newer forensic genomic capabilities.
Further study of awareness of these techniques could be undertaken using a
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random selection process. Notwithstanding this, the study does provide a benchmark
of the target audience’s awareness of forensic genomics in 2018, and the different
levels of awareness for different types of reports. This can help inform the broader
policy discussion.
The method also allowed for coded analysis of optional free text responses.
As discussed in Chapter 2, three of the key themes identified through this process
were ethics, privacy and the reliability and trustworthiness of reports. Free-text
responses were optional, but the responses that were recorded accord with wider
observed trends in the literature.
The study described in this article gives an insight into how police, lawyers,
and the wider population of potential jurors view different types of DNA evidence and
intelligence reports, through the use of case studies.

8.2.1.4 Hypothesis
The observed results present an hypothesis that, while a large portion of
respondents had some exposure to forensic genomics, the capability has not yet
reached the mainstream. Particularly image-based EVC/BGA reports are perceived
as easy to understand. Further research could examine this, to consider whether
respondents’ understanding of the technology accords with current scientific views
on its validity and accuracy. That is, whether respondents fully appreciate that the
information being presented is an intelligence lead and that any forensic artistry
represents a probabilistic assessment of possible physical characteristics of the
donor (MacLean 2014, pp. 365-71).
Study of the perceptions of forensic genomics is important to inform policymakers and regulators of potential systemic weaknesses in the technique. Forensic
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genomic techniques are intelligence leads, not intended to be used as evidence at
trial. Any potential for the use of this technique to bias or misdirect investigators or to
mislead judges could cause detriment to individuals or to society through the
misallocation of scarce investigative resources.
The study also showed that police officers and related professionals have a
high regard for traditional DNA statistical evidence. Continued monitoring of police
trust in DNA evidence is critical, as any dilution of that trust through the introduction
of new techniques - however operationally useful and powerful - could adversely
affect current forensic DNA processes and utility.
While lawyers did not demonstrate this attribute with the sample size
analysed, continued trust in DNA capabilities by judges and other legal practitioners
would be equally important. Any observed trend that sees these groups displaying a
diminished trust in forensic DNA evidence would have implications for the criminal
justice system, noting that trust in DNA was built over decades, while learning
lessons from cases where miscarriages of justice have occurred (Gill 2018; Vincent
2010).
Finally, while forensic genomics would be unlikely to be put into evidence
before a jury, it may be relevant to facts at trial. A defendant may seek to introduce
EVC/BGA prediction into evidence, to show an inconsistency between predictive
capabilities and a confirmatory DNA statistical evidence report. Ensuring public
understanding of the technique will help reduce the potential for intelligence leads to
be posed as scientific certainty, undermining other scientific analysis.
While this study focused on EVC/BGA prediction, forensic genetic genealogy
has a similar potential to mislead or misdirect investigators. In several instances,
genealogy leads have been put to a judicial officer to support a warrant requiring an
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individual to submit to confirmatory DNA testing (Oremus 2018). While such
intelligence is put in the context of many other investigative leads and evidence, a
failure to understand the limitations of these techniques could result in poor
decisions being made.
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Abstract
The ability to predict physical characteristics from DNA presents significant opportunities for forensic
science. Giving scientists an ability to make predictions about the donor of genetic material at a
crime scene can then give investigators new intelligence leads for cold cases where DNA evidence
has not identified any person of interest.
However, the interpretation of this new form of intelligence requires careful analysis. The
responses to an online survey, conducted in 2018-19, were used to examine how actors in the
criminal justice system assess and interpret different types of DNA evidence and intelligence. The
groups of focus for the survey were investigators, legal practitioners and the general public (as
potential jurors). Several statistically significant effects were identified based on occupation and
whether an individual had prior exposure to new DNA technology. Monitoring how those involved in
interpreting reports from different types of DNA evidence and intelligence interpret them helps to
ensure that decisions are made based on a sound understanding of their capabilities and limitations
and may inform broader training and awareness strategies.
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Introduction
Technological advances allow forensic scientists to dive deeper into the human genome than ever
before. For decades forensic science has used so-called satellite DNA markers, understood not to be
health informative, to compare crime scene samples to the DNA profiles of suspects, or to undertake
searches against DNA databases (Frudakis 2010). This approach sought to balance individual privacy
with the needs of law enforcement to use technology to identify suspects. Adoption of this
technology has not, however, been without its challenges and misinterpreting DNA evidence,
however well-intentioned, has led to miscarriages of justice (Gill 2014; Vincent 2010).
This article considers the new field of forensic DNA phenotyping, and how it can inform
intelligence products. Based on a survey of 260 respondents, the article evaluates how different
groups interpret and assess these leads, comparing the perception of forensic DNA phenotyping
reports, both text-based and picture-based, with traditional DNA statistical evidence reports. In this
study we will demonstrate the potential for DNA intelligence to misdirect investigations and
therefore a need for increased training and awareness for law enforcement and the judiciary.

A face from DNA?
New DNA genotyping technologies have allowed scientists to make predictions about the physical
characteristics of a donor. Using predictive DNA phenotyping, it is possible to analyse an item of
biological evidence from a crime scene and predict certain traits of the donor (Kayser 2015).
Predictions can presently be made for characteristics such as skin, eye and hair colour as well as the
donor’s bio-geographical ancestry (Chaitanya et al. 2018; Cheung, Gahan & McNevin 2017, 2018).
These predictions can be presented in written form or, in some cases using commercial algorithms
and forensic artistry, a facial composite can be generated predicting the possible appearance of the
genetic donor at a predetermined age (Figure 1).
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Figure 1: Commercial application of DNA-based facial composite imaging. Superimposed is the arrest
photograph of José Alvarez, Jr, who was convicted in 2016 of two murders. Source: Parabon NanoLabs.
Reproduced with permission.

Investigative significance

Forensic DNA phenotyping is intended as an intelligence lead. Understanding how the various actors
engage with different types of DNA evidence and intelligence is critical to developing strategies
around the implementation of new technology.
Once a suspect has been identified, a DNA sample can generally be obtained from that individual
using a buccal swab and the DNA profile compared directly to the crime scene profile using
traditional probabilistic identification processes. Forensic DNA phenotyping is intended to be used
primarily to exclude or narrow a wide suspect field, allowing investigators to focus their limited
resources on identifying the individual who deposited the genetic material at the scene (Koops &
Schellekens 2008).
However, DNA-based intelligence must be treated with some caution. Numerous factors can
influence whether written or image-based predictions accurately portray the characteristics of the
suspect (MacLean & Lamparello 2014). Flawed DNA intelligence can occur, even with accurate
scientific analysis, due to pollution of crime scene evidence or, even more fundamentally, the
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biological evidence collected at a crime scene not having come from the offender, perhaps not even
being deposited at the scene contemporaneously with the crime occurring.
While these risks are not limited to phenotyping, a probabilistic identification using traditional DNA
markers will lead investigators to a ‘match/no match’ situation using a DNA database. A match
would yield a name with investigators then seeking to locate and interview the identified individual.
That person could then become a suspect in the investigation or could be excluded, for a myriad of
reasons.
DNA phenotyping, by its very nature, is less precise. It relies on investigators understanding that the
capability sits within an intelligence paradigm and must be assessed in the context of all the
evidence in a case (Scudder, Robertson, et al. 2019). If this does not occur then, in future, we may
see cases go cold as investigators run down leads based predominantly on DNA intelligence
predictions.
Ask, Rebelius and Granhag (2008) assessed the experience of police officers on their assessment of
inculpatory and exculpatory evidence. As these new DNA intelligence techniques are only now
becoming used operationally, it can be hypothesised that even experienced police have less
exposure and understanding of the limitations around this type of intelligence product.
Flawed or misinterpreted DNA intelligence can have potential effects at various stages in the
investigative and criminal justice processes. This paper will focus primarily on the effects of
misinterpretation of evidence by police and investigators. Some scenarios that could arise include:
•

Imprecise or misinterpreted DNA intelligence being relied on by investigators, to the
detriment of other viable leads.

•

DNA intelligence resulting in an individual being wrongly identified as a suspect based on
their physical traits and subjected to privacy-intrusive processes, such as coercively
taking a DNA sample.

•

Prediction of physical traits or a suspect’s appearance being used as a basis for DNA
dragnets (Murphy 2007; Skinner 2018).

•

Imprecise or misinterpreted DNA intelligence forming the basis for an application to a
judicial officer for issue of a warrant, and the execution of that warrant perhaps causing
unintended harm.
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•

Defence counsel highlighting inconsistencies between a DNA intelligence product and
the physical attributes of the defendant, seeking to persuade a jury to put less emphasis
on probabilistic-based DNA reports presented as part of a prosecution case.

The presentation of forensic evidence in court has been the subject of analysis and discussion,
including detailed consideration of how scientists can accurately convey scientific meaning to nonscientists (Martire, Kristy A 2018; Ribeiro, Tangen & McKimmie 2019).

With forensic DNA

phenotyping, the importance of the community understanding and interpreting correctly extends far
beyond the courtroom.
The readability and complexity of forensic reports, including language, sequencing and format, have
all been the subject of academic review (Howes et al. 2014). Researchers have also highlighted the
difficulties faced by non-scientists in assessing the probative value of forensic evidence (Biedermann
& Kotsoglou 2018). Interpretation challenges have been recorded using both verbal and numerical
scales, with proposed ways of resolving this issue including dual verbal and numerical scales, or
visual representation (Martire, Kristy A., Kemp & Newell 2013). Statements around prediction of
physical traits may be even more difficult to assess, particularly when an individual must consider
the probabilities around several different traits together. Further complicating the issue are
occurrences of pleiotropy and epistasis. For example, pigmentation traits like eye, hair and skin
colour all share genetic markers associated with the melanin synthesis pathway (pleiotropy) and the
effects of one marker may be influenced by another (epistasis) (Ducrest, Keller & Roulin 2008;
Pośpiech et al. 2014).
The presentation of DNA intelligence through a facial composite is likely to assist in interpretation
and understanding, but only if the person receiving the information is also aware of the context and
limitations of the information they are assessing. A facial composite can only present a single
prediction and needs to take account of the most likely physical characteristics at each point in its
creation.
Samuel and Prainsack (2018) conducted qualitative analysis of police interpretation of predictive
traits. Their survey showed a distinction between scientists and police, with police more willing to
try predictive techniques with less proven reliability and validity, to identify suspects. The authors
noted that ‘it might be tempting to utilize [predictive DNA] tests even if they are have not yet been
validated or if they have low predictive value – just in case they could be helpful’ (Samuel &
Prainsack 2018, p. 10). Cognitive bias is also relevant, as shown in the work of Charman, Kavetski and
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Mueller (2017), who examined whether an initial hypothesis of guilt influenced police officer
perceptions of evidence in a hypothetical case.

Aims, Hypotheses and Study Significance

This study’s aim is to assess how individuals from different professional backgrounds understand and
assess traditional DNA statistical reports, and text- and image-based DNA phenotyping reports.
The focus of analysis was around three different groups of individuals, based on their current or
immediate past profession. These groups were (1) police officers and related professionals, (2) legal
practitioners and judicial officers and (3) other individuals, over 18 years of age, who may be
potential jurors.
The study’s hypothesis is that occupational background and/or previous exposure to forensic DNA
capabilities could impact an individual’s assessment of the reliability, trustworthiness and influence
of those capabilities and in assessing the ability of the capability to narrow a suspect pool.

Methods

Study participants were recruited through paid advertising on the social media platform, Facebook,
as well as through retweeted posts on Twitter. An advertisement was also placed in the ACT Law
Society’s e-mail newsletter. Participants were invited to undertake an online survey, which collected
demographic information (Table 1) and then presented each participant with three scenarios.
A total of 260 responses were received. 25 respondents (9.6%) identified their current or
last profession as a legal professional or tribunal/judicial officer, and 47 respondents (18.1%)
identified their current or last profession as a police officer or related professional. For responses
not drawn from the legal or police professions, the largest groups of responses were from students
and those working in administration, academia or sales.
Of note, respondents were almost exclusively from countries with adversarial legal systems
(refer to Table 1). Further study may be warranted in relation to countries with inquisitorial systems
of justice.
Participants were shown three scenarios, each accompanied by three different photographs of
individual faces:
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•

Scenario 1: A DNA evidence statistical report which provided comparative probabilities
of a match between the person of interest and a randomly selected member of the
community:
o

“The probability of this DNA profile match is 3 billion times more likely if [one of
the named individuals] is the donor of the DNA than if a randomly selected
member of the community is the donor.”

•

Scenario 2: A DNA phenotyping text-based report containing predictions of the statistical
likelihood of hair colour and eye colour:
o

“A new form of forensic DNA analysis makes the following predictions about the
person who deposited the sample at the crime scene: Greater than 80%
likelihood that the donor has brown hair; Greater than 70% likelihood the donor
has blue eyes.”

•

Scenario 3: A DNA phenotyping image-based report which provides a
rendered image based on laboratory predictions:
o

Comple>eion: Fair (>70%)
Eye Colour : Brown (>90%)
Hair Colour: Red (>95%)

“[You have] received an image drawn by a forensic artist,
based on the laboratory’s predictions of physical features and
possible ancestry of the donor of the crime scene sample.”

The scenarios were chosen to include both more common use of DNA in criminal
investigations (Scenario 1) and two different potential applications of new DNA
phenotyping technology (Scenarios 2 and 3). The scenarios were randomly
presented in two orders, either with the DNA evidence statistical report (Scenario 1) presented first,
or forensic DNA phenotyping reports presented first (Always Scenario 2, followed by Scenario 3).
Participants were asked the following questions, on a scale of 1 to 10, in relation to each of the three
scenarios:
1. How reliable do you think the laboratory report is?
2. To what extent does the laboratory report influence your [investigative] decisions?
3. How much do you trust the laboratory report to correctly identify the [person of
interest]?
4. To what extent would receiving this laboratory report narrow the focus of your
inquiries?
Participants were then asked to order the three scenarios in terms of, firstly, their reliability and,
secondly, how well they understood each report.
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Participants were asked questions about whether they had seen each DNA report previously,
through their employment, study, in the news media or in works of fiction. Finally, participants were
given an opportunity to provide final comments in a free text field.
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Table 1: Demographic characteristics
Legal
Professionals
(N=25)

Police and
related
professionals
(N=47)

Other
(N=180)

Prefer not to
say occupation
(N=8)

18 - 24

5 (20.0%)

1 (2.1%)

54 (30.0%)

3 (37.5%)

25 - 34

9 (36.0%)

11 (23.4%)

46 (25.6%)

4 (50.0%)

35 - 44

4 (16.0%)

17 (36.2%)

25 (13.9%)

0 (0.0%)

45 - 54

4 (16.0%)

15 (31.9%)

19 (10.6%)

0 (0.0%)

55 - 64

2 (8.0%)

3 (6.4%)

21 (11.7%)

1 (12.5%)

65 - 74

0 (0.0%)

0 (0.0%)

13 (7.2%)

0 (0.0%)

75 or older

0 (0.0%)

0 (0.0%)

2 (1.1%)

0 (0.0%)

Over 18 but prefer not to say

1 (4.0%)

0 (0.0%)

0 (0.0%)

0 (0.0%)

Female

15 (60.0%)

29 (61.7%)

126 (70.0%)

6 (75.0%)

Male

10 (40.0%)

18 (38.3%)

52 (28.9%)

2 (25.0%)

Agender

0 (0.0%)

0 (0.0%)

1 (0.6%)

0 (0.0%)

Nonbinary

0 (0.0%)

0 (0.0%)

1 (0.6%)

0 (0.0%)

Australia

20 (80.0%)

43 (91.5%)

136 (75.6%)

7 (87.5%)

United States of America

2 (8.0%)

0 (0.0%)

9 (5.0%)

1 (12.5%)

Characteristic - N (%)
Age

Gender

Country of Residence

* Number of employees relates only to respondents who indicated they were an employee or contractor (N=198).
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Legal
Professionals

Police and
related
professionals

Other

Prefer not to
say occupation

United Kingdom

1 (4.0%)

2 (4.3%)

9 (5.0%)

0 (0.0%)

Canada

0 (0.0%)

0 (0.0%)

6 (3.3%)

0 (0.0%)

South Africa

0 (0.0%)

0 (0.0%)

6 (3.3%)

0 (0.0%)

New Zealand

0 (0.0%)

0 (0.0%)

5 (2.8%)

0 (0.0%)

Other

2 (8.0%)

2 (4.3%)

9 (5.0%)

0 (0.0%)

Employee or contractor, full-time

18 (72.0%)

44 (93.6%)

57 (31.7%)

3 (37.5%)

Employee or contractor, part-time

7 (28.0%)

1 (2.1%)

68 (37.8%)

0 (0.0%)

Not employed, looking for work

0 (0.0%)

0 (0.0%)

21 (11.7%)

2 (25.0%)

Not employed, not looking for work

0 (0.0%)

1 (2.1%)

13 (7.2%)

1 (12.5%)

Retired

0 (0.0%)

1 (2.1%)

15 (8.3%)

0 (0.0%)

Prefer not to say

0 (0.0%)

0 (0.0%)

6 (3.3%)

2 (25.0%)

0

8 (32.0%)

24 (53.3%)

75 (60.0%)

3 (100.0%)

1-5

13 (52.0%)

8 (17.8%)

34 (27.2%)

0 (0.0%)

6-10

2 (8.0%)

2 (4.4%)

9 (7.2%)

0 (0.0%)

11-20

1 (4.0%)

2 (4.4%)

1 (0.8%)

0 (0.0%)

21-50

0 (0.0%)

4 (8.9%)

2 (1.6%)

0 (0.0%)

50+

1 (4.0%)

4 (8.9%)

2 (1.6%)

0 (0.0%)

Prefer not to say

0 (0.0%)

1 (2.2%)

2 (1.6%)

0 (0.0%)

Characteristic - N (%)

Employment Status

Number of employees*
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Legal
Professionals

Police and
related
professionals

Other

Prefer not to
say occupation

Less than high school degree

0 (0.0%)

1 (2.1%)

3 (1.7%)

1 (12.5%)

High school degree or equivalent

0 (0.0%)

4 (8.5%)

15 (8.3%)

3 (37.5%)

Some college/university, but no degree

3 (12.0%)

7 (14.9%)

42 (23.3%)

0 (0.0%)

Associate degree

0 (0.0%)

0 (0.0%)

1 (0.6%)

0 (0.0%)

Bachelors degree

8 (32.0%)

17 (36.2%)

58 (32.2%)

2 (25.0%)

Postgraduate degree

14 (56.0%)

15 (31.9%)

51 (28.3%)

2 (25.0%)

Other

0 (0.0%)

3 (6.4%)

10 (5.6%)

0 (0.0%)

Studying full-time

1 (4.0%)

4 (8.5%)

66 (36.7%)

3 (37.5%)

Studying part-time

7 (28.0%)

9 (19.1%)

18 (10.0%)

2 (25.0%)

Not studying

17 (68.0%)

34 (72.3%)

95 (52.8%)

3 (37.5%)

Prefer not to say

0 (0.0%)

0 (0.0%)

1 (0.6%)

0 (0.0%)

Characteristic - N (%)
Highest educational qualification

Studying
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Table 2: Prior exposure to types of DNA evidence and intelligence

Previously seen a DNA evidence statistical report
Yes

Legal
Professionals

Police and
related
professionals

Other

Prefer not to
say
occupation

N =23

N =43

N =166

N =6

11 (47.8%)

33 (76.7%)

80 (48.2%)

5 (83.3%)

Through my employment

6 (26.1%)

27 (62.8%)

22 (13.3%)

2 (33.3%)

Through my study

5 (21.7%)

10 (23.3%)

49 (29.5%)

1 (16.7%)

On television (documentary or news report)

5 (21.7%)

9 (20.9%)

29 (17.5%)

0 (0.0%)

On television or at the movies (fictional)

4 (17.4%)

7 (16.3%)

25 (15.1%)

1 (16.7%)

Print media (news story or feature)

6 (26.1%)

9 (20.9%)

24 (14.5%)

1 (16.7%)

Print media or a novel (fictional)

4 (17.4%)

4 (9.3%)

23 (13.9%)

0 (0.0%)

Other

0 (0.0%)

3 (7.0%)

5 (3.0%)

0 (0.0%)

Prefer not to say

0 (0.0%)

1 (2.3%)

0 (0.0%)

1 (16.7%)

No

Previously seen a DNA phenotyping text-based report
Yes

12 (51.2%)

10 (23.3%)

86 (51.8%)

1 (16.7%)

N =23

N =43

N =165

N =6

9 (39.1%)

12 (27.9%)

74 (44.8%)

2 (33.3%)

Through my employment

1 (4.3%)

8 (18.6%)

8 (4.8%)

0 (0.0%)

Through my study

3 (13.0%)

3 (7.0%)

31 (18.8%)

0 (0.0%)

On television (documentary or news report)

4 (17.4%)

7 (16.3%)

24 (14.5%)

0 (0.0%)

On television or at the movies (fictional)

5 (21.7%)

2 (4.7%)

43 (26.1%)

0 (0.0%)
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Print media (news story or feature)

2 (8.7%)

1 (2.3%)

19 (11.5%)

1 (16.7%)

Print media or a novel (fictional)

1 (4.3%)

2 (4.7%)

26 (15.8%)

0 (0.0%)

Other

0 (0.0%)

0 (0.0%)

6 (3.6%)

0 (0.0%)

Prefer not to say

0 (0.0%)

0 (0.0%)

1 (0.6%)

1 (16.7%)

No

14 (60.9%)

31 (72.1%)

91 (55.2%)

4 (66.7%)
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Previously seen a DNA phenotyping image-based report
Yes

Legal
Professionals

Police and
related
professionals

Other

Prefer not to
say
occupation

N =23

N =43

N =165

N =6

9 (39.1%)

14 (32.6%)

77 (46.7%)

2 (33.3%)

Through my employment

1 (4.3%)

4 (9.3%)

5 (3.0%)

0 (0.0%)

Through my study

1 (4.3%)

2 (4.7%)

15 (9.1%)

1 (16.7%)

On television (documentary or news report)

3 (13.0%)

6 (14.0%)

32 (19.4%)

1 (16.7%)

On television or at the movies (fictional)

4 (17.4%)

7 (16.3%)

53 (32.1%)

1 (16.7%)

Print media (news story or feature)

2 (8.7%)

4 (9.3%)

17 (10.3%)

0 (0.0%)

Print media or a novel (fictional)

1 (4.3%)

5 (11.6%)

28 (17.0%)

1 (16.7%)

Other

1 (4.3%)

2 (4.7%)

6 (3.6%)

0 (0.0%)

Prefer not to say

0 (0.0%)

0 (0.0%)

0 (0.0%)

0 (0.0%)

No

14 (60.9%)

29 (67.4%)

88 (53.3%)

4 (66.7%)

Note: Participants who indicated that they had seen the product before were required to at least one response, but could select multiple responses.
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Results

Table 1 presents the demographic characteristics of the three groups, including age, gender, country
of residence, employment status and education. Table 2 includes participant responses to questions
about previous exposure to DNA reports.

Ordering of scenarios

The scenarios were randomly presented in two orders:
1. DNA statistical evidence report (Scenario 1) followed by DNA phenotyping text-based report
(Scenario 2) and DNA phenotyping image-based report (Scenario 3); or
2. DNA phenotyping text-based report (Scenario 2) followed by DNA phenotyping image-based
report (Scenario 3) and the DNA statistical evidence report (Scenario 1).
A Mann-Whitney analysis (Table 3) revealed a statistically significant difference for ratings of
trustworthiness of the DNA statistical report depending on the order of presentation, such that it
was rated .60 higher when DNA phenotyping reports were presented before the DNA statistical
evidence report (p = .022). Similarly, ratings of the ability to narrow suspects for the DNA statistical
report increased by .57 (p = .034) when it was preceded by the DNA phenotyping reports.
No other significant differences were observed based on the ordering of the scenarios.

Ratings for different types of DNA evidence/intelligence

Overall, on scales of 1 to 10, participants rated DNA evidence statistical reports as the most reliable,
most influential, most trustworthy and with the greatest ability to narrow the focus of enquiries
compared to the two DNA phenotyping reports (Figure 2 and Table 4).
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Table 3: Analysis of ordering of scenarios
Criterion

DNA statistical evidence
report presented first
Mean

N

Forensic DNA phenotyping
reports presented first
Mean

N

MannWhitney U

Asymp. Sig
(2-tailed)

How reliable
DNA evidence statistical report

7.23

130

7.78

123

6996.5

.082

DNA phenotyping text-based report

6.64

128

6.43

127

7500.5

.279

DNA phenotyping image-based report

6.23

124

6.69

126

6879.0

.097

DNA evidence statistical report

7.71

130

7.89

123

7599.5

.489

DNA phenotyping text-based report

6.34

128

6.06

127

7484.5

.268

DNA phenotyping image-based report

6.30

124

6.30

126

7770.5

.941

DNA evidence statistical report

7.12

130

7.72

123

6683.5

.022

DNA phenotyping text-based report

5.62

128

5.57

127

7998.0

.810

DNA phenotyping image-based report

5.77

124

6.07

126

7301.5

.367

DNA evidence statistical report

7.12

130

7.69

122

6719.5

.034

DNA phenotyping text-based report

5.13

128

4.97

127

7780.5

.552

DNA phenotyping image-based report

5.75

124

5.97

126

7468.0

.544

How influential

How trustworthy
*

Narrow focus of inquiries
*

* Statistically significant, p<.05

173

Mean Rating
Legend
DNA evidence S•t at istical repo rt
■ DNA phenotyp in g t e)[t- based
repo rt
■ DNA phenotyp in g im age-based
repo rt

10

~

u
~
0
LO

s-

CJ)

.c
+-'

1
C:

m
QI

:::i:

4

How reli ab le

How influ enti al

How trustworthy

Narrow focus of
inquiri es

Figure 2: Mean responses to questions for each scenario by occupation group. Error bars represent standard
errors
Table 4: Mean ratings
Mean

N

Std. Dev

Std.
Error

DNA evidence statistical report

7.50

253

2.25

.14

DNA phenotyping text-based report

6.54

255

1.93

.12

DNA phenotyping image-based report

6.46

250

2.09

.13

DNA evidence statistical report

7.79

253

2.00

.13

DNA phenotyping text-based report

6.20

255

2.08

.13

DNA phenotyping image-based report

6.30

250

2.03

.13

DNA evidence statistical report

7.41

253

2.15

.14

DNA phenotyping text-based report

5.59

255

2.29

.14

DNA phenotyping image-based report

5.92

250

2.22

.14

DNA evidence statistical report

7.40

252

2.25

.14

DNA phenotyping text-based report

5.05

255

2.56

.16

DNA phenotyping image-based report

5.86

250

2.44

.15

Criterion
How reliable

How influential

How trustworthy

Narrow focus of inquiries
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Ranking of evidence and intelligence capabilities

When asked to rank each of the scenarios in order from most reliable to least reliable, 69.9% of
respondents ranked the DNA evidence statistical report (Scenario 1) as most reliable, but only 43.9%
rated it easiest to understand. Image-based DNA phenotyping (Scenario 3) was ranked most reliable
by 14.8% of respondents, but easiest to understand by 37.1% of respondents.
Table 5 shows the highest ranked report broken down by occupation group. A chi-square test for
independence indicated an association between occupation group (where declared) and whether
respondents rated the DNA evidence statistical report highest for reliability, χ² (2, n = 202) = 9.06, p =
.011. A similar association was observed between declared occupation group and whether
respondents rated the DNA evidence statistical report as easiest to understand, χ² (2, n = 198) =
12.05, p = .002.
A higher proportion of respondents who were police or related professionals or legal professionals
rated DNA statistical evidence as the most reliable, or the easiest to understand, compared to the
other occupation group.

Table 5: Rankings of reliability and ease of understanding by occupation group
Characteristic - N (%)

Legal
Professionals

Police and
related
professionals

Other

Prefer not to
say
occupation

Report ranked as most reliable

N =20

N =37

N =145

N =7

DNA evidence statistical reports

15 (75.0%)

33 (89.2%)

93 (64.1%)

5 (71.4%)

DNA phenotyping image-based reports

2 (10.0%)

3 (8.1%)

26 (17.9%)

1 (14.3%)

DNA phenotyping text-based reports

3 (15.0%)

1 (2.7%)

26 (17.9%)

1 (14.3%)

N =17

N =36

N =145

N =7

DNA evidence statistical reports

9 (52.9%)

25 (69.4%)

55 (37.9%)

1 (14.3%)

DNA phenotyping image-based reports

5 (29.4%)

9 (25.0%)

58 (40.0%)

4 (57.1%)

DNA phenotyping text-based reports

3 (17.6%)

2 (5.6%)

32 (22.1%)

2 (28.6%)

Report ranked as easiest to understand

Occupational background

Analysis was undertaken to compare the ratings given for each question, based on the respondent’s
declared current, or most recent, occupation (Figure 3).
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Figure 3: Individual ratings, by scenario and occupation group, for reliability, influence, trustworthiness and
ability to narrow suspects.

A Kruskal-Wallis H Test was conducted across occupation groups to predict whether occupation
group impacted on the mean. Statistically significant differences were observed in all four questions
relating to the DNA statistical evidence report. The differences in the mean between occupation
groups are shown in Table 6. Of note, the mean for police officers and related professionals was .93
higher than for legal professionals in their assessment of reliability of the DNA statistical evidence
report, and 1.32 higher when compared to individuals who declared an occupation other than in
legal or policing fields. Similar trends were observed across influence, trustworthiness and ability to
narrow the focus of an enquiry, for DNA statistical evidence reports.
There was no similar trend observed for either the DNA text-based phenotyping report or the DNA
image-based phenotyping report, with means not showing any significant differences across
occupation groups.
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Table 6: Kruskal-Wallis H Test analysis by occupation group
Criterion

Police and related
professionals

Legal Professionals

Prefer not to say
occupation

Other

Sig.

Mean

N

Mean

N

Mean

N

Mean

N

DNA evidence statistical report

7.64

25

8.57

47

7.25

174

6.00

7

.000

DNA phenotyping text-based report

6.72

25

6.45

44

6.57

178

5.75

8

.492

DNA phenotyping image-based report

6.56

25

6.52

44

6.47

173

5.50

8

.828

DNA evidence statistical report

8.20

25

8.55

47

7.55

174

7.43

7

.007

DNA phenotyping text-based report

6.32

25

5.91

44

6.22

178

6.88

8

.358

DNA phenotyping image-based report

6.76

25

5.95

44

6.35

173

5.75

8

.361

DNA evidence statistical report

7.68

25

8.51

47

7.12

174

6.29

7

.000

DNA phenotyping text-based report

5.80

25

5.52

44

5.58

178

5.63

8

.914

DNA phenotyping image-based report

5.92

25

5.82

44

5.97

173

5.50

8

.890

DNA evidence statistical report

8.00

24

8.11

47

7.11

174

7.57

7

.020

DNA phenotyping text-based report

5.20

25

4.48

44

5.13

178

6.00

8

.325

DNA phenotyping image-based report

5.56

25

5.43

45

5.99

173

6.25

8

.395

How reliable
*

How influential
*

How trustworthy
*

Narrow focus of inquiries

* Statistically significant, p<.05
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*

Prior exposure to DNA reports

A Mann-Whitney U Test was conducted to determine whether prior exposure to different types of
reports (whether through employment, study, media or fiction), was associated with the ratings
respondents provided to each question (Table 7). There was a statistically significant difference
between how respondents with and without prior exposure answered all four questions with
respect to DNA evidence reports, with those with prior exposure showing higher ratings of reliability
(Mdiff = 1.37, p < .001), how influential (Mdiff = 1.33, p < .001), trustworthiness (Mdiff = 1.46, p < .001)
and narrowing the focus of inquiries (Mdiff = 1.17, p < .001).
There was no corresponding effect with respect to the DNA phenotyping text-based report
and the DNA phenotyping image-based report responses, with differences in means not statistically
significant across exposure groups for these scenarios.
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Table 7: Analysis for previous exposure to DNA evidence or intelligence reports
Criterion

Prior exposure

No prior exposure

Mean

N

Mean

N

MannWhitney U

Asymp. Sig
(2-tailed)

How reliable
DNA evidence statistical report

8.19

129

6.82

109

4524.0

.000

DNA phenotyping text-based report

6.62

97

6.63

140

6788.5

.998

DNA phenotyping image-based report

6.71

102

6.47

135

6335.0

.284

DNA evidence statistical report

8.44

129

7.11

109

4307.0

.000

DNA phenotyping text-based report

6.29

97

6.21

140

6648.5

.782

DNA phenotyping image-based report

6.40

102

6.41

135

6881.5

.995

DNA evidence statistical report

8.12

129

6.66

109

4155.5

.000

DNA phenotyping text-based report

5.69

97

5.61

140

6598.5

.710

DNA phenotyping image-based report

6.12

102

5.99

135

6597.0

.577

DNA evidence statistical report

7.96

128

6.79

109

4873.0

.000

DNA phenotyping text-based report

5.19

97

4.99

140

6482.0

.550

DNA phenotyping image-based report

6.14

102

5.88

135

6356.5

.308

*

How influential
*

How trustworthy
*

Narrow focus of inquiries
*

* Statistically significant, p<.05
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Conclusion
This study observed several statistically significant differences in participant responses to the DNA
reports, based on occupation and prior exposure.
While the ordering of scenarios also had a statistically significant effect on two questions,
trustworthiness and ability to narrow the suspect pool, these differences were not observed with
varying the orders of scenarios for any other questions. Further research may be required to assess
whether prior exposure to text or image-based DNA phenotyping reports has a systematic, positive
effect on respondents’ later assessment of more traditional forms of DNA evidence. As this was only
observed in two questions, this study does not allow for an attribution of causation.
Overall, nearly three quarters of respondents rated the DNA statistical evidence report as the most
reliable report. But over a third rated the image-based DNA phenotyping report as easiest to
understand. A higher proportion of police officers and related professionals rated the DNA statistical
report as both most reliable and easiest to understand, but responses from individuals who did not
indicate employment in policing or legal professions had a more even distribution, particularly for
ease of understanding.
It can be argued that the ability of stakeholders in the criminal justice system - whether
investigators, lawyers or potential jurors - to understand different forms of DNA report is critical to
effective justice outcomes. As discussed, forensic DNA phenotyping is intended as an input to
intelligence, rather than meeting the threshold requirements for admissibility of evidence. Overall,
just over 30 per cent of respondents observed either of the DNA intelligence products as more
reliable than a DNA statistical evidence report.
A greater understanding of the use of DNA in investigations and in the courts will come as newer
technologies are more widespread. The survey results do tend to support increased training and
awareness for individuals involved in the criminal justice system, particularly lawyers and police, in
the capabilities of forensic DNA phenotyping.
There is a statistically significant difference in the ratings, on a scale of 1 to 10, between occupation
groups. Individuals whose current or immediate past occupation was as a police officer or related
professional tended to rate the DNA statistical evidence report higher in each question than other
respondents.

There was a smaller effect observed with legal professionals but, with smaller

differences and a small sample size, this effect is not statistically significant. Further analysis of how
legal professionals view this technology would be worthwhile.
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While there are differences in the way DNA statistical evidence reports are perceived, there is no
statistically significant difference in the occupation groups’ assessment of newer text or image-based
forensic DNA phenotyping reports.
Police and related professionals had the highest prior exposure to DNA evidence statistical reports
compared to other groups, but the lowest exposure to DNA phenotyping text-based reports and
DNA phenotyping image-based reports. While nearly a third of police respondents had exposure to
these newer technologies, the ratings could indicate investigators are still learning about these
capabilities. A police officer who has seen DNA evidence presented in court may increase their
ratings for that capability, but forensic DNA phenotyping may be too new to have delivered clear
operational outcomes to investigators at this time.
Individuals who had previously seen DNA evidence statistical reports also tended to provide higher
ratings on the 1-10 scale. Given nearly three quarters of police and related professionals had prior
exposure to this type of report, this could help account for the increase in the mean for ratings by
this occupation group.
No corresponding increase was observed for individuals who had previously seen either text- or
image-based forensic DNA phenotyping reports. Again, this result could arise because the
technology is so new. It may also be that the role played by phenotyping in an investigation is
overshadowed by the subsequent use of a DNA statistical report, taken once a suspect is identified.
This study observed some statistically significant differences between occupation groups and in
relation to prior exposure to DNA statistical evidence. Given these same effects were not observed
for phenotyping, and yet a portion of respondents viewed the new capabilities as highly reliable,
there is an argument to support further training and awareness in this area, as this technology
continues to evolve. However, it is reassuring to see that DNA statistical reports (for identity) are still
held as the most reliable form of evidence by all groups as the generation of such a report should be
the ultimate goal of an investigation, regardless of any intelligence leading to a suspect (in the form
of phenotype reports, for example).
Further study of the impact of forensic DNA phenotyping, and other DNA intelligence capabilities, is
also warranted, to assess any impact on investigations, on judicial decision-making, and on court
outcomes.

*

*

*
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9.1 The new frontier
The independent review of Commonwealth forensic procedures legislation in
Australia noted in 2003 the inevitability of future developments in forensic DNA:
‘The Review considers that as more becomes known about human DNA it will
be essential to have an ongoing debate and consideration about whether
these new developments should be used by law enforcement. It is, however,
important that any extended use of these new developments should occur by
way of deliberative action of parliament and not by way of some unregulated
extension into these areas’ (Commonwealth of Australia 2003, p. ii)
This research has explored the current policy and regulatory landscape,
discussing several emerging operational capabilities - in the form of EVC/BGA
prediction and forensic genetic genealogy. Further advances in forensic genomics
are, very likely, around the corner. Governance of these capabilities is split between
privacy law, some limited application of governance around health records, as well
as some discussion of human rights and constitutional protection, particularly in the
United States. Forensic genomics, like most areas of consumer genetics, is
unregulated in almost all jurisdictions. While technology has advanced, the policy
and regulatory framework is unchanged since the 2003 review. This analysis has
demonstrated the policy gap is increasing, and a need to urgently reflect on these
issues.
Internationally, even the Netherlands, which led the regulation of predictive
genomic capabilities with a law in 2003, only restricted law enforcement to the use of
particular traits (Koops & Schellekens 2008). This law could not have foreseen the
advances in technology, particularly with forensic genetic genealogy, which would
follow in the field of forensic genomics over the ensuing 15-year period.
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9.1.1 The Whitechapel murders
There are already gaps emerging in the use of forensic genomics which will
present both technical, ethical and legal challenges.
In a case report presented in the Journal of Forensic Sciences in March
2019, EVC prediction was used as one test in the examination of genetic material
from a shawl that was believed to be linked to the 1888 murder of Catherine
Eddowes by the serial killer dubbed ‘Jack the Ripper’ (Adam 2019; Louhelainen &
Miller 2019).
The substantive component of analysis compared the genetic material from
the shawl to mitochondrial DNA reference samples of maternally-related individuals
of both Ms Eddowes and a named suspect. The researchers were careful to protect
the genetic privacy of the descendants, an approach that has been used with several
other notable cases including the case of Belgian King, Albert I (Larmuseau et al.
2016, p. 208). Analysis was also constrained by the historical value of the item
(Louhelainen & Miller 2019, p. 8), and the authors are clear that their intention was to
test the science, rather than to argue that the identity of Jack the Ripper is irrefutably
proven. Nonetheless, the article did attract some criticism (Killgrove 2019).
The use of EVC prediction, while approached with caution, exemplifies how
the technique could potentially lead to an invalid conclusion if taken out of context:
‘The results were in full accordance with one of the very few witness
statements considered reliable: a male with brown eyes and brown hair.
Although these characteristics are surely not unique, they fully support our
hypothesis. We have no reliable information on how common these
phenotypic features were with males in London in 1888, but at the moment,
blue eyes are more common than brown in England.’ (Louhelainen & Miller
2019, p. 9)
This concern is also highlighted in the quantitative analysis, through the
survey discussed in Chapter 8. The way in which actors in the criminal justice
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system, including potential jurors, assess EVC/BGA prediction and its ease of
understanding could contribute to an invalid conclusion or diversion of investigative
resources.

9.1.2 Learning from medical ethics
As has been argued, forensic genomics should not be viewed in isolation. It is
part of a revolution in data analytics which has far broader consequences in terms of
individual, family and group privacy. This revolution, as it applies to medical science,
will also bring great benefit. But, as Turrini et al argue, these genomic advances are
occurring in a space between the ‘clinical and non-clinical’ (Turrini & Prainsack 2016,
p. 6)
Clinical medicine has developed processes around patient confidentiality and,
in the case of genetic testing for particular diseases, around the rights of family
members. These fields have already struggled through ethical problems such as the
use of ‘HeLa’ cells, taken from a cancer patient, Ms Henrietta Lacks, without her
consent in the 1960s. These cells became the so-called immortal cell-line and
yielded enormous benefits to science (Skloot 2017). But these benefits came at the
expense of the genetic privacy of her descendants (Naveed et al. 2015).
In considering whether forensic genomics requires separate regulation, it is
first necessary to consider ethical issues in this broader context. Seeking to address
just one component of a broader revolution in genetics will not yield a satisfactory
policy outcome, although the particular challenges forensic genomics brings in the
fields of race, identity and privacy do warrant closer consideration.
Abbot studies the challenges of regulating new technology. Governments may
suffer from 'resource asymmetry', where government lacks ‘information and
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expertise needed to make sound and informed regulatory decisions’ (Abbot 2012, p.
336) or a ‘regulatory disconnect’, due to rapid technological change. Governments
must therefore consider other options, including industry self-regulation or coregulation, which provide a more flexible response (Abbot 2012).
Some of the externalities of new technology require closer consideration.
Regulation must be considered in the context of the global nature of genetics and
genealogy and, in this respect, approaches to the regulation of cyber-crime could be
considered (Nuth 2008, p. 444). This includes collaboration and the setting of
appropriate standards.
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9.2 An ethical model
As discussed in Chapters 1 and 4, ethics and public trust are closely aligned to
balancing competing interests and the execution of state powers in a proportionate
manner. Wienroth notes the challenges in developing governance models around
new technology, where benefits and costs are not yet fully understood (Wienroth
2018).
Developing an ethics-based policy framework for forensic genomics must
borrow from a range of established governance techniques or controls. Chapter 4
discussed approaches to managing privacy, particularly consideration of privacy as a
human right viewed through a legal prism (Wright & De Hert 2012, pp. 33-76). This, it
is argued, generates an ‘ethically-informed privacy framework’ (Scudder et al. 2018a,
p. 222).
All rights are subject to necessary controls. Privacy laws, such as the
European Union’s General Data Protection Regulation, frequently make allowances
for the operational needs of law enforcement and maintenance of public security.
Fourth Amendment protections in the United States are subject to an explicit test of
reasonableness, noting there are different views as to whether the Fourth
Amendment was intended to be narrowly focused on prohibiting blanket search
warrants (Taslitz 2006, pp. 50-4).
An ethical approach, particularly as it relates to individual, family and group
privacy, should begin by having due regard for the privileged position of law
enforcement and government in being able to undertake actions in the interests of
the community or the nation which, at face value, infringe on individual rights and
liberties.
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Skinner argued for a more detailed ethical assessment. A similar argument
can be made for an assessment of forensic genomics not solely based on its legality
but looking at the wider societal implications. These implications could include
unintended consequences, such as reducing trust in personalised medicine or health
databases. It could involve isolation of racial or ethnic groups, or a push to further
mine predictive capabilities in an attempt to identify potential criminals. It may involve
advocacy from victims’ groups for universal use of the forensic genomic capabilities,
in any case where it is feasible. And it could put law enforcement in a position of
being able to solve virtually all of these cases (Flowers 2019).
Use of tools such as the PIA, and broad engagement with the community,
provide strategies to mitigate these ethical risks (Scudder et al. 2018a, p. 223).
These tools will focus attention on key policy considerations, such as the right not to
know (Koops & Schellekens 2008). It also ensures the adoption of practical steps to
safeguard genetic data and maintain the highest staff training and quality standards.
The approach suggested is supported by researchers who argue that
technological advances are ‘never merely material vehicles of progress. Instead they
are a multifaceted conglomerate of scientific and societal practices’ (Feenberg 2002;
Toom et al. 2016). A careful consideration of the data flows, strengths and
vulnerabilities will strengthen any implementation of forensic genomic capabilities
(Scudder et al. 2018a, p. 229). As discussed, this analysis must occur within the
broader context and shifting landscape of human genetics and Big Data. To consider
these ethical questions in isolation not only removes context but also the opportunity
for forensic genomics to derive a crossover benefit from the regulation and
governance of related scientific and technological capabilities.
Consent is a key consideration in balancing ethics and trust, as discussed in
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Chapter 1. The challenges around consent in the context of families were discussed
in Chapter 6. These challenges raise issues well beyond forensic genomics:
questions around consenting to comparison to genetic data which not only provides
insights into our own relatedness but those of our family. Again, these issues must
be approached from an ethical standpoint of proportionality and balance. Rightsbased approaches must recognise that individual conduct often has flow-on
implications for other members of a community. One person’s interest in genealogy
could expose the family history information of another.
An ethical approach must also touch on the distinction between exploiting the
predictive capabilities of forensic genomics using discarded items from crime scenes
and comparing those items to public databases such as GEDmatch, and accessing
closed, de-identified or non-consensually derived DNA databases. Considerable
operational advantage might be obtained by deliberately re-identifying research
datasets (Drabiak 2017; Erlich, Shor, Carmi, et al. 2018). But such an approach,
when coupled with existing genetic research exploiting those same datasets,
presents an enormous challenge to the privacy and dignity of volunteers. Law
enforcement must continually consider where the ethical lines are drawn, noting that
external circumstances may change those community expectations. Use of control
mechanism such as oversight or ethics committees is a useful tool in this regard.
Oversight committees could draw on a broader range of experts to help consider
ethical considerations around new technology.

9.2.1 To solve every case?
The cold case detective requires a particular skill-set, so argues Captain
Kevin Smith of the Indiana State Police (Flowers 2019). Cold cases require
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determination, an ability to pursue a case despite there being no new developments
potentially for years. Solving a cold case is a milestone. The cases described in
Chapter 5 have been widely applauded as a novel application of EVC/BGA and
genetic genealogy to identify suspects or to give identities back to the dead.
But imagine a future state where large parts of these processes are
augmented through artificial intelligence; where the cost of analysis has reduced to a
point where we no longer talk of backlogs of sexual assault kits (Campbell et al.
2017) but rather how often a bank of computers should repeatedly trawl public
genetic databanks trying to identify potential suspects. Artificial intelligence is already
being used to analyse and match physical items in crime scene photographs
(Baraniuk 2019). It can be argued that an automated approach allowing mass
application of forensic genomics is plausible in coming years, at least for countries
with access to the technology.
As a society, are there any ethical boundaries in the use of forensic genomics
to solve crime or to identify deceased persons? The case of Theresa Bentaas is both
shocking and sad: a teenage mother who hid her pregnancy and abandoned the
baby boy, placenta still attached, in 1981. The baby was found dead with tears
frozen to his cheeks. The mother admits she was ‘young and stupid’ but, decades
later, faces the same genetic justice as the alleged Golden State Killer and so many
other suspects (Hauser 2019). Use of forensic genetic genealogy in this case has
been criticised by some commentators (Molteni 2019a).
So many cases are being solved through forensic genomics that one crime
reporter dubbed late-2018 the ‘Season of Justice’ (Flowers 2019). One commercial
provider is quoted as saying the forensic genetic genealogy was solving nearly one
case per week (Farnoush 2019). But what if, through further technological advances,
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this trickle of suspects becomes a torrent?
McCartney and Parent consider the ethical choices faced by investigators,
including how they assess and prioritise their caseload (McCartney, S 2015, p. 67).
While some investigators assess the victims, others assess the prospects of solving
the case. Each approach has ethical flaws. A scenario in which forensic genomics
provides a quick and easy path to a suspect’s door could challenge some of these
ethical notions. Not all cases can be further investigated or prosecuted. It is possible
that advances in forensic genomics could come at the expense of investigating
cases where there is no DNA evidence available.
While a fully automated forensic genomic analysis process may not
eventuate, or could be decades away, it can be anticipated that these techniques will
become cheaper and faster, with more laboratories adopting capabilities and
additional vendors entering the market. The question arises as to what, if any,
restrictions should be applied to the use of the technique based on the level of
criminality.
At its core, this comes down to proportionality. This can be divided into two
ethical questions.
Firstly, the technique involves an intrusiveness to genetic privacy at a
personal level, in the case of EVC/BGA prediction, and to the family, in the case of
forensic genetic genealogy. Investigators such as Paul Holes, who worked as part of
the District Attorney’s investigative team on the Golden State Killer case, stress that
police have no access to raw genetic data (Wamsley 2018). Investigators would be
unlikely to have any interest in family relatedness, apart from in connection with
narrowing the suspect list.
So is this objection solely based on a public perception of investigators
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traversing our family trees, becoming privy to long-held family secrets? Such a
concept is highly subjective and evolves with the introduction and acceptance of new
technology (Tene & Polonetsky 2013). It is also interesting to consider whether this
ethical and privacy concern shifts if - as suggested above - the process was
ultimately automated to a point where it was a machine, rather than an investigator,
performing this analysis?
Secondly, given the speculative nature of any leads, there is the potential for
forensic genomics to direct law enforcement to an individual or group, and for that
group to suffer harm. This risk is tied to the first: as the process does become more
automated, the potential for an erroneous lead increases. While we are spared the
perceived privacy intrusion of an investigator carefully analysing our family tree,
instead a computer might one day simply provide an automated DNA ‘investigative
hint’, in much the same way direct-to-consumer genealogy sites provide research
hints to users, based on commercially developed algorithms.
It is this second ethical and privacy risk that warrants closer consideration.
The solution lies in contextualising the intelligence information. Part of this
consideration, then, involves an acceptance that - even if the process was fully
automated - it forms just one lead for investigators. It is no more of a magic bullet
than an address search of a utility provider’s database. Data can be wrong, and data
can mislead.
Far from avoiding the question, this approach means that investigators will
need to fall back on their own ethical paradigm (McCartney, S 2015). As will be
discussed, forensic genomics only becomes dangerous when it exists in an
investigative and intelligence vacuum.
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9.3 A toolkit approach
Forensic genomics is only starting to be viewed in the context of an overarching
toolkit for human identification. The partnership between one commercial vendor and
the National Centre for Missing and Exploited Children is a concrete example of the
effectiveness of these tools as intelligence leads to a wider consideration of the
identity of a deceased person (Parabon NanoLabs 2017). A similar concept applies
to the identification of donors of genetic material at crime scenes.
Viewing forensic genomics as part of a wider toolkit draws from existing
concepts of forensic intelligence (Ribaux & Wright 2014; Ross 2015) although, as
discussed in Chapter 3, the multidisciplinary approach must be applied at the case
level, rather than to develop leads across cases.
Forensic genomics can inform a toolkit of human identification. This toolkit
approach presents several subtle policy benefits. It manoeuvres the capabilities
away from being viewed as an isolated, ubiquitous tool, towards an integrated
service delivered by professional forensic scientists and genealogists. It allows the
technique to draw in information from a variety of related forensic sources which may
help limit the number of available matching candidates. These could include,
particularly for an unidentified deceased person:
● Forensic anthropology
● Isotope profiling
● Pollen or soil analysis
● Fibre analysis
Forensic genomics already draws on forensic artistry and modelling of both
deceased persons and suspects (Wood 2013), but could also utilise other Big Data
intelligence streams to narrow the focus of inquiry.
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This approach also recognises, in the case of forensic genetic genealogy, the
important role of the expert genetic genealogist. This brings into play their code of
ethics (Board for Certification of Genealogists 2017). as well as detailed genealogical
standards which ‘address documentation, research planning and execution,
including reasoning from evidence; compiling research results, genealogical
education; and ongoing development of genealogical knowledge and skills’ (Board
for Certification of Genealogists 2014).
This approach harnesses the existing data triangulation approach which is
considered best practice for genealogical research. By combining this with other
forensic and non-forensic information, it places forensic genomics squarely into the
intelligence stream. This, as discussed in Chapter 7, also draws in forensic, policing
and intelligence support. This would include quality systems, technical review of
casework and the use of intelligence analysts to integrate leads into a broader case
framework.
A clear practical application of this toolkit approach is in the identification of
human remains. With an estimated 500 unidentified human remains in Australia
(Ward, J 2018b) and more than 12,000 in the United States (Testa 2018), adopting a
multidisciplinary approach could yield considerable benefits. For example, the use of
isotope profiling on recovered human remains could result in DNA reference
comparison or forensic genomic applications being targeted to a particular country or
region. The success of this technique depends on the resolution of the capability. But
narrowing the focus to a region could mean that a particular public genomic dataset
is preferred over another. Or that distant family links in a public database such as
GEDmatch are best investigated by a jurisdiction’s policing agencies.
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The toolkit approach also requires leads to be contextualised in an
intelligence paradigm. The intelligence cycle provides a useful mechanism to
consider the various phases of intelligence collection, analysis and reporting (Innes,
Fielding & Cope 2005). This cycle includes a defined collection method, and
reporting on results using appropriate terminology and, in some cases, using words
of estimative probability (Cruz 1987; Ross 2015).
As discussed, the toolkit approach recognises the potential complexity of
forensic genomics and the risks of misinterpreting or misapplying the results. It
stresses the obvious need to verify genetic leads through confirmatory testing, to
consider the limitations of the capability and the potential for reference datasets to be
inaccurate or incomplete. This, in turn, highlights the training requirements and
proficiency testing procedures already reasonably well-entrenched in forensic
practice (Koppl 2005).
The combination of these factors should deliver a more robust capability able
to contribute to, but not exclusively delivering, questions as to human identity.
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9.4 An expert approach
Envisaging the capability as part of a forensic toolkit lends weight to the importance
of qualifications and experience in delivering outcomes in forensic genomics. In early
2019, a three-week online course was launched by the DNA Doe Project, specifically
targeted to law enforcement officers wishing to apply forensic genetic genealogy
(DNA Doe Project 2019b). This approach seeks to move the technique to the
mainstream, recognising that there is a resource asymmetry in forensic genomics.
This extends to what has been termed a shift in traditional asymmetric power, where
the ability to use cutting-edge technology extends well beyond traditional
government actors (United Kingdom Home Office 2019).
There are several policy responses to the supply and demand issues affecting
the field of forensic genomics. One option is to regulate providers of forensic
genomic services. In the United Kingdom, the office of the Forensic Science
Regulator was established in 2008. However, researchers have suggested the
Forensic Science Regulator lacks legislative powers to completely fulfil the mandate
or that a regulatory approach also requires consideration of the resource asymmetry
itself (McCartney, C & Amoako 2017; Wilson, TJ et al. 2014, p. 158).
That is not to say that models of regulation have not been successfully
applied elsewhere. In 2003, the Australian Law Reform Commission recommended
changes to the Therapeutic Goods Act 1989 to ‘ensure that the supply and
advertising of genetic tests directly to consumers is prohibited in Australia’
(Australian Law Reform Commission 2003, p. 350). While such a regulation was
never fully implemented, and restrictions on health-predictive services for consumers
easily circumvented, there remain restrictions on how major providers such as
23andMe can deliver their services in Australia. The policy debate in this area also
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generates useful guidelines in areas such as standards, quality of services and
implementation and use of MPS for whole-genome sequencing (Commonwealth of
Australia 2014). Australia’s Therapeutic Goods Administration is actively considering
regulatory review to take account of new technologies particularly health informative
or predictive devices marketed to consumers (Minion 2018). There are examples
where Australian regulators have held the line, at least for the time-being.

The

Apple® Watch released in 2018 features an atrial fibrillation-detecting algorithm
approved by the United States Food and Drug Administration. However, the feature
is disabled on products sold in Australia pending approval by the Therapeutic Goods
Administration (Morison 2018). It remains to be seen for how long individual
regulators can hold out against large international corporations. But individual
countries could certainly use existing regulatory options such as the Forensic
Science Regulator or Australia’s Therapeutic Goods Administration to provide some
level of review of laboratory certification and qualifications.
Forensic genomics, however, must address these concerns at three different
points. To ensure robust and defensible analysis, the crime scene sample or sample
taken from identified human remains must be subject to accurate genomic analysis.
It would be open to a regulator to insist such forensic analysis be undertaken at an
accredited laboratory. For example, in the United States, a Scientific Working Group
on DNA Analysis Methods (SWGDAM) has established a Next Generation
Sequencing Working Group to develop guidance for laboratories on the use of MPS
(Scientific Working Group on DNA Analysis Methods 2019).
It is necessary to then consider quality standards around reference material.
In the case of EVC/BGA prediction, consideration must be given to the level of
resolution of reference genomes used to support ancestry and phenotype
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predictions. For forensic genetic genealogy, this question is even harder given that in some cases - genetic reference material against which an unidentified profile is
searched could have come from numerous direct-to-consumer testing companies,
each with their own standards and testing arrays. Further complexities arise where
sites, such as GEDmatch, permit users to upload genetic data which may have been
corrupted or deliberately modified (Ney, Ceze & Kohno 2018).
Erlich et al proposed a model of digital signatures on direct-to-consumer
genetic data files (Erlich, Shor, Pe’er, et al. 2018). Erlich’s team was considering this
from the viewpoint of preventing covert upload of profiles by law enforcement and
others. However, this approach also has considerable merit as a quality assurance
tool. It would allow an analyst to give genetic profiles a confidence rating, based on
whether they have been digitally signed by a trustworthy source such as a major
direct-to-consumer genealogy provider, or whether they are unsigned and may
potentially have been inadvertently or deliberately modified. Such an approach could
use a modified ‘Admiralty Scale’, an intelligence rating of source and information
reliability, to rate genetic data in terms of its source and verifiability (Phillips, Chris
2018).
A third element to any expert framework around forensic genomics is the
expertise of the analysts themselves. Interpretation of genetic and genealogical data,
and the generation of intelligence inferences, is a key component of the process.
The skill-set required for EVC/BGA prediction differs significantly from genetic
genealogy. The greater risk appears to be in genealogy, where online tools require
little training to use and there is likely to be significant potential for false assumptions
to be made.
‘Teaching genealogy is a difficult venture’ notes historian and genealogist
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Daniel Wagner. In explaining the taxonomy of genealogy discipline, he explains its
multi-disciplinary approach and, as such, the challenges faced in education and
training of experts in this field (Wagner, HD 2006). The field of genetic genealogy
can be contentious and complexities in family trees can sometimes be explained in
different ways (Williams, SR 2005). The use of experts in genetic genealogy is
essential to ensure investigators are provided with actionable and reliable
intelligence leads. While there may be cases in which an amateur genealogist could
triangulate and predict a genetic relationship (Erlich & Narayanan 2014), there can
be no confidence that an individual untrained in genetic genealogy could necessarily
identify those cases where adoption, donor conception, incorrectly attributed
parentage, or incomplete genealogical records yield the wrong conclusion.
An interesting observation here is the issue of nomenclature. The term
forensic genetic genealogy is being used interchangeably with the term ‘investigative
genetic genealogy’ (for example, Aldhous (2019b)). In part, this acknowledges that
successful use of the technique relies upon following up on investigative leads. This
may, as in the Golden State Killer case, lead investigators to cemeteries or public
records offices to confirm facts. But the term investigative genetic genealogy also
tends to exclude the forensic expertise, suggesting a model where application of
these techniques sits with detectives or investigators, rather than with experts.
Key genealogy research organisations maintain a local series of standards. In
the United States, the Board for Certification of Genealogists has administered a
certification program since 1964, as well as maintaining a code of ethics (Board for
Certification of Genealogists 2017) and published standards. A similar code of ethics
also exists in Australia (Australasian Association of Genealogists and Record Agents
Inc 2015). The United States standards include the requirement for continuing
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training and development, including updating ‘skills in reconstructing unknown or
forgotten relationships, families, people, groups and events’ (Board for Certification
of Genealogists 2014, p. 43).
The framework of genealogy standards is at odds with attempts to promote
forensic genetic genealogy training for investigators. Such an approach would seek
to transfer the caseload from genealogy experts to online-trained investigators. While
bound by their oaths of office, investigators would not be bound by the relevant
industry codes nor subject to recommended continuing education. As tools develop
further, opportunities could be missed or the results could potentially be
misinterpreted.
The potential for forensic genomic capabilities to be adapted into machinebased learning systems has already been discussed. In many respects, this will
likely parallel the development of algorithms by online genealogy providers. In fact,
even if major direct-to-consumer providers are reluctant to open up their genetic
databases to law enforcement, they may be more willing to open up their public
records systems. Ancestry.com, the world’s largest provider, reportedly has billions
of indexed historical records (Zhukov 2013). The United Kingdom’s National
Archives has given Ancestry and FindMyPast ‘official partner’ status for searching
census records (United Kingdom National Archives 2019).
There will likely be a market for applying commercial algorithms to forensic
leads: provide the name of the matched relative or relatives, a degree of relatedness,
potentially other parameters like when the crime was committed, and use Big Data
analytics to search birth, death and historical migration data to automatically narrow
the field of suspects.
It would be concerning if such algorithms were to provide intelligence leads
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directly to investigators untrained in genetics or genealogy. Such machine-based
systems should entail a similar level of expert checking and verification. The
temptation to apply technology to solve crime more rapidly must not lead to
assumptions that genealogical records, even when created directly from historical
government documents without any third-party user intervention, are necessarily
accurate and complete.
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9.5 A standards-based approach
The application of relevant standards is a constant theme throughout this discussion.
In the context of this research, discussion has included the application of privacy
guidelines, laboratory standards, genealogy standards, SWGDAM guidelines and
intelligence doctrine. Is it preferable, or even feasible, to develop a standard for the
use of forensic genomics?

9.5.1 Australian context
The development of forensic standards in Australia has progressed
significantly in recent years. The core standard for forensic laboratories is ISO/IEC
17025:2017: General requirements for the competence of testing and calibration
laboratories (International Organization for Standardization 2017). This standard was
supplemented by an application document, applying generic testing laboratory
requirements to the specific operational needs of forensic laboratories (National
Association of Testing Authorities Australia 2018).
However, as Robertson et al note, while the approach in the United States
has been to develop quite specific forensic standards under the auspices of the
American Society for Testing and Materials, Australia has instead adopted more
general standards following the forensic process from recording and recovery,
through to reporting (Robertson, Kent & Wilson-Wilde 2013; Standards Australia
2012, 2013; Wilson-Wilde, Brandi & Gutowski 2011).
The potential for widespread use of forensic genomics, both in terms of
EVC/BGA prediction and forensic genetic genealogy, highlights a need for some
form of guidelines to assist investigators and the courts in its adoption, interpretation
and use. More compelling is the fact that forensic genomics as a whole spans a
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number of disciplines, from genetics to intelligence. As already proposed, its
adoption should also form part of a broader forensic toolkit where its use is aided by
other forensic and investigative leads.
The multi-disciplinary nature of forensic genomics presents challenges, then,
for the development of standards or guidelines. Which organisation should lead their
development? Genetic testing in Australia comes within regulatory oversight of the
Therapeutic Goods Administration. As has already been discussed, this body is
already grappling with the overarching issue of direct-to-consumer genetic testing
and accessing the resulting genetic data for law enforcement searches may stretch
beyond its area of focus.
The Office of the Australian Information Commissioner has statutory
responsibility for certain privacy functions under the Australian Information
Commissioner Act 2010. While forensic genomics, as discussed in Chapter 4, has a
dependency on use of personal information, there are limitations and carve-outs in
relation to the application of privacy laws to crime scene samples. Forensic genetic
genealogy, in its current form, takes advantage of genetic data which has been
released by individuals into the public domain. These restrictions would likely mean
the Australian Information Commissioner, even if minded to do so, would be
extremely limited in the scope of any Privacy Code so developed.
Forensic laboratories would generally be subject to accreditation requirements
and, in conducting forensic tests, would be subject to the requirements of relevant
Australian and International Standards. Forensic genomics is, in large part, being
conducted by commercial vendors. While some of the back-end laboratory analysis
would likely be subject to existing testing and calibration standards, data analysis
and genealogy functions could be expected to fall outside this framework.
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Genealogy certification bodies, such as the Australasian Association of
Genealogists and Record Agents and the Board for Certification of Genealogists in
the United States, could provide some guidance into certain aspects of genetic
genealogy. In fact, their existing standards are highly relevant (Board for Certification
of Genealogists 2014). However, as already discussed, their ability to enforce
standards

extends only to

their

professional members. Others, including

investigators, may refer to those standards, but are not bound by them.
Law enforcement and intelligence agencies generally regulate their own use
of operational capabilities. The Australia New Zealand Policing Advisory Agency
(ANZPAA) has developed Australia and New Zealand Police Principles in several
areas, such as police pursuits and use of force (Australian New Zealand Policing
Advisory Agency 2019). It is conceivable that similar guidance could be provided for
Australian and New Zealand police use of forensic genomic capabilities. ANZPAA,
through the National Institute of Forensic Science, Australia New Zealand (NIFS) has
played a key role in developing standards to minimise DNA contamination (WilsonWilde, Brandi & Gutowski 2011).
In the context of human remains identification, the Australian Coroners have
significant authority under their legislation to direct the conduct of inquests. In some
jurisdictions, coroners have published guidelines or handbooks on coronial practice
(Coroners Court of Victoria 2011). The ability of coroners to direct the circumstances
under which forensic genomics may be used was explored in a poster presented at
the International Symposium on Human Identification in 2018 (Appendix 5.3), which
posed the question as to how forensic genetic genealogy fits with the overall strategy
for Australia’s unidentified human remains, including analysis of compromised
remains.
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In May 2019, the Victorian Institute of Forensic Medicine announced that it is
preparing to trial forensic genetic genealogy, as a tool to assist in human remains
identification (White 2019).

9.5.2 International context
Given the fragmented ownership of policy in this area in Australia, it can be
anticipated that similar issues would arise internationally. In the United Kingdom, the
Forensic Science Regulator has implemented Codes of Practice and Conduct
drawing on ISO/IEC 17025:2017, as well as other industry standards including
BS/EN ISO 17020, ISO 9001 and ISO17043 (Forensic Science Regulator 2017). The
Forensic Science Regulator has also partnered with other institutes to publish
standards and guidance (Forensic Science Regulator 2019). As such, the Forensic
Science Regulator appears well-placed to develop overarching standards and has a
reach into government and private sector providers in the United Kingdom.
The United Kingdom Office of the Biometrics Commissioner also has a role in
that country in overseeing the Protection of Freedoms Act 2012, which governs law
enforcement use of biometrics including DNA. The Biometrics Commissioner has
noted future biometrics challenges (Wiles 2018b). However, the Office has limited
resources to oversee the use of all biometric identifiers in criminal investigations in
England and Wales, and for national security purposes across the United Kingdom.
In the United States, SWGDAM is already developing guidelines on related
MPS technology and rapid DNA (Scientific Working Group on DNA Analysis
Methods 2019). SWGDAM has the authority to provide advice to the Director of the
FBI ‘for the Quality Assurance Standards for Forensic DNA Testing Laboratories and
the Quality Assurance Standards for DNA Databasing Laboratories’ (Scientific
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Working Group on DNA Analysis Methods 2014). SWGDAM could have a potential
role in regulating laboratory use of forensic genomics, although is unlikely to be able
to directly enforce these requirements where the analysis is undertaken by
investigators or is contracted directly to commercial vendors.

9.5.2.1 International Standard
Could we one day see an International Standard developed for use of forensic
genomics? Could such an approach ensure consistency between jurisdictions? This
is particularly relevant given the techniques require reference samples from multiple
population groups and, in the case of genealogy, datasets that often extend beyond
national borders.
Such a standard could seek to address the question of whether samples have
been obtained through genuine consent (Wee 2019) by codifying existing ethical
obligations on researchers. The standards could incorporate, by reference, existing
laboratory and genealogy standards. Such an approach would seek to ensure
currency, while providing an overarching framework for use of forensic genomic
techniques by law enforcement worldwide.
An International Standard would provide an opportunity to examine the myriad
of issues raised in this research, from privacy to intelligence, from a multijurisdictional perspective. It could also consider the wider use of forensic genomics,
in cases of the investigation of genocide under the auspices of the International
Commission on Missing Persons (ICMP). It could also set in place an appropriate
framework for its use in the context of related standards, such as in the area of
Disaster Victim Identification (Lessig & Rothschild 2012).
The potential to develop an overarching standard, perhaps under the
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auspices of Interpol, should be an aspirational goal. Any standards will need to
consider the rapid development in technology, and the likelihood that further
enhancements can be anticipated in the field of forensic genomics in coming years.
As such, any approach should be principles-based and high level, similar to the
approach of the development of Australian Standards in forensic science, which
were ultimately used as the basis for International Standards (Wilson-Wilde 2018, p.
4). Such an approach would ensure that a standard captures the broad ethical and
technical challenges, without attempting to limit application to one specific approach,
online provider or method of testing.
By referencing other standards, such a framework could acknowledge the
fast-paced developments in areas of MPS, genealogy and crime detection and
prevention, each of which will impact on forensic genomics in coming years. Finally,
it could be used to assist in the development of appropriate training for investigators,
forensic scientists and other actors in the criminal justice system. This would help
ensure that all involved in the process have the requisite knowledge of the
capabilities and limitations of different techniques, assisting in the assessment of the
resulting intelligence leads.
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9.6 Regulatory options
While there exists regulation in Australia and other jurisdictions concerning police
powers to collect, particularly coercively, DNA samples from individuals and certain
oversight bodies have existing regulatory frameworks which could apply to particular
aspects of forensic genomics, the potential for particular legislation governing this
area also requires consideration (Curtis, C, Hereward, Mangelsdorf, et al. 2018;
Pauly 2019).
There are two ways to regulate forensic genomics. The first is to control the
crime scene profiles. A bill put before the State Legislature of Maryland seeks to
regulate forensic genomics indirectly, by restricting the ability to upload crime scene
samples to any database except the FBI’s CODIS system (Augenstein 2019c).
Switzerland and Germany have some similar restrictions on the types of DNA
analysis permitted in relation to crime scene samples (Lahrtz 2019).
A second approach is to regulate the activities of law enforcement directly,
whether that involves release of genetic data from crime scenes or not.

9.6.1 Regulating crime scene profiles
In Australia and in many overseas jurisdictions, police employees are subject
to secrecy provisions. At the Commonwealth level in Australia, secrecy requirements
are contained in Part 5.6 to Schedule 1 of the Criminal Code Act 1995, but also
contained in other pieces of legislation. Broadly, secrecy applies where information is
obtained in the course of public office and is disclosed to a third party, whether
during or after cessation of employment, and that disclosure is not authorised.
Release of official information, including genetic data from a crime scene
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sample, would fall within secrecy provisions. However, to facilitate the operations of
policing agencies, processes are in place to authorise the release of information in
particular circumstances. This may be by way of approval by a senior officer or by
following the procedure specified in a particular internal governance instrument.
Exceptions may also apply to releasing information subject to a requirement of the
courts, or in some cases with consent (Australian Law Reform Commission 2009,
pp. 82-4).
There are frequent examples in legislation, however, of particular types of
information being subject to tighter controls. Preventing an agency from disclosing a
crime scene profile to any other party would be a simple and effective approach to
curtail police use of forensic genomics. By preventing the release of genetic data
from crime scenes it is not possible to derive any further DNA-based intelligence
leads unless a law enforcement agency has its own in-house forensic genomic
capability. Such a capability would need to have internal access to any necessary
reference datasets.

9.6.1.1 Could public datasets be internalised?
In the field of forensic genetic genealogy, the development of a police
equivalent to GEDmatch has already been suggested (Flowers 2019). The idea is to
encourage law enforcement officers, other emergency service personnel, and other
members of the public wishing to help solve crime to provide a genetic sample for
inclusion in a police-run database. Rather than searching for genealogical
information, the sole purpose of the database would be to catch distant relatives who
have committed crimes. Such an approach would ensure individuals who provide a
sample have specifically consented to law enforcement use of their data. An internal
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police database would avoid many of the operational security concerns of uploading
sensitive data to public or commercial databases. The model does not address the
wider issue of familial consent and assumes that law enforcement officers would
exhibit a high willingness to provide their DNA. How such a model would be funded
is also an open question, unless law enforcement agencies paid a fee to search
unsolved crime profiles against it.
An alternative approach is for law enforcement to internalise existing public
datasets through Big Data analytics. Such an approach would create a ‘mirror’ of
public genealogy and genomic data, specifically for use by law enforcement.
Commercial or non-profit entities would have no visibility on how law enforcement
makes use of such a database.
The development of alternate law enforcement datasets would make
regulation of crime scene profiles redundant. There would be no requirement for a
policing agency or forensic lab to release a profile to any third-party vendor or online
platform. Such an approach would strengthen privacy protections, but potentially at a
loss of utility. Law enforcement platforms, particularly in the field of forensic genetic
genealogy, would likely never provide the same opportunities as accessing larger,
web-based platforms.

9.6.2 Regulating police activity
A second approach is to regulate the manner in which law enforcement uses
forensic genomics, whether that analysis is conducted in their own laboratories,
through outsourcing to commercial vendors, or by exploiting public databases such
as GEDmatch. This approach goes beyond the model discussed in Maryland by
placing restrictions on the types of analysis, or the circumstances, in which police or
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forensic laboratories may use forensic genomic capabilities.
This model has similarities to the legislative approach in the Netherlands
(MacLean 2014), which restricts the types of EVC analysis undertaken. A legislative
model could seek to achieve a number of statutory aims. This could include the
following policy considerations in legislative drafting:
1. The types of offences for which EVC/BGA prediction or forensic genetic
genealogy are permitted to be used. This could follow the model in the
Australian Telecommunications (Interception and Access) Act 1979 (Cth),
which allows for law enforcement to access telecommunications data in
certain circumstances but requires that the offence being investigated be
either a specified ‘serious offence’ or otherwise be subject to a maximum
penalty of a imprisonment exceeding a specified number of years (see, for
example, Telecommunications (Interception and Access) Act, Chapter 4, Part
4-1).
2. The types of predictive tests that law enforcement may undertake, or specific
markers that may be used. This may include an explicit prohibition of the use
of health-predictive information to identify suspects.
3. The extent to which law enforcement could make use of genetic relatedness.
For example, it could be feasible to limit familial DNA analysis and forensic
genetic genealogy to relatives with a minimum amount of overlapping DNA,
perhaps requiring a minimum of 50 centiMorgans of overlapping DNA. Such
an approach would limit the technique to immediate family as well as first,
second and some third cousins (International Society of Genetic Genealogy
2018a). This would limit the number of individuals subject to law enforcement
scrutiny as part of forensic genomic analysis.
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4. The minimum accreditation or certification requirements for outsourced
laboratory analysis, or for the engagement of experts to assist with analysis or
interpretation.
5. Indemnities for online genetic genealogy providers with respect to use of their
datasets, where law enforcement has accessed information for the purposes
of identifying suspects.

A challenge associated with any regulatory regime is the potential for future
changes in technology. As discussed, forensic genomics has interdependencies with
the fields of genetics, genealogy, Big Data analytics as well as law enforcement
intelligence doctrine. Advances in any of these fields could quickly make regulations
redundant. Epigenetics, for example, is an emerging field with potential in the
identification sciences (Dupras et al. 2018). A regulatory regime focused on forensic
genomics may not then apply to similar processes or techniques.

9.6.3 Judicial oversight
An alternative model could provide for judicial oversight of forensic genomic
and related capabilities. By moving prescriptive requirements such as the
relatedness of individuals involved in analysis or specific types of tests permitted or
restricted, this approach gives broad discretion to a judicial officer to make such
orders as may be reasonable in the circumstances.
A warrant-based system already applies to intrusive searches of personal
property. While use of public datasets and Big Data analytics likely falls outside
existing legal protections, including the Fourth Amendment in the United States, it is
open to the legislature to provide that certain types of forensic testing can only occur
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following issue of a judicial warrant (Scudder, McNevin, et al. 2019, pp. 13-4).
Such an approach, however, could potentially be used to expand the use of
capabilities such as forensic genetic genealogy. Law enforcement could seek a
warrant permitting a search in a closed commercial or health dataset, particularly for
more serious investigations. There may be limited opportunity for a direct-toconsumer provider to seek review of the issue of such a warrant at first instance.
A hybrid approach could be adopted, where law enforcement seeks a warrant
or similar instrument from a judicial officer, but in accordance with a regulatory
framework which dictates the types of offences and types of searches or analysis
that the judicial officer may authorise. Such an approach would preserve the
flexibility of judicial review, while also placing some constraints around how such a
power is exercised.

9.6.4 Genetic charter of rights
Curtis, C, Hereward, Mangelsdorf, et al. (2018, p. 2) argue for the creation of
a Genetic Data Protection Act as ‘[g]enetic data needs more protection than other
types of data’ and ‘[i]ndividual ownership of digital genetic data is a fundamental
right’. Broader consideration of genetic privacy were considered by the Australian
Law Reform Commission in 2003 (Australian Law Reform Commission 2003).
It is possible for a regulatory regime to acknowledge an individual’s interest in
their own genetic information, creating enforceable rights that can be exercised in a
range of circumstances. Such an approach is implied in several of the
recommendations of the Australian Law Reform Commission, including their
proposal to create a Human Genetics Commission of Australia (Australian Law
Reform Commission 2003, p. 211).
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A legislative model could create the right not to have genetic information
sequenced by a government agency, or any other third party, without consent. This
right could extend existing privacy protections which, as discussed, are limited in
cases of genetic data which have been de-identified or otherwise not reasonably
identifiable.
Such a broad right could then be subject to such limitations and exceptions as
the Parliament sees fit. Existing sequencing of genetic markers for the purposes of
inclusion in the National Criminal Investigation DNA Database (NCIDD) could be
included. The use of familial DNA analysis, EVC/BGA prediction and forensic genetic
genealogy could be subject to separate controls or, in some cases, authorisation by
a judicial officer.
The ability to regulate forensic genomics applies at a jurisdictional level. In
Australia, the ability of the Federal Government to regulate forensic genomics would
also need to have regard to relevant Constitutional considerations. In particular, any
legislation would likely need to rely on the Commonwealth’s ability to make laws with
respect to external affairs (Australian Constitution, section 51(xxix) and reliance on
the Universal Declaration on the Human Genome and Human Rights (United Nations
Educational Scientific and Cultural Organisation (UNESCO) 1997). Even then,
regulation would need to consider extra-territorial operation. It would need to
preclude the sending of samples or the use of analysts offshore, which would
undermine the rights of Australians to control their own genomic information.
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10.1 Research scope
This research has described the current regulatory and policy landscape as it applies
to forensic genomics. It has sought to answer five research questions concerning
policy, privacy and ethical dimensions, and assess how actors in the criminal justice
system are engaging with the new forensic genomic capabilities.
With a focus on EVC/BGA prediction and forensic genetic genealogy as two
current key applications, it assesses forensic genomics as a component of a wider
intelligence toolkit. The use of forensic genomics is assessed in the context of how
key actors in the criminal justice system may perceive it. There is significant potential
in forensic genomic applications for intelligence leads to be misunderstood, to be
generalised or for errors with reference or overlaid data to influence decisions. The
inherent limitations of a capability intended for intelligence use necessitate particular
care in its operational deployment.
Consideration has been given to the application of forensic genomics through
a variety of lenses or paradigms. These include ethical approaches, questions of
proportionality, privacy and public trust. Analysis has included literature reviews,
case studies and qualitative and quantitative assessment.
Maintaining the balance between operational requirements and individual and
family privacy, as well as protecting vulnerable groups, requires a careful
consideration of how to obtain relevant intelligence leads with the minimum
necessary intrusion. As such, the research considers applicable privacy models in
the health sector as well as models that seek to protect personal and sensitive
information by carefully considering the potential for misuse. This also includes
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minimising the risk of unintended data spills, which have a potential not only to harm
individuals whose genetic information has become public but also create distrust in
law enforcement’s use of forensic genomic capabilities. Such concern may extend
further, to law enforcement handling of other personal information, particularly in a
Big Data context.
The balancing of individual rights with public good, in this case identifying
suspects or unidentified human remains, is crucial to developing an optimal policy
framework. By analysing this from a variety of perspectives, this research provides
several potential controls or responses. These include the consideration of local or
international standards, and discussion about where responsibility may fall amongst
several potential regulators.
The research also considers models which include a legislative response.
This response could range from highly targeted, restricting or prohibiting specific
forms of conduct by law enforcement or imposing particular statutory controls on how
the process must operate, to a rights- and principles-based approach, where genetic
privacy is considered more holistically and restrictions on the use of forensic
genomics flow from that underpinning concept.
An initial focus of the research was on the privacy of genetic datasets which
forensic laboratories would need to obtain and store to make use of forensic
genomics. This perspective has significantly broadened through this research. It is
now necessary to consider the full implications of forensic genomics and to quickly
develop policy responses, including consideration of regulatory options, to mitigate
risks associated with both EVC/BGA prediction and forensic genetic genealogy.
Placing forensic genomics in the context of law enforcement and national
security intelligence assists in determining the most appropriate controls. A multi-
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disciplinary approach helps place these new capabilities within existing law
enforcement intelligence systems and allows them to draw upon existing controls
such as quality assurance and training.
What has been identified is a spectrum of policy responses, from utilising
existing privacy and health records controls to broadly manage risk associated with
forensic genomics, through applying existing controls in forensic science and
intelligence, and on to specific controls such as developing new standards or
regulation.
A deciding factor, however, is the issue of resource asymmetry (Abbot 2012,
p. 336): broadly that the capabilities being developed are not exclusive to
government agencies. They are already widely available to consumers.
A highly regulated forensic genomic sector could well give rise to other
capabilities, divorced from law enforcement, encouraging individuals to fund or
undertake their own investigations. Policy responses must consider the potential for
this to occur, and whether this is an argument in favour of more regulation or of
reducing restrictions and ensuring that law enforcement applications are available,
efficient and able to provide leads to investigators. Of note, one of the lead District
Attorney investigators on the Golden State Killer case recently teamed up with a
crime journalist to create a podcast called ‘The Murder Squad’ which reportedly will
be crowdsourcing investigators to solve serious crimes (Fry 2019).
As such, this research seeks to broaden the debate to consider policy
responses as this technology becomes more ubiquitous. These challenges have
existed in various other forms of technology. This research has discussed the model
used in telecommunications interception. It is worth remembering that the original
Telephonic Communications Interception Act 1960 (Cth) was only a handful of pages
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in length. As late as the early 1990s, the Telecommunications (Interception) Act
1979 (Cth) still included references to telegrams. Recent debate over law
enforcement interception of encrypted, offshore communications demonstrates how
this field is evolving (Levine & Menn 2018). In the context of forensic genomics, we
must avoid regulating the proverbial telegram. Policy responses must be agile and
flexible. They must assume new capabilities are just around the corner, and that
forensic genomics does not start nor end at one country’s borders.
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10.2 Future research
The ethics and privacy implications of forensic genomics present opportunities for
continued research. As technology continues to evolve, it will be necessary to revisit
the proportionality of proposed law enforcement use of genomic data, as part of an
identification toolkit and in conjunction with other forms of data analytics. This area of
research will continue to unfold over coming years.
Much of the research in this area will also evolve in the broader genomic or
privacy landscape over coming years. As areas of genomic medicine become
mainstream, and genetic genealogy further expands internationally, there will be
ongoing consideration of how best to regulate and manage the use of our genetic
information, whether stored directly or indirectly implied from the genetic records of
family members.
The way in which forensic genomic capabilities are understood by the
community, and by key stakeholders, will continue to be an area requiring research.
Analysis in this research considered EVC/BGA prediction and provided some
insights into the way individuals from different occupational groups assessed these
capabilities in comparison to traditional DNA statistical evidence reports. Further
analysis could be undertaken as forensic genomics becomes more mainstream. It
would be useful to measure changes in public perception, as well as whether
differences are evident between different countries, depending on whether particular
forensic genomic capabilities are readily available.
Continuing to review current and proposed legislative, standards-based or
policy responses in different countries would also help to inform the policy position in
Australia. There is also potential for more research in other countries, particularly
with other judicial systems or models of policing and forensic service provision.
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The resource implications of forensic genomics is a further area requiring
study. As more and more cold cases - and some more recent - are solved using
forensic genomics, there may be a reduction in overall investigative time. But leads
from forensic genomics may add new investigative burdens, or a requirement to
engage other experts, which may increase the total cost of an investigation. Solving
cold cases is clearly a societal good, but it would be useful to consider the impost on
prosecutors and the courts as long-standing cold cases progress to trial. The trial of
the alleged Golden State Killer could last ten years and cost $US20 million,
according to estimates (Stanton 2018). The likelihood of further cold cases being
solved should put prosecuting authorities on alert to the need to consider their
longer-term resourcing and budget needs.
There has to date been very limited research on the way the judiciary views
forensic genomic capabilities. The capabilities are so new that they are yet to be
considered in any kind of legal context. As cases do progress to trial, there will
almost

certainly

be

a

consideration

of

Fourth

Amendment

constitutional

considerations in the United States, which may ultimately set parameters as to how
these capabilities can be used. Any such consideration would need to take a wider
view of the Fourth Amendment and reasonable search and seizure than has been
the case to date (Murphy 2013).
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10.3 The Way Forward
One vendor claimed, in the nine-month period to March 2019, to have ‘assisted law
enforcement agencies in making positive identifications in nearly 50 cases that were
cold for over 1,000 years in total’ (Laura Burgess Marketing 2019a).
Professor Paul Wiles, the United Kingdom Biometrics Commissioner,
speaking about broader police use of biometric and identification technology before
the House of Commons Select Committee on Science and Technology, stated:
‘Having done [trials of new biometric capabilities which] they wish to deploy
then there is a question that somebody has to decide that key proportionality
question [as] any biometric, by definition, is going to be extremely intrusive of
individual privacy and therefore liberty … Absent anybody else deciding that,
then the police are going to decide it through police regulation ... Given the
public importance of that proportionality decision ... that decision should be
taken in a public way [through] Parliament’ (House of Commons Select
Committee on Science and Technology 2019)
This research commenced by examining the implications for law enforcement
of MPS, which provided a cost-effective and scientifically robust means of expanding
the number of markers used to analyse samples of unknown origin. This gave rise to
the delivery of kits to forensic laboratories capable of undertaking EVC/BGA
prediction. In parallel, forensic genetic genealogy developed to exploit the familial
aspects of crime scene DNA. These two capabilities are now inextricably intertwined.
It is difficult to predict a future where a laboratory is not delivering both services in
combination. Searching for common ancestors could be considered less likely than
EVC/BGA prediction to reveal sensitive genetic information, but more likely to reveal
sensitive family history information.
Professor Wiles’ comments about proportionality remain key to this debate, as
with many other discussions about the ethics of other law enforcement use of Big
Data analytics to identify or track suspects (Ferguson 2017). A challenge to this
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approach is that forensic genomics will become more and more accessible. For
these reasons, while Government should ultimately decide the policy questions
around appropriate use of technology by law enforcement and national security
agencies, it will need to do so in a context which is fast-moving, global, commercial
and public.
As with many policy decisions, the solution lies in adopting several strategies
simultaneously. The complexities of forensic genomics are too great for a simple ban
to be effective. As discussed, such an approach may see the capability undertaken
by the private sector, if there is a mechanism for accessing crime scene material, or
potentially taken offshore. The proposed ban on forensic genetic genealogy in
Maryland, for example, could be circumvented if a scene-to-scene search on the
CODIS database matches a Maryland crime scene sample to a crime sample from
another state. There is no legal impediment to law enforcement in Maryland then
working with investigators in that other state to arrange forensic genetic genealogy
analysis of that other sample, and then using that intelligence as an investigative
lead for both jurisdictions.
An appropriate framework should allow as much flexibility as possible, while
restricting analysis where the investigative benefit is overshadowed by intrusions to
individual privacy, or where its adoption could have negatively affected the public by,
for example, discouraging take-up of personalised genomic medicine in vulnerable
communities. Some of the ‘no go’ areas could include:
•

Predictive analysis specifically intended to generate health information,
such as predicting a donor’s likely medical conditions.

•

Requiring law enforcement and national security agencies to take all
reasonable steps to protect genetic information, even if de-identified or
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relating to a deceased person, and therefore not directly protected by
privacy laws in some jurisdictions.
•

Laws to protect individuals from unauthorised genetic analysis, when
conducted well outside the remit of amateur or professional genealogy or
legitimate law enforcement purposes.

Noting likely future advances in technology, other constraints should be set by
policy, under the auspices of policy or standards agencies such as ANZPAA. This
will allow for periodic review and update, and may include:

1. A requirement for privacy impact or other risk assessments to be conducted
prior to uploading a law enforcement profile to a public database such as
GEDmatch. This should include consideration of the likelihood of the genetic
data entering the public domain through unauthorised access, as well as
operational security considerations.
2. Establishing internal police processes for balancing the impact on a family in
totality of forensic genetic genealogy, weighed against the seriousness of the
crime. Such a process should consider that the more law enforcement
analyses extended families, the higher the risk of detecting anomalies in
relatedness which may cause irreparable harm.
3. Establishing processes to objectively consider the likely investigative leads
from making public EVC/BGA predictions, as against the likely harm to
vulnerable communities or individuals. It may be that some predictions should
be closely held by investigators. Some may be so general in nature that they
should not be reported on at all.
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In developing these guidelines, any lead agency should work closely with
international counterparts including SWGDAM in the United States.
Training and education are key pillars to ensure forensic genomic capabilities
can be provided in a way that will minimise risks to individuals or case outcomes.
Analysis of the way in which actors in the criminal justice system interpret reports
based on EVC/BGA show that investigators, lawyers and potential jurors are still
learning about this new capability. The potential to misdirect investigations is real, as
is the possibility of a scenario where a suspect is misidentified, leading to adverse
consequences before they can be excluded as the donor of any genetic material.
Providing forensic genomics as part of an investigative toolkit, led by experts,
would help to reduce this risk. Online training in these capabilities is unlikely to be
sufficient other than as a general introduction. The complexities of predictive analysis
and genealogy require face-to-face explanation of intelligence leads. There are
commercial vendors presently providing such a service. However, as the market
expands, there is potential for forensic genomics to take place in isolation, assisted
by artificial intelligence, and for leads to be provided without the necessary scientific
context. A close collaboration between investigators, scientists and experts is
essential as this capability matures, as it is with forensic intelligence as a whole
(Australian New Zealand Policing Advisory Agency 2015).
Oversight by a body such as ANZPAA could lead the way towards an
Australian Standard on forensic genomics. Developing such a standard would codify
the use of this technique, potentially beyond law enforcement. Developing an
Australian Standard, potentially leading in to an International Standard, would require
close consideration of these policy issues and an awareness of the continuing
developments in this area.

232

Chapter 10: Conclusions

Forensic genomics is a game-changer for law enforcement. While only useful
in those cases where there are no other immediate leads as to a suspect’s identity, it
has the potential to locate donors of genetic material so that they can excluded or
subject to further enquiries. In doing so, however, there will be unintended
consequences.
The adoption of a forensic identification toolkit approach brings these
techniques together with other forensic disciplines. This, along with appropriate
regulatory and procedural controls, and appropriate training, will provide a means for
this approach to grow and, ultimately, for more cases to be solved.
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Epilogue

“I shall be my own Police. When I have spun the web they may take the flies, but not
before.”
- Sherlock Holmes 1

Forensic genomics seems to be evolving at an ever-increasing pace. During this
period of research, there have been several significant developments which have
changed the landscape for law enforcement, for commercial providers and for
individuals. Capabilities are more accessible to the public than ever before.
This field will continue to change, with new opportunities and potentially
some attempts at policy restraint. As these capabilities become more readily
available, police and government will face additional policy, legal and ethical
challenges.
In many ways, this research has uncovered the tip of an iceberg, with the
broader policy debate to play out over coming years and decades. There is now a
need for some urgency in addressing the issues that have arisen. A focus on the
issues now could help position forensic science, law enforcement and the broader
justice system as these debates ensue.
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title, merchantability, fitness for a particular purpose, non-infringement, absence of
latent or other defects, accuracy, or the presence or absence of errors, whether or not
known or discoverable. Where disclaimers of warranties are not allowed in full or in
part, this disclaimer may not apply to You.
b. To the extent possible, in no event will the Licensor be liable to You on any legal theory
(including, without limitation, negligence) or otherwise for any direct, special, indirect,
incidental, consequential, punitive, exemplary, or other losses, costs, expenses, or
damages arising out of this Public License or use of the Licensed Material, even if the
Licensor has been advised of the possibility of such losses, costs, expenses, or
damages. Where a limitation of liability is not allowed in full or in part, this limitation
may not apply to You.
c. The disclaimer of warranties and limitation of liability provided above shall be
interpreted in a manner that, to the extent possible, most closely approximates an
absolute disclaimer and waiver of all liability.
This document does not constitute legal advice.
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About the National Centre for Forensic
Studies
In 2003, Canberra Institute of Technology (CIT), the University of Canberra (UC), and the
Australian Federal Police (AFP) signed a Memorandum of Understanding (MoU) that
recognised the benefits that could be gained from close collaboration between the three
organisations with respect to forensic science training, education and research.
The MoU prompted discussions regarding the establishment of a National Centre for Forensic
Studies (NCFS). The Centre would be ACT-based but would operate at both a local and
national level.
On 22 August 2007, a Memorandum of Agreement was signed by the three organisations to
formally establish the NCFS.

NCFS Purpose
To develop and deliver enhanced education, training and research opportunities for the
benefit of the partner agencies and the wider forensic science community.

NCFS Objectives
The key objectives of the NCFS are to:
•
•
•
•

increase collaboration and co-investment on forensic research
promote forensic expertise, innovation and service delivery nationally and
internationally
encourage closer collaboration on strategic planning and public policy development,
workforce planning and training, and
actively explore opportunities for cooperation and co-investment in physical,
information, and communication technology infrastructure development.

Through continuing to invest in our strategic capabilities, the NCFS will position itself to
provide leadership and contribute to the development of the forensic sciences to support the
justice system.
The NCFS will, at all times, act in an ethical manner to meet the standards expected by our
stakeholders and the wider community.

© National Centre for Forensic Studies, 2017
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NCFS Vision
To be recognised, nationally and internationally, as a valued contributor to the forensic
sciences through:
• integrity underpinned by adherence to ethical and professional best practice
• excellence in training by providing a one-stop shop to meet the needs of students and
clients
• innovation in research, development and implementation of technologies relevant to
the practice of forensic science
• leadership by contributing to public debate and policy affecting the forensic sciences,
and
• development of current practitioners and the future workforce through education and
training

Areas of Expertise
CIT, UC and the AFP each bring to the NCFS existing strengths and capabilities and are
identifying and developing synergies for the delivery of a new range of capabilities and
services.
In addition to our core academic courses, the expertise and experience of the partners can
be utilised to meet the needs of industry clients.

© National Centre for Forensic Studies, 2017
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Summary of Recommendations
No

Recommendation

1

Laboratories considering using this Model Privacy Impact Assessment (PIA)
should:
• Consider whether the approach taken by the authors suits the legislative
requirements in the laboratory’s own jurisdiction.
• Adapt and amend the Model PIA to suit specific local requirements,
technology differences and the applicable legal framework.
• Circulate and discuss the PIA with relevant local and regional
stakeholders.
• Consider publishing the PIA on their website, or otherwise making it
accessible to stakeholders and interested members of the public.
Any major change in the technology base for Massively Parallel Sequencing
(MPS) which, for example, could lead to an operational capability to predict
donor behaviour or diagnose tendencies, should trigger a new PIA.

2

3

Entities considering future technology change beyond the scope of this PIA,
such as targeting genetic markers for behaviour or whole genome sequencing
for forensic analysis, should consider whether another PIA is required.

4

Entities using MPS analysis should ensure that genetic information and, in
particular, raw genetic data is appropriately secured to prevent unauthorised
access, use or disclosure.

5

Entities using MPS analysis should keep court reporting processes and
intelligence processes distinct, to maximise the opportunities to negotiate
during discovery or subpoena processes and keep third-party genetic
information off the public record wherever possible. Entities should also
consider potential third-party access rights under freedom of information
processes, where they are applicable.

6

When operationalising an MPS platform, entities should give consideration to
appropriate awareness training for police or investigators. Results or reports
from MPS platforms should, where practicable, allow for discussions and
guidance to be given by the scientists to investigators tasked with making
operational decisions based on the content. Additional explanatory information
should also be included in reports, where possible, to aide in interpretation.

7

Any outsourcing or fee-for-service arrangement involving MPS technology
should give consideration to privacy risks and, in particular, which obligations
fall to which parties. Auditing or certification requirement could also be used to
mitigate risk, where appropriate.
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No

Recommendation

8

Any outsourcing, fee-for-service or other collaboration involving MPS should
give careful consideration to risks of secondary use, such as the diversion of
genetic data into research and development initiatives without informed
consent. Similar considerations may apply where an operational laboratory runs
an in-house research and development program.

9

Where an entity proposes to use MPS technology for reference samples,
consideration should be given to deriving genetic information only from DNA
markers useful for comparison purposes. Where this is not feasible, externally
visible characteristics (EVC), bio-geographical ancestry (BGA) or any other
medically sensitive information should be segmented with access restricted at
the earliest opportunity during the analysis process.

10

Entities should consider relevant privacy safeguards when analysing samples of
mixed origin using an MPS platform, where there is a known contributor such as
a victim of crime. Similar policies of segmenting and restricting access to EVC,
BGA or other medically sensitive information in raw genetic data should,
whenever it is feasible, apply at the earliest opportunity during the analysis
process.

11

Entities moving to an MPS platform should review their policies and procedures
concerning obtaining consent from individuals, particularly volunteers, and
whether any changes are needed to inform those consenting of any relevant new
capabilities of an MPS platform.

12

An entity should consider whether to include, in any relevant consent form,
information about rights of access to personal information. The entity should also
consider advising donors that the entity will not proactively release any
information as to health status, even if this health information is readily apparent
from the genetic information.

13

An entity should ensure that, before using MPS operationally, the agency’s
privacy policy or other relevant governance provides necessary guidance about
the use to which the agency may put genetic information obtained from
discarded DNA. Importantly, this policy should specify that the entity will not
proactively release genetic information or information as to health status, even
if the donor of the sample later becomes known and even if this health
information is readily apparent from the genetic information. Consideration
should be given to how this aligns with any statutory requirement to release
copies of results to the donor.

14

Entities should ensure that their implementation of MPS considers the possibility
of inadvertent release of information such as biological parentage or genetic
ancestry information, and mitigate this risk if possible. Entities should also
balance the ‘right not to know’ with investigative priorities if considering the use
of health information for identification purposes.
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No

Recommendation

15

Entities should ensure that, before using MPS operationally, the agency’s privacy
policy is reviewed to ensure that there are no express assurances of anonymity
or pseudonymity in relation to forensic identification sciences.

16

Entities adopting MPS in a staged manner, and later broadening application to
more crime types or for the more efficient analysis of reference samples, should
consider whether a new PIA is necessary. See also Recommendation 9.

17

Entities should ensure that processes for the handling of electronic and hardcopy
records containing genetic information meet all relevant security standards and
requirements, as well as any data retention or archiving requirements.

18

Entities should consider gathering feedback on any MPS analysis provided to
investigators, and to consider strategies to enhance reporting and privacy
compliance.

19

Entities should ensure that their privacy processes include steps to be taken in
the event of a suspected genetic ‘data spill’ (deliberate or inadvertent), including
taking all reasonable steps to contain any breach.

20

Entities should consider their approach to deleting or tightly restricting genetic
data, in cases where it is possible to make an assessment that it does not (or no
longer) has any probative value.
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Background
This Model Privacy Impact Assessment (PIA) considers the introduction of forensic
phenotyping and a move towards forensic genomics through a privacy lens. The Model PIA
considers the privacy challenges and benefits, and puts forward some mitigation strategies to
reduce identified risks.

Purpose of the model PIA
The Model PIA is a starting point for laboratories in the process of implementing new DNA
capabilities based on massively parallel sequencing (MPS) or considering the use of forensic
genomics more broadly. While intended to have broad application, the Model PIA must be
adapted to individual laboratory requirements.
The PIA process is applied in many countries, and the approach to developing a PIA would
generally be a good basis to consider privacy implications, even in jurisdictions where PIAs
are uncommon. However, each jurisdiction has its own requirements in terms of privacy and
legal risk, and a different approach may be required.
Consultation is a key component of the development of a PIA. While the Model PIA is the
result of considerable stakeholder input, a proposal to implement new technology having a
bearing on privacy should trigger consultation with institutional, local and regional
stakeholders. Laboratories considering implementing enhanced DNA capabilities based on
forensic genomics should consider which stakeholders should be consulted on the
appropriateness of privacy and legal safeguards. This could include:
•
•
•
•
•
•
•

Local and regional law enforcement agencies;
Institution and government policy areas;
The Judiciary;
Prosecution services or the office of the District Attorney;
Victim advocacy groups;
Inmate support groups; and
Privacy advocacy groups.

The development of a PIA should be a transparent process. Laboratories should consider
publishing their PIAs on their institution’s website or otherwise making the final PIA
document accessible to stakeholders and the public.
Recommendation 1
Laboratories considering using this Model PIA should:
• Consider whether the approach taken by the authors suits the legislative requirements in
the laboratory’s own jurisdiction.
• Adapt and amend the Model PIA to suit specific local requirements, technology
differences and the applicable legal framework.
• Circulate and discuss the PIA with relevant local and regional stakeholders.
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•

Consider publishing the PIA on their website, or otherwise making it accessible to
stakeholders and interested members of the public.

Scope
Legislative framework
The Model PIA is a generic document, but has been developed with some consideration of its
applicability under the following frameworks:
•
•
•
•
•

Australia (Privacy Act 1988 (Cth), incorporating the Australian Privacy Principles);
the United Kingdom (Data Protection Act 1988, incorporating the UK Data Protection
Principles);
Europe, through the European Union Data Protection Directive 95/46/EC;
the United States (the Privacy Act of 1974 5 U.S.C. § 552a, noting that it applies only
to federal government department, corporations or establishments); and
Japan (the Act on the Protection of Personal Information held by Administrative
Organs 1988).

Existing state
The Model PIA considers the changes in the collection, use and disclosure of genetic
information arising from the adoption of MPS or of a laboratory otherwise moving to make
use of ‘coding’ regions of DNA. While phenotype prediction can apply to the interpretation of
any human characteristic encoded in DNA, including health information of the donor, the
term ‘forensic phenotyping’ is used in this Model PIA to distinguish the prediction of
characteristics useful to forming an hypothesis as to an individual’s identity. These forensic
phenotypes are predominantly externally visible physical features.
Forensic DNA analysis, using a select number of DNA loci for comparative purposes, was first
used in 1987 in the United Kingdom. It was first used in the United States in 1989 and Australia
in 1990.[1]
The Model PIA does not consider the privacy implications of this existing use of identity
markers. Nor does it consider other developments in DNA analysis over this period, including
field portable DNA capabilities and the use of databases to store and compare DNA profiles.
This current use of DNA, while having evolved considerably in the last thirty years, is
considered a baseline for the purposes of this privacy analysis. As such, this Model PIA
considers what would change, from a privacy perspective, if a forensic laboratory replaced or
supplemented its use of identity markers for DNA analysis with MPS or forensic genomic
capabilities.
This Model PIA does not consider the use of phenotyping for behavioural prediction. While
there may be forensically relevant information that can be drawn from making predictions as
to a diagnosis concerning an individual’s behaviour or tendencies, current MPS capabilities
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are not presently set up to undertake this analysis. Given such predictive capabilities, if
developed, are many years from operational use, this Model PIA will consider current and
short-term technology developments.
Recommendation 2
Any major change in the technology base for MPS which, for example, could lead to an
operational capability to predict donor behaviour or diagnose tendencies, should trigger a new
PIA.
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Technical Description
Current State
DNA analysis for law enforcement and forensic purposes has been in widespread use since
the late-1990s.[2] This early adoption of DNA came with assertions that the points of analysis
within the human genome constituted so-called ‘junk DNA’.[3] This assertion has since been
challenged, and certain variants detected with existing kits and markers can identify sensitive
medical information and inherited genetic traits.
Despite these limitations, comparative DNA analysis has, over a period of about thirty years,
shown itself to be a forensic tool with a high degree of genetic privacy compliance.
Privacy compliance is achieved through a range of internal laboratory practices and oversight
mechanisms. In addition, once entered into a local or national DNA database, use of DNA
profile information is often constrained by legislation or policy. By focusing on a numerical
representation of short tandem repeats, most suited to upload and comparison in databases,
forensic DNA analysis has largely side-stepped the issue of genetic privacy up until this point
in time. There has been little incentive for individual laboratories or police agencies to move
away from consistent, core DNA markers which can be readily compared to the same markers
from unsolved crimes, suspects and convicted offenders.

Massively Parallel Sequencing and Forensic Genomics
Advances in genetic analysis have led to a generational shift in DNA processing capabilities.
Laboratories are beginning to adopt new DNA systems based on Massively Parallel
Sequencing (MPS). Drawing on medical research capabilities, MPS platforms allow for cost
efficient analysis of an exponentially larger number of DNA markers. MPS has a range of uses,
including genomic analysis of gene mutation associated with disease.[4, 5] In a forensic
context, MPS can be beneficial in processing degraded DNA samples or providing raw data
useful for the analysis of DNA mixtures. However, its most profound contribution will be in
enabling investigators to predict genetically derived characteristics from genetic material of
unknown origin.
It is logical to predict that forensic laboratories will continue to use existing DNA capabilities,
or similar comparison-based genetic analysis using MPS, given that most crimes occur
between people known to each other.[6] However, MPS is already proving itself a useful tool
when traditional comparison based DNA fails to identify a suspect or convicted offender.
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Information Flows
How is the genetic information collected?
The process of collecting DNA samples will not change through the introduction of MPS.
Forensic laboratories are primarily adopting massively parallel sequencing (MPS) for use with
unsolved crime scene samples.[7] DNA samples are generally collected by swabbing surfaces
with which a suspect may have had contact, such as a door handle or a bladed weapon, or
collecting apparent biological material of unknown origin. Sampling for DNA analysis may also
occur in relation to victims of crime, such as through a medical examination following a sexual
assault or as part of a post-mortem process.
Following an incident, a laboratory must determine which, if any, DNA samples will be
analysed and in what sequence. The laboratory’s aim is to conduct an efficient analysis so as
to produce the most probative evidence or effective intelligence in relation to an incident. In
doing so, a forensic scientist will consider a variety of factors, including the type of offence
and any known pre-existing association between a suspect and the location of the crime.
Efficiency would be expected to be a strong driver of the platform used for analysis. Where a
suspect is known to be associated with a location, conducting expensive trace DNA analysis
would be a futile exercise. Likewise, a laboratory would likely favour fast and cost-effective
processing of DNA samples to develop identification markers suitable for DNA database
searches, if there is a reasonable prospect the unknown suspect will be identified through
those database searches.
However, where it is not believed a suspect will be identified by database searches, or those
searches are undertaken with nil results, the MPS platform provides a variety of additional
capabilities to provide intelligence to investigators.
The MPS platform itself has wide application depending on the genetic targets employed by
the MPS kit. It is therefore possible for an MPS instrument to be configured between runs to
provide entirely different genetic information.[8]
The combination of all of these factors will determine whether a DNA sample generates:
•
•
•

no information (that is, analysis of the sample reveals no usable genetic information);
identification markers or a combination or mixture of markers, which may be suitable for
database comparison;
additional genetic information, with potential suitability for prediction of ancestry, surname,
EVCs or prediction of medical status.

Surname and medical status prediction are evolving, the former being explored with both
MPS platforms and other non-MPS technology. While these potential applications are
considered in this PIA, the main privacy implications assessed relate to prediction of ancestry
and EVCs. This PIA does not consider moving beyond medical status prediction for
identification purposes (for example, predicting whether an individual is likely to have been
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prescribed an unusual medication) to behavioural or psychological predictions for the
purposes of profiling a suspect.
It should be noted that some potential uses cross these boundaries. Should reliable markers
for gait or voice characteristics be identified, for example, there could be some dispute as to
whether they are EVCs or behavioural predictions.
Recommendation 3
Entities considering future technology change beyond the scope of this PIA, such as targeting
genetic markers for behaviour or whole genome sequencing for forensic analysis, should
consider whether another PIA is required.

What genetic information is being held?
The FBI’s CODIS database currently contains more than twenty DNA markers:[9]
•
•
•
•
•
•
•

CSF1PO
FGA
THO1
TPOX
VWA
D3S1358
D5S818

•
•
•
•
•
•
•

D7S820
D8S1179
D13S317
D16S539
D18S51
D21S11
D1S1656

•
•
•
•
•
•
•

D2S441
D2S1338
D10S1248
D12S391
D19S433
D22S1045
AMXY

If a laboratory simply substituted an MPS-based platform for its existing DNA processing
capabilities, using a suitable MPS kit containing only those markers, there would be little
change to the baseline privacy position. The laboratory would simply be using a different
method of DNA analysis to derive the same genetic information, for comparison with DNA
obtained from suspects and victims through existing voluntary or coercive collection
processes. While MPS-based platforms provide more sequence information, which may be
phenotypically informative, such a one for one replacement technology would pose little
additional privacy risk when compared to current DNA processing capabilities.
As previously discussed, derivation of genetic information at the twenty identity markers
listed above is not entirely immune from privacy concerns. The familial nature of DNA, its
identification of biological gender, and more recent research into whether some markers
thought to be ‘non-coding’ could, in fact, inform some predictions, continue to present
potential privacy issues. However, for the purposes of this PIA, these privacy considerations
are also a feature of existing DNA capabilities which have remained unchanged for nearly 30
years.
One significant advantage of MPS-based platforms is the ability to process a significantly
larger number of markers, many of which are specifically chosen as genetically informative
markers.
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For example, the llumina® ForenSeq™ DNA Signature Prep Kit contains 94 autosomal human
identity single nucleotide polymorphisms (SNPs), 27 autosomal short-tandem repeat (STR)
markers, the sex-determining amelogenin marker, 24 Y chromosome STRs, 7 X chromosome
STRs, 56 autosomal ancestry informative SNPs and 22 autosomal phenotype informative SNPs
(for eye and hair colour). While still only the tiniest fraction of the human genome, these
markers are sufficient to inform a range of phenotype and ancestry predictions.[10]

Analysis and access to genetic information
When compared to the existing state, MPS-based platforms reveal more genetic information
to forensic scientists and, subject to existing and proposed controls, could potentially reveal
more genetic information to investigators and the courts, either directly or derived from
reporting of phenotypes. As noted, MPS can provide more sequence information than
previous technologies. This, in part, is a product of the disparate uses of MPS and its more
widespread use in fields of medical research.
Genetic information derived from MPS analysis could include information falling into three
categories:
•

Raw genetic data: Specific bases relating to the genome of an individual, known or
unknown.

•

Processed genetic data directly relevant to predictions of bio-geographical ancestry
(BGA) or externally visible characteristics (EVC) of an individual, known or unknown.

•

Other processed genetic data, should it become operationally feasible, predicting
other individual attributes such as the hereditary medical status of an individual,
known or unknown.

The Privacy Act 1988 (Cth) classes genetic information as ‘sensitive information’.[11] As such,
in some circumstances it can be subject to additional requirements concerning its collection,
use and disclosure. While the primary purpose of collection and use is to provide intelligence
support to law enforcement investigations, primarily by assisting in identifying an individual
through their genetic traits, the data itself poses other privacy risks once associated with a
known individual:
•

Processed genetic data concerning BGA or EVC could be used to identify or challenge
an individual’s cultural heritage or familial links.

•

Other processed genetic data would be informative of other genetic conditions. While
there is an argument that that information might assist law enforcement, it could also
lead to other presumptions about an individual, such as their state of health.

•

Raw genetic data poses two risks, depending on the specific markers analysed. It
could be further analysed (either in isolation or with other genetic information known
to be associated with an individual) to make predictions based on current research
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knowledge of the human genome. Alternatively, the data could be stored and
analysed to make predictions based on future discoveries regarding the human
genome.
The sensitive nature of genetic information therefore warrants an appropriate level of
safeguarding. While used as the basis for intelligence product, the raw genetic data should be
retained securely and be accessible only by authorised individuals. Entities using MPS could
maintain these safeguards by examining workflows in the laboratory, identifying any points
in the analysis or reporting process where a ‘data spill’ could occur or where unauthorised
individuals could obtain access to genetic information.
Recommendation 4
Entities using MPS analysis should ensure that genetic information and, in particular, raw genetic
data is appropriately secured to prevent unauthorised access, use or disclosure.

Further considerations may apply if MPS workflows could overlap with court reporting. While
MPS may be employed for intelligence purposes, the platform can also be employed to
analyse identification markers. Where this occurs, the possibility of raw genetic data falling
into a court discovery or subpoena process should be considered. In many jurisdictions, court
discovery processes are extensive and a key element of the justice system.
While existing DNA capabilities could require a laboratory to produce raw data (such as
electropherograms) as part of a court process, those DNA capabilities were designed to select
markers with minimal genetic privacy risks. MPS therefore carries greater risks to individuals,
including the potential re-identification of other genetic datasets, if put on a public record.
Recommendation 5
Entities using MPS analysis should keep court reporting processes and intelligence processes
distinct, to maximise the opportunities to negotiate during discovery or subpoena processes and
keep third-party genetic information off the public record wherever possible. Entities should
also consider potential third-party access rights under freedom of information processes, where
they are applicable.

The privacy risks around processed genetic data for BGA or EVC primarily relate to how
information is understood and used by those tasked with taking the intelligence product and
actioning it. While phenotyping can be a valuable tool for investigators, privacy rights will only
be maintained where its purpose and limitations are fully understood. Investigators may, for
example, target a particular ethnic group based on BGA prediction. A ‘dragnet’ of individuals
with particular physical characteristics could be attempted. Both of these approaches could
undermine confidence in the technology and in jurisdictions such as the United States could
result in legal challenge.
The release of information to investigators can represent a higher risk to privacy where:
• it reveals EVC or BGA prediction that is likely to be misinterpreted; or
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•

reveals information about an individual other than an EVC or BGA.

Recommendation 6
When operationalising an MPS platform, entities should give consideration to appropriate
awareness training for police or investigators. Results or reports from MPS platforms should,
where practicable, allow for discussions and guidance to be given by the scientists to
investigators tasked with making operational decisions based on the content. Additional
explanatory information should also be included in reports, where possible, to aide in
interpretation.

Information sharing
Transfer of information from one entity to another can occur in two situations. The first is
where an MPS capability is ‘outsourced’ or otherwise provided to law enforcement agencies
on a fee-for-service basis. Such models could be all-inclusive, or could involve the use of an
MPS platform followed by further data analysis by another entity (government or private
sector) to generate additional intelligence information.
The second situation arises in relation to research and development, and involves
collaboration efforts between different entities so as to enhance the predictive capabilities
of an MPS platform.
The first situation can generally be managed by appropriate consideration of privacy and
security requirements in any contractual arrangement. Where any outsourced or fee-forservice model is negotiated, both parties should assess how privacy and security
requirements, and other privacy enhancements, can be implemented and which party bears
the responsibility. Auditing or certification arrangements could also be considered,
particularly where an entity believes that there is a high risk of reputational harm in the event
of a ‘data spill’ or other privacy breach.
Recommendation 7
Any outsourcing or fee-for-service arrangement involving MPS technology should give
consideration to privacy risks and, in particular, which obligations fall to which parties. Auditing
or certification requirement could also be used to mitigate risk, where appropriate.
The second situation, involving research collaboration, requires even more careful analysis. It
is unlikely that a victim or suspect in a criminal matter could be regarded as having consented
to their genetic data being used for research, even where that data has been de-identified.
Where data is to be shared between laboratories, extreme care would be needed to guard
against inappropriate secondary use.
Recommendation 8
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Any outsourcing, fee-for-service or other collaboration involving MPS should give careful
consideration to risks of secondary use, such as the diversion of genetic data into research and
development initiatives without informed consent. Similar considerations may apply where an
operational laboratory runs an in-house research and development program.

Withdrawal of consent
The collection of personal information generally requires an individual’s consent, and that
consent can be withdrawn in certain circumstances.[12, 13] In the context of genetic
information derived from DNA collected at crime scenes, and of unknown origin, issues of
consent do not apply. If an entity proposes to use an MPS platform, particularly phenotype
prediction, in relation to samples of known origin, issues of consent may become relevant.
The use of MPS for phenotype prediction for samples of known origin would appear
nonsensical. There is no law enforcement benefit in predicting EVC or BGA for a person who
is already known to police. However, the MPS platform itself could present cost benefits and
economies of scale for forensic laboratories, compared to older DNA technologies. A
laboratory may therefore elect to run a single model or type of MPS platform for both crime
scene and reference samples.
Recommendation 9
Where an entity proposes to use MPS technology for reference samples, consideration should be
given to deriving genetic information only from DNA markers useful for comparison purposes.
Where this is not feasible, EVC, BGA or any other medically sensitive information should be
segmented with access restricted at the earliest opportunity during the analysis process.
Consent would be relevant in relation to volunteers and contributors to known components
of DNA mixtures, if their identity is or becomes reasonably apparent. While a victim of crime
may, for example, agree to provide a reference sample to exclude their DNA profile from
being uploaded from crime scene samples to a national DNA database, the question becomes
more vexed when analysing a DNA sample of mixed origin using EVC or BGA capabilities. Some
of the genetic data generated would be from the known contributor.
Guidelines issued by the Office of the Australian Information Commissioner require that
entities subject to the Privacy Act 1988 (Cth) respond appropriately and, in most cases, make
no further use of personal information if consent is withdrawn.[12] It is likely that a volunteer
could expressly withdraw consent in relation to a reference sample, but not in relation to socalled discarded DNA. A component of that discarded DNA may have come from the
volunteer, and may then be uploaded to a DNA database or subject to EVC or BGA prediction.
Recommendation 10
Entities should consider relevant privacy safeguards when analysing samples of mixed origin using
an MPS platform, where there is a known contributor such as a victim of crime. Similar policies of
segmenting and restricting access to EVC, BGA or other medically sensitive information in raw
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genetic data should, whenever it is feasible, apply at the earliest opportunity during the analysis
process.

The processes around consent and withdrawal of consent are largely unchanged from
previous DNA technology. However, as DNA analysis still has a high dependence on
community cooperation, particularly of victims of crime, and a technology change could result
in concern about misuse of genetic information, entities should carefully consider their
approach.
Recommendation 11
Entities moving to an MPS platform should review their policies and procedures concerning
obtaining consent from individuals, particularly volunteers, and whether any changes are needed
to inform those consenting of any relevant new capabilities of an MPS platform.

Access to personal information
Individuals generally have a right to request access to their own personal information. See,
for example, Australian Privacy Principle 12 in Sch 1, Privacy Act 1988 (Cth); Privacy Act of
1974 (US), § 552a(d); Data Protection Act 1988 (UK), Part 2 and Act on the Protection of
Personal Information Held by Administrative Organs (Japan), article 12. An individual may
develop an interest in the genetic information held by an entity, either in raw form or in the
form of analysis of EVC, BGA or other forensically relevant information. Entities will need to
consider the relevant approach to releasing this information, assuming that no exemptions
apply due to operational sensitivities at the time.
A right of access could arise in relation to reference samples, the known component of a DNA
mixture obtained through a forensic procedure (generally performed on a victim of crime), or
in relation to discarded DNA (including mixtures) collected from a crime scene and
subsequently re-identified through an investigative process.
Reference samples and DNA obtained through forensic procedures
When taking reference samples for analysis with an MPS platform, entities have an
opportunity to fully inform an individual and, except in the case of samples taken coercively,
obtain relevant consent. The consent or information process can therefore detail the process
applicable for subsequently requesting access to an individual’s personal information.
Discarded DNA
Where samples are collected from discarded DNA and analysed using MPS (including
prediction of EVC or BGA) normal consent arrangements would not apply. As such, an entity
comes into possession of genetic information without any form of consent or an opportunity
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to provide information or disclaimers in relation to its use. This stands in contrast to other
situations in which genetic information is usually obtained, such as medical testing or medical
research.
Once re-identified, an entity may be asked by the donor to provide a copy of their personal
information. More concerning, that individual may later seek legal redress against an
individual, should the raw genetic information reveal genetic predisposition to disease.
Recommendation 12
An entity should consider whether to include, in any relevant consent form, information about
rights of access to personal information. The entity should also consider advising donors that the
entity will not proactively release any information as to health status, even if this health
information is readily apparent from the genetic information.

Recommendation 13
An entity should ensure that, before using MPS operationally, the agency’s privacy policy or other
relevant governance provides necessary guidance about the use to which the agency may put
genetic information obtained from discarded DNA. Importantly, this policy should specify that the
entity will not proactively release genetic information or information as to health status, even if
the donor of the sample later becomes known and even if this health information is readily
apparent from the genetic information. Consideration should be given to how this aligns with any
statutory requirement to release copies of results to the donor.

The right not to know
Current DNA reporting capabilities can lead to conclusions about biological parentage. The
possibility of inadvertent release of information about whether a parent is biologically related
has been an issue that forensic science has had to manage over many years. This issue became
particularly relevant with the widespread use of DNA testing for missing persons or disaster
victim identification.
MPS capabilities extend this risk into areas such as genetic ancestry information and
potentially medically relevant information about individuals, known and unknown. There is
at least some possibility that a suspect, identified through the use of EVC and BGA information
from MPS, could develop a suspicion about their biological parentage if the police report
differed from their own beliefs as to their genetic makeup.
Likewise, exploiting health status information for investigative purposes must be balanced
carefully with the ‘right not to know’. The Australian National Health and Medical Research
Council notes that ‘[i]t cannot be assumed that everyone will wish to know that they might
have
inherited a disorder present in their family’.[14]
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Recommendation 14
Entities should ensure that their implementation of MPS considers the possibility of inadvertent
release of information such as biological parentage or genetic ancestry information, and mitigate
this risk if possible. Entities should also balance the ‘right not to know’ with investigative priorities
if considering the use of health information for identification purposes.

Anonymity/Pseudonymity
As with existing DNA technology, it is difficult if not impossible to assure anonymity or
pseudonymity in a forensic DNA process. Indeed, the primary goal of forensic DNA analysis is
to assist in identifying the likely donor of genetic material obtained in connection with a
particular scene of crime.
Recommendation 15
Entities should ensure that, before using MPS operationally, the agency’s privacy policy is
reviewed to ensure that there are no express assurances of anonymity or pseudonymity in
relation to forensic identification sciences.
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Privacy Risks and Benefits
Community attitudes to genetic privacy
Genomic analysis and predictive health capabilities, whether used in a forensic, research or
diagnostic setting, are highly dependent on the sharing of personal information by other
individuals.[15] Indeed, very little could be gleaned from the human genome without a
comparative analysis. The adoption of MPS capabilities for forensic purposes should adhere
to community expectations on the use of genetic information. Given its reliance
predominantly on discarded DNA from crime scenes, society must accept that their skin cells
or other genetic material could be swept up and analysed without their knowledge or
consent. The privacy checks and balances, therefore, are important to maintaining public
confidence even though the public’s attitude to genetic analysis is constantly changing.

New MPS capabilities
This PIA assumes that new MPS predictive capabilities will likely emerge in the future,
becoming available as part of new or existing MPS kits. Laboratories themselves may not drive
these changes, with instrument manufacturers potentially expanding kits to include analysis
of different genetic markers.
Entities need to consider what processes should apply where new testing capabilities are
made available, and how to ensure that any privacy intrusion is balanced against the
perceived investigative benefit. There may be a temptation to provide as much information
about an unknown crime scene sample to investigators as possible. However, this could result
in undermining public confidence in the capability and reduced public cooperation with police
investigations, particularly in the volunteers providing reference DNA samples.[16] Entities
should consider Recommendation 2, above, concerning undertaking a new PIA if the
capabilities of MPS significantly evolve.

Wider use of an MPS platform
Changes to the privacy impact are not necessarily confined to new MPS capabilities. A shift in
the application of an MPS platform, from cold cases to all crime scenes, or from crime scene
to reference samples, could also result in unforeseen consequences in terms of individual
privacy, and may necessitate a new PIA process.
Recommendation 16
Entities adopting MPS in a staged manner, and later broadening application to more crime types
or for the more efficient analysis of reference samples, should consider whether a new PIA is
necessary. See also Recommendation 9.

Effect on DNA ‘Dragnets’
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DNA ‘dragnets’ or widespread sampling of a population to help solve a particular crime, has
occurred in a number of countries. Sampling is almost always restricted to a small geographic
area, based on the scene of the crime, and further restricted by gender or ethnic group (based
on eyewitness evidence or, in the case of gender, potentially results of DNA analysis of the
amelogenin genetic marker).
The use of MPS for EVC or BGA prediction in this instance may serve to more accurately refine
the target population of a DNA dragnet, where it is appropriate. For example, where presently
police may propose a dragnet of all male residents of a particular town, BGA or EVC could
limit this intrusion based on prediction of appearance or ancestry. This, of course, must be
considered carefully to avoid targeting of particular ethnic groups and, in the United States,
consideration of the Fourth Amendment further restrains appropriate use of this
technique.[16]

Compliance with Australian Privacy Principles
Australian Privacy
Principle
1 — open and
transparent management
of personal information
2 — anonymity and
pseudonymity
3 — collection of solicited
personal information

4 — dealing with
unsolicited personal
information
5 — notification of the
collection of personal
information
6 — use or disclosure of
personal information
7 — direct marketing
8 — cross-border
disclosure of personal
information
Australian Privacy
Principle

How compliance requirements can be met
Compliance is achieved by conducting a PIA, documenting
policies and procedures concerning use of MPS, and revising
and reviewing documents through normal business practice.
It is impractical for an entity assisting in identification in a
forensic context to allow for anonymity or pseudonymity in
most instances.
Compliance (in relation to personal information and the
further restricted sensitive information) is achieved by
ensuring that collection is directly related to an entity’s
functions or activities and, further, that the entity is a
relevant enforcement body.
This requirement is not generally applicable to MPS.
The notification of collection of genetic information to the
original donor is generally not reasonable in the
circumstances.
The release of any information derived from MPS analysis is
made compliant by way of Australian Privacy Principle 6.2(b),
concerning use or disclosure under an Australian law, or
6.2(e), concerning enforcement-related activities.
Not applicable.
Cross-border disclosure could arise in circumstances where
an entity outsources its MPS analysis or where it is necessary
for an enforcement related purpose.
How compliance requirements can be met
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9 — adoption, use or
disclosure of government
related identifiers
10 — quality of personal
information
11 — security of personal
information
12 — access to personal
information
13 — correction of
personal information

Not applicable.
Given the predictive nature of EVC and BGA capabilities, it is
reasonable for an entity not to maintain analytical
information that is completely accurate.
Compliance can be achieved by ensuring that information
security requirements are adhered to.
Entities can achieve compliance by ensuring that processes
and procedures allow for reasonable access to MPS data and
predictions (see Recommendations 12, 13 and 14).
Given the predictive nature of EVC and BGA capabilities,
correction of personal information would not be expected to
arise.

Compliance with United Kingdom Data Protection Principles
United Kingdom Data
Protection Principle
1 — personal data
processed fairly and
lawfully
2 — obtained for one or
more specified and lawful
purposes
3 — adequate, relevant
and not excessive
4 — accurate and, where
necessary, kept up to
date
5 — not be kept for
longer than is necessary
6 — processed in
accordance with the
rights of data subjects

How compliance requirements can be met
Compliance is obtained as the data is required to be
processed for the administration of justice.
Disproportionate effort would be required to notify unknown
individuals of the collection of their personal data.
Compliance can be met by implementing processes and
procedures to limit the data produced using MPS, or to deidentify or destroy any unnecessary genetic data, where
lawful and appropriate.
Given the predictive nature of EVC and BGA capabilities, it is
reasonable for an entity not to maintain analytical
information that is completely accurate.
Certain genetic information and analysis from MPS may need
to be retained in accordance with other legal requirements
or for court purposes.
Entities can achieve compliance by ensuring that processes
and procedures allow for reasonable access to MPS data and
predictions (see Recommendations 12-14), and ensuring that
data is not shared or disclosed (see Recommendations 4-8).
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United Kingdom Data
Protection Principle
7 — unauthorised or
unlawful processing or
accidental loss
8 — international transfer
outside of the European
Union

How compliance requirements can be met
Entities can achieve compliance by ensuring that processes
and procedures allow for reasonable access to MPS data and
predictions (see Recommendations 12, 13 and 14).
Cross-border disclosure, outside of the European Union,
could arise in circumstances where an entity outsources its
MPS analysis or where it necessary for an enforcement
related purpose.
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Risk Mitigation Strategies
‘Masking’, encrypting or segmenting personal information
(See also Recommendations 5, 9 and 10)

A key element to ensuring community confidence in the forensic use of MPS is to ensure that
personal information or data is handled appropriately. A crime scene examiner or forensic
laboratory analyst cannot visually distinguish between the genetic material of a suspect,
victim or bystander. Only by exploiting the sample to derive genetic information can
conclusions be made about the possible origin of genetic material.
As the forensic process continues, the segmenting, deletion, masking or encryption of data
no longer necessary to the forensic process can be a valuable tool to protect individual
privacy.
This approach could include:
• tight controls about who can access the raw genetic data developed through an MPS
process;
• early deletion of markers not related to DNA database identification, where legally
permitted, if a laboratory chooses to use an MPS platform for reference samples and
does not use a separate kit excluding those markers from analysis;
• restricting access to EVC, BGA or other non-DNA database markers for crime scene
samples, until the identification markers have been compared to reference samples
for the case and other available DNA databases.
• delineation between raw genetic data and processed analytical information
(intelligence), when releasing that information to investigators or the general public.
Release of information to the courts
Courts will also need to consider the way in which genetic information from MPS will be
introduced into proceedings. While genetic information may fall within the ambit of a
subpoena or a discovery process, segmenting the data will make decisions of courts or
tribunals far easier than if raw data and processed data relating to a range of individuals is
intertwined in a case file. Courts can then make informed decisions about how, for example,
the genetic information of a victim from a mixed source profile will be managed during a trial
process. While the discovery and subpoena processes can be extensive, it is within the power
of the courts to exert a level of control of how information is to be managed, including
ordering non-disclosure.
Such court control can help mitigate against instances where full disclosure is relevant in the
interests of justice, but where disclosure could be to the detriment of the privacy of other
individuals, such as victims of crime.
Freedom of information Act and other rights of access
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Similar considerations apply in relation to other means of obtaining information held by an
entity. Segmenting genetic information will make managing such requests, including requests
by an individual for their own personal information, far less complex. Adopting clear
processes for information management provides a range of privacy and information access
benefits throughout the forensic process.

Information security
Privacy laws generally put entities under an obligation to manage the security of personal
information, and require action to be taken in relation to any unauthorised release of
information (a ‘data spill’). Entities can reduce risk by implementing appropriate security
protocols around both electronic and hardcopy records.
Recommendation 17
Entities should ensure that processes for the handling of electronic and hardcopy records
containing genetic information meet all relevant security standards and requirements, as well as
any data retention or archiving requirements.

Forensic Reporting
(See also Recommendation 6)

MPS analysis yields intelligence outcomes for investigators. The inappropriate targeting of
individuals based on EVC or BGA, or other privacy intrusions, can best be managed by training
and education of investigators, as well as ensuring that those consuming intelligence products
have direct access to forensic scientists to explain the relevant report and the underlying
statistical model.
An entity implementing an MPS platform should consider feedback processes from the end
consumers of their analysis. This feedback can assist in refining their reporting format.
Recommendation 18
Entities should consider gathering feedback on any MPS analysis provided to investigators, and to
consider strategies to enhance reporting and privacy compliance.
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De-identification and re-identification
The potential for genetic data to be re-identified, by aggregation or comparison with other
available datasets, adds to the privacy risk.[17, 18] An approach that ‘masks’, segments or
encrypts genetic data during the forensic process will help to mitigate this (see
Recommendations 5, 9 and 10). Likewise, ensuring compliance with security requirements
concerning electronic and hardcopy records (Recommendation 17) helps to ensure that
genetic information will not fall into the wrong hands.
Recommendation 19
Entities should ensure that their privacy processes include steps to be taken in the event of a
suspected genetic ‘data spill’ (deliberate or inadvertent), including taking all reasonable steps to
contain any breach.

Deletion
The timely deletion of genetic data requires a careful balancing of:
• individuals’ rights and expectations concerning their personal privacy, particularly if
they are found not to be associated with a criminal activity;
• the entity’s quality assurance requirements and interest in maintaining raw genetic
data in a form that can assist with detecting and remedying any quality concerns;
• discovery and disclosure obligations to the courts or other oversight bodies.
While it may be possible to omit certain genetic information (such as genetic marker details
concerning a bystander or a victim of crime) from analysis and reporting, entities would need
to carefully consider whether deletion of raw genetic data is lawful and feasible, particularly
with respect to disclosure, data retention or archiving requirements. An approach of tightly
restricting access to genetic data may be preferable.
While actual deletion of data may not be feasible, access to genetic data that is not probative
or relevant to a case could be so tightly restricted as to approach logical deletion (for example,
restricting access to the laboratory quality manager or IT administrator).
Recommendation 20
Entities should consider their approach to deleting or tightly restricting genetic data, in cases
where it is possible to make an assessment that it does not (or no longer) has any probative value.
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Conclusions
There are a number of practical steps that an entity can take in implementing MPS for forensic
use, so as to ensure both adherence to any applicable privacy laws and overall minimisation
of intrusion to personal privacy. MPS provides many opportunities for law enforcement.
However, maintaining public confidence in the technology will be critical to its successful
implementation and use.
Stepping through the various recommendations of this Model PIA, as they apply to an entity,
will assist in determining how a privacy compliant framework can be put in place for MPS
analysis of both crime scene and reference samples.
As with any technology, new capabilities will evolve over time. These capabilities may
enhance or challenge assumptions as to personal privacy. It is also important to review
privacy compliance periodically and, in particular, before any broadening of the technical
capabilities or application of MPS within a forensic setting.
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Statistical analysis of the use of the NCFS Model Privacy Impact
Assessment for Forensic DNA Phenotyping
Nathan Scudder a, c, James Robertson a, Sally F. Kelty b, Simon J. Walsh c, Dennis McNevin d
a
b
c
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National Centre for Forensic Studies, Faculty of Science and Technology, University of Canberra, ACT 2617, Australia
Centre for Applied Psychology, Faculty of Health, University of Canberra, ACT 2617, Australia
Australian Federal Police, GPO Box 401, Canberra ACT 2601, Australia
Centre for Forensic Science, School of Mathematical and Physical Sciences, Faculty of Science, University of Technology Sydney,
Broadway, NSW, 2007, Australia

25 September 2018
Background
The National Centre for Forensic Studies at the University of Canberra developed a Model Privacy Impact Assessment (PIA)
for Forensic DNA Phenotyping. The PIA was made available on the NCFS website, but individuals downloading the file
were required to complete a two-question survey. No other personal information was obtained, and the survey discontinued
after one year. The PIA was downloaded 75 times, and this report documents the level of interest in this PIA.

Forensic Laboratory - Government
Academic Institution
Other Government Institution
Private/Commercial Institution
Other
Forensic Laboratory - Private
Total

Frequency
34
25
9
4
2
1
75

Percent
45%
33%
12%
5%
3%
1%
100%

Table 1: Type of Institution of the individual downloading the PIA.

Oceania
European Union
North America
Asia
South America
Africa
Total

Frequency
30
26
9
8
1
1
75

Percent
40%
35%
12%
11%
1%
1%
100%

Table 2: Geographical region of the individual downloading the PIA.

Africa

Type of
Institution

Total

Forensic Laboratory - Government
Academic Institution
Other Government Institution
Private/Commercial Institution
Other
Forensic Laboratory - Private

Asia
0
1
0
0
0
0
1

4
3
0
1
0
0
8

Geographic Region
European
North
Union
America
12
4
10
2
3
3
0
0
0
0
1
0
26
9

Oceania
14
9
3
3
1
0
30

South
America
0
0
0
0
1
0
1

Total
34
25
9
4
2
1
75

Table 3: Type of Institution and Geographical region of the individual downloading the PIA.
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APPROVED - Project number 16-177

Mr Nathan Scudder
Faculty of Education, Science, Technology & Maths
University of Canberra
Canberra ACT 2601
Dear Nathan,
The Human Research Ethics Committee has considered your application to conduct research with human
subjects for the project titled: “Adoption of new identification sciences technology within the criminal
justice system”
Approval is granted until 31 July 2021
The following general conditions apply to your approval.
These requirements are determined by University policy and the National Statement on Ethical Conduct in
Human Research (National Health and Medical Research Council, 2007).
Monitoring:
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Reporting
Adverse Events
Discontinuation
of research:
Extension of
approval:

You must, in conjunction with your supervisor, assist the Committee to monitor the conduct of approved
research by completing project review forms, and in the case of extended research, at least annually during
the approval period.
You must, in conjunction with your supervisor report any unexpected adverse events or complications that
occur anytime during the conduct of the research study or during the follow up period after the research.
Please refer these matters promptly to the HREC. Failure to do so may result in the withdrawal of the Ethics
approval.
You must, in conjunction with your supervisor, inform the Committee, giving reasons, if the research is not
conducted or is discontinued before the expected date of completion.
If your project will not be complete by the expiry date stated above, you must apply in writing for extension of
approval. Application should be made before current approval expires; should specify a new completion date;
should include reasons for your request.

Retention and
storage of data:

University policy states that all research data must be stored securely, on University premises, for a minimum
of five years. You must ensure that all records are transferred to the University when the project is complete.

Contact details
and notification
of changes:

All email contact should use the UC email address. You should advise the Committee of any change of
address during or soon after the approval period including, if appropriate, email address(es).

Yours sincerely
Human Research Ethics Committee
[SIGNED]

Maryanne Simpson
Research Ethics & Integrity
Research Services

T +61 (0)2 6201
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W www.canberra .edu.au
University of Canberra
Locked Bag 1
ACT 2601 Australia
Austra li.11n Goviem1ment H igher Educ.!ltlon

Registered Prov ide r Number

(CRICOS) #00212K
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SAMPLE QUESTIONS
Research Project:
Adoption of new identification sciences technology within the criminal justice system

1. (a) Could you please outline how your agency has implemented phenotype
prediction and/or other DNA-based intelligence in its DNA capability [forensic
laboratories]
(b) Could you please outline how your investigators/intelligence officers are using
phenotype prediction and/or other DNA-based intelligence in criminal matters?
[law enforcement/intelligence agencies]
(c) Could you please outline how phenotype prediction and and/or other DNA-based
intelligence has been used in prosecutions? [judicial/prosecutorial agencies]
2. Does legislation underpin the use of DNA-based intelligence in your jurisdiction? Do
you believe phenotype prediction should be subject to a policy or legislative basis?
3. Have you observed any cognitive bias, particularly through the use of nomenclature
and perception, in the use of DNA-based intelligence in your lab/agency/court?
4. How does your lab/agency address or propose to address privacy concerns with
health record information generated when using DNA-based intelligence, including
information about the ‘known’ a DNA mixture?
5. Has your lab/agency used DNA-based intelligence to assist in identifying human
remains?
6. [US only] How do you see the consideration of Fourth Amendment issues impacting
on the use of DNA-based intelligence in future?
7. How do you think changes in industry biometrics affect the approach of your
lab/agency/court towards new identification sciences?
8. How will community expectations concerning privacy be balanced with intelligence
and operational requirements in your lab/agency/court when adopting/using the
results of new technology such as phenotype prediction?
9. Would you like to add any further comments or observations about the use of
phenotype prediction within the criminal justice system?
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Nathan.Scudder
From:
Sent:
To:

Cc:
Subject:

donotreply
Monday, 25 June 2018 4:47 PM
u
@uni.canberra.edu.au; James.Robertson; Sally.Kelty;
Dennis.McNevin@uts.edu.au; Simon.Walsh@
; Janie.Busby Grant;
Casey.A.Montgomerie@
Human Ethics Committee
20180314 - Approved

-

-

Dear Nathan
The Human Research Ethics Committee has considered your application to conduct research with human
subjects for the project 20180314 - Survey: Intelligence implications of Forensic DNA Phenotyping
The Committee made the following evaluation: Approved
The approval is valid until: 31/12/2018
The following general conditions apply to your approval. These requirements are determined by University
policy and the National Statement on Ethical Conduct in Human Research (National Health and Medical
Research Council, 2007).

Monitoring
You must assist the Committee to monitor the conduct of approved research by completing project review
forms, and in the case of extended research, at least annually during the approval period.
Reporting Adverse Events
You must report any unexpected adverse events or complications that occur anytime during the conduct of
the research study or during the follow up period after the research. Please refer these matters promptly to
the HREC. Failure to do so may result in the withdrawal of the Ethics approval.

Discontinuation of Research
You must inform the Committee, giving reasons, if the research is not conducted or is discontinued before
the expected date of completion.

Extension of Approval
If your project will not be complete by the expiry date stated above, you must apply for extension of
approval. This must be done before current approval expires.
Retention and Storage of Data
University policy states that all research data must be stored securely, on University premises, for a minimum
of five years. You must ensure that all records are transferred to the University when the project is complete.
Contact Details and Notification of Changes
All email contact should use the UC email address. You should advise the Committee of any change of
address during or soon after the approval period including, if appropriate, email address(es).
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Please do not hesitate to contact us via email
any further information.

@canberra.edu.au if you require

All the best,
Hendryk Flaegel
Research Ethics & Integrity
Research Services
University of Canberra
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Introductory and Demographic Information

Researcher
Nathan Scudder

-

@uni.canberra.edu.au

Project Title: “Intelligence implica ons of Forensic DNA Phenotyping”

Project Aim
Welcome, and thank you for considering taking part in this survey! The aim of this research is to
inves gate uses of Forensic DNA Phenotyping as intelligence.

Par cipant Involvement and Resources
The following survey contains ques ons based on several scenarios. The order of scenarios
varies between par cipants.

Par cipant Informa on and Consent
Your par cipa on is completely voluntary, anonymous, and conﬁden al. It involves comple ng
an online survey, which will take about 10-15 minutes of your me. Individuals who agree to
par cipate in the research will be asked to complete a number of ques ons rela ng to
demographic informa on, and in rela on to the scenarios.
All par cipants may choose to enter a draw for one of two $AUD 50 Amazon gi vouchers. The
prize draw is held in accordance with the laws of the Australian Capital Territory. A prize will be
redrawn if it would unlawful, under the laws of your jurisdic on, to award you the prize.
Email addresses of interested par cipants will be collected via a diﬀerent survey link and will in
no way be linked to ques onnaire responses.
Par cipa on in the research is completely voluntary and you may, without any penalty, decline
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to take part or withdraw at any me by closing the browser. You may also refuse to answer any
ques ons you don’t want to answer without providing an explana on.

Data Storage
All informa on is collected anonymously, with no way to iden fy par cipants. Results will only
be reported collec vely a er analysis, with no individual iden ﬁca on. The informa on
collected will be stored securely on password-protected computers throughout the project and
then stored at the University of Canberra for a required ﬁve-year period, a er which it will be
destroyed according to university protocols. Un l then, only the researcher and supervisor will
have access to the informa on provided by par cipants. Privacy and conﬁden ality will be
assured at all mes. If you choose to provide your e-mail address at the end of this survey, data
will be stored separately at the University of Canberra and used only for the purpose(s) that you
select (prize draw or distribu on of survey results).

This research will be used to compile a wri en thesis as required in the Doctor of Philosophy
program at the University of Canberra, and may also be published as a peer reviewed journal
ar cle or academic poster.

Queries and Concerns
Queries and concerns regarding the research can be directed to the researcher and/or
supervisors. Their contact details are at the top of this form. You can also contact the University
of Canberra’s Research Ethics & Integrity Unit. You can either contact Mr Hendryk Flaegel via
phone

, Ms Maryanne Simpson via phone

, or email

@canberra.edu.au.

If you would like some guidance on the ques ons you could ask about your par cipa on please
refer to the Par cipants’ Guide located at h p://www.canberra.edu.au/ucresearch/a achments
/pdf/a-m/Agreeing-to-par cipate-in-research.pdf

The University of Canberra Commi ee for Ethics in Human Research has approved this project
(Ref No 20180314).
Results from the study will be available by late 2018. If you would like a brief summary of the
results, you will have an opportunity to supply your email address at the end of the survey.
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Email addresses are in no way linked to survey responses.

By clicking to con nue below, you provide your informed consent to par cipate in the study.
You also cer fy that you are 18 years of age or older.

How old are you?

0
0
0
0
0
0
0
0
0

18 - 24
25 - 34
35 - 44
45 - 54
55 - 64
65 - 74
75 - 84
85 or older
Over 18 but prefer not to say

What gender do you identify as?

0
0
0
0

Female
Male
Other, not listed
Prefer not to say

Please specify gender
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What is your country of residence?
Australia
----------------Adelie Land (France)
Afghanistan
Aland Islands
Albania
Algeria
Americas
Andorra
Angola
Anguilla

Which of the following categories best describes your employment?

0
0
0
0
0
0

Employee or contractor, full-time
Employee or contractor, part-time
Not employed, looking for work
Not employed, not looking for work
Retired
Prefer not to say

How many staff do you supervise?

0
0
0
0
0
0
0

0
1-5
6-10
11-20
21-50
50+
Prefer not to say
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Please select your current or most recent occupation

0

Legal Professionals and Government Appointed Tribunal or Judicial
Officials

0
0
0

Police Officers and Other Related Professionals
Other
Prefer not to say

What was your current or most recent occupation?

Please select your occupation type

0
0
0
0
0
0
0

Barrister
Solicitor
Legal Professionals - Other
Judge
Magistrate
Tribunal Member
Prefer not to say

Please select your occupation type

0
0
0
0
0
0

Commissioned Police Officer
Supervisor, Police Officers
Police Officer
Intelligence Office
Related Professionals - Other
Prefer not to say
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What is your highest level of educational qualification?

0
0
0
0
0
0
0
0

Less than high school degree
High school degree or equivalent
Some college/university, but no degree
Associate degree
Bachelors degree
Postgraduate degree
Other
Prefer not to say

Are you currently studying?

0
0
0

Yes
No
Prefer not to say

Which of the following best describes your mode of study?

0
0
0

Full-time
Part-time
Prefer not to say

What is your field of study?

0

Prefer not to say
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Thank you for completing the demographic information. You will now
be presented with three scenarios and some follow-up questions.
Please note that all scenarios are fictitious.
Please click to proceed.

Scenario 1

You are part of an investigation team. In relation to one of our
current cases, you have three persons of interest.
You have received the following laboratory report from a biologist at
an accredited forensic/crime lab:
“The probability of this DNA profile match is 3 billion times more likely
if Sandra Amethyst is the donor of the DNA than if a randomly
selected member of the community is the donor".

Michelle Diamond

Sandra Amethyst

Amanda Pearl
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How reliable do you think the laboratory report is?
1Unreliable

2

0

3

4

5

6

7

8

9

10 Very
reliable

000000000

To what extent does the laboratory report influence your decisions as
you continue with your investigation?
1Very
little

2

3

4

5

6

7

8

9

10 Significantly

000000000

0

How much do you trust the laboratory report to correctly identify the
suspect?
1Unreliable

2

3

4

5

6

7

8

9

10 Very
reliable

000000000

0

To what extent would receiving this laboratory report narrow the focus
of your inquiries to less than three suspects?
1Very
little

2

3

4

5

6

7

8

9

000000000

10 Significantly

0

Scenario 2

You are part of an investigation team. In relation to one of our
current cases, you have three persons of interest.
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You have received the following laboratory report from a biologist at
an accredited forensic/crime lab:
“A new form of forensic DNA analysis makes the following predictions
about the person who deposited the sample at the crime scene:
1. Greater than 80% likelihood that the donor has brown hair
2. Greater than 70% likelihood the donor has blue eyes.”

Geoff Opal!

Tony Emerald

Sam Jade

How reliable do you think the laboratory report is?
1Unreliable

2

0

3

4

5

6

7

8

9

10 Very
reliable

000000000

To what extent does the laboratory report influence your decisions as
you continue with your investigation?
1Very
little

2

3

4

5

6

7

8

9

000000000

10 Significantly

0
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How much do you trust the laboratory report to correctly identify the
suspect?
1Unreliable

2

0

3

4

5

6

7

8

9

10 Very
reliable

000000000

To what extent would receiving this laboratory report narrow the focus
of your inquiries to less than three suspects?
1Very
little

2

3

4

5

6

7

8

9

10 Significantly

000000000

0

You are part of an investigation team. In relation to one of our
current cases, you have three persons of interest.
You have received a laboratory report from a biologist at an
accredited forensic/crime lab which includes an image drawn by a
forensic artist, based on the laboratory’s predictions of physical
features and possible ancestry of the donor of the crime scene
sample.
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Complexion: Fair (>70%)
Eye Colour: Brown {>90%)
Hair Colour: Red (>95%)

Peter Sapphlre

Michael Garnet

Adam Quartz
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How reliable do you think the laboratory report is?
1Unreliable

2

0

3

4

5

6

7

8

9

10 Very
reliable

000000000

To what extent does the laboratory report influence your decisions as
you continue with your investigation?
1Very
little

2

3

4

5

6

7

8

9

10 Significantly

000000000

0

How much do you trust the laboratory report to correctly identify the
suspect?
1Unreliable

2

3

4

5

6

7

8

9

10 Very
reliable

000000000

0

To what extent would receiving this laboratory report narrow the focus
of your inquiries to less than three suspects?
1Very
little

2

3

4

5

6

7

8

9

000000000

10 Significantly

0

End Questions

Please rank the three types of information in terms of reliability (by
dragging highest to 1, lowest to 3)
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“A new form of forensic DNA analysis makes the following
predictions about
the person who deposited the sample at the crime scene:
1. Greater than 80% likelihood that the donor has brown hair.
2. Greater than 70% likelihood the donor has blue eyes.”
C<>m~IQfl: Fair ◄>-ro!IJ
E-p, c,,lwr IJ!"Twn ~Ml
lialr GalO<Jr: RJ,,d l>9!.%l

“The probability of this DNA profile match is 3 billion times more
likely if Sandra Amethyst is the donor of the DNA than if a randomly
selected member of the community is the donor."

Please rank the three types of information in terms of how well you
understood the report (by dragging easiest to understand to 1,
hardest to understand to 3)

C<>m~IQfl: Fair ◄>-ro!IJ
E-p, c,,lwr IJ!"Twn ~Ml
lialr GalO<Jr: RJ,,d 1>9!."'l

“A new form of forensic DNA analysis makes the following
predictions about
the person who deposited the sample at the crime scene:
1. Greater than 80% likelihood that the donor has brown hair.
2. Greater than 70% likelihood the donor has blue eyes.”
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“The probability of this DNA profile match is 3 billion times more
likely if Sandra Amethyst is the donor of the DNA than if a randomly
selected member of the community is the donor."

Prior to completing this survey, have you ever seen this type of DNA
reporting (including in works of fiction)?
“The probability of this DNA profile match is 3 billion times more likely
if Sandra Amethyst is the donor of the DNA than if a randomly
selected member of the community is the donor."

0
0

Yes
No

Where have you seen this type of laboratory report (please select all
that apply)

□
□
□
□
□
□
□
□

Through my employment
Through my study
On television (documentary or news report)
On television or at the movies (fictional)
Through print media (news story or feature)
Through print media or a novel (fictional)
Other
Prefer not to say

Where else have you seen this type of laboratory report?

How often have you seen this type of laboratory report?
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0

Prefer not to say

Prior to completing this survey, have you ever seen this type of DNA
reporting (including in works of fiction)?
“A new form of forensic DNA analysis makes the following predictions
about the person who deposited the sample at the crime scene: 1.
Greater than 80% likelihood that the donor has brown hair. 2. Greater
than 70% likelihood the donor has grey eyes.”

0
0

Yes
No

Where have you seen this type of laboratory report (please select all
that apply)

□
□
□
□
□
□
□
□

Through my employment
Through my study
On television (documentary or news report)
On television or at the movies (fictional)
Through print media (news story or feature)
Through print media or a novel (fictional)
Other
Prefer not to say

Where else have you seen this type of laboratory report?
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How often have you seen this type of laboratory report?

0

Prefer not to say

Prior to completing this survey, have you ever seen this type of DNA
reporting (including in works of fiction)?
Complexion: Fair (>70%)
Eye Colour: Brown {>90%)
Hair Colour: Red (>95%)

0
0

Yes
No
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Where have you seen this type of laboratory report (please select all
that apply)

□
□
□
□
□
□
□
□

Through my employment
Through my study
On television (documentary or news report)
On television or at the movies (fictional)
Through print media (news story or feature)
Through print media or a novel (fictional)
Other
Prefer not to say

Where else have you seen this type of laboratory report?

How often have you seen this type of laboratory report?

0

Prefer not to say

If you would like to leave any additional comments, please enter them
here

322

Appendix 5
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Data Privacy
Issue for Predictive Phenotyping?

Big Data approaches to privacy can usefully inform
how forensic laboratories use and manage data
generated
using
Massively
Parallel
Sequencing.
Likewise, an appreciation of the data management
challenges of this technology can assist the broader
privacy discussions concerning Big Data.
What is Big Data?

Applying these concepts to Predictive Phenotyping
Big Data approaches can be useful to predictive phenotyping:
Privacy Approach

Suitable for Predictive Phenotyping Data?

Compartmentalizing genetic
data

Generally unsuitable to the workflow of phenotype
prediction.

Encrypting data

Could be suitable as a privacy safeguard for raw
data, post-analysis.
Generally unsuitable, other than during validation
or where there is a mixture containing a known
component
Highly relevant, particularly for long-term data
archiving approaches.

Informed consent of donor

Big Data can be defined as both the technology and analytics
delivering a capability ‘to store and manipulate larger and
more complex datasets for less money’.1 Big Data approaches
have been applied extensively in
business, but the use of large and
complex sets of data is also well
advanced in medical science and
genetics.2

Data retention and disposal
policies

Prediction of phenotype expression
contextualizes genetic data to
extrapolate
possible
physical
features. Privacy implications are
not limited to the current intended
uses of genetic data but potential
for future use. Genetic data derived
from forensic procedures is often
subject to other legal restrictions as
to retention and use.

Data representing a human genome
is
not
necessarily,
of
itself,
sufficiently voluminous to attract
the label of Big Data.3 However, the
complexity of data representing the
human genome does begin to draw
in Big Data concepts, particularly in
areas such as clinical data analysis
and translational research.4

Applying phenotyping concepts
to other Big Data uses
Predictive phenotyping is, by its
nature, seeking to add identifying context to genetic data. It
is therefore attempting the very re-identification that is so
controversial in other Big Data applications. The way in which
predictive phenotyping approaches privacy challenges such
as these can contribute to broader discussions on Big Data,
as it relates to genetic information and more broadly.
Image: Pixabay, Creative Commons CC0

Big Data approaches to privacy
Big Data privacy challenges, particularly as they apply to
medical research, have often focused on obtaining actual or
implied consent from the donor of the sample, or on the
de-identification of their genetic information.5 Both of these
approaches have their limitations. In particular, it has been
argued that processes aimed at de-identifying genomic
information are an exercise in futility: the data itself
encompasses identity.6

Technology often drives how privacy is defined.12 In settling
the best approach to privacy of phenotypic data, laboratories
should carefully consider models being adopted to manage
privacy areas in areas such as medical research. How society
comes to define and accept Big Data, and approaches the
challenges of data aggregation, de-identification and possible
re-identification, can also help develop best practice for
forensic laboratories in this field.

Big Data, genetic or otherwise, often lacks meaning without
context. It can also contain extraneous data. The potential for
data to be contextualized challenges conventional approaches
to de-identifying personal information.7 For example, the
comparison of a discreet genetic dataset with another source
of genetic data (cross-matching of data) could defeat most
de-identification processes.8
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This has led to approaches involving compartmentalizing or
encrypting genetic information in a way that avoids
reasonable attempts at data comparison or aggregation.9
Medical research data, for example, can be partitioned:10
Compartmentalization Type Overlap of individuals Overlap of markers
Horizontally

No, different individuals
in each dataset

Yes, same markers in
multiple datasets

Vertically

Yes, the same individual No, predominantly
is in multiple datasets
different markers in
each dataset

In addition, medical research teams often develop policies
and ethics approaches requiring limited retention of data or
the destruction of certain data once processed or analyzed.11
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Summary

While many genealogy providers are based in the United
States or Europe, Australians are keen users of these
tools. Public awareness of the possible uses of DNA and
family tree records uploaded to online genealogy services
is therefore important and there is potential to find family
members of deceased, unknown or missing Australians
by searching these tools.

DNA intelligence could assist with Australia’s
unidentified human remains, but we need to
consider legal and investigative approaches, and
adopt an internationally consistent model.
Genealogy and coronial processes

Issues for Australian law enforcement

Each Australian state and territory has legislation creating
the office of the Coroner, and requiring an inquest where
there is doubt as to the identity of a deceased person.[1]
New DNA technology has opened up avenues of inquiry
for police investigating unidentified human remains.

Australian Coroners, in most jurisdictions, have powers to
direct police to undertake particular enquiries.[7] Those
powers could authorize police to undertake searches of
online genealogy databases.
Uploading genetic data obtained from unidentified human
remains to an online database, particularly one that is
hosted offshore, raises both legal and practical issues.

With it being estimated that there are up to 500
unidentified human remains in Australia[2], there is
potential in DNA intelligence techniques such as forensic
genetic genealogy. DNA database comparison is a wellestablished technique for identifying human remains, and
Australia has had missing person/unknown deceased
persons indices in its National Criminal Investigation DNA
Database (NCIDD) since 2001 (see Figure 1).[3]

Prior to uploading genetic data to an online genealogy
database, police or coronial officers would need to
undertake appropriate DNA sequencing, potentially
overseas, generating genetic data well beyond the loci
used for DNA profiling for the national database, NCIDD.

Forensic genetic genealogy involves comparing DNA
from unidentified human remains to an online genetic
genealogy database, using identity by descent to identify
one or more possible genetic relatives in that database.
Both conventional and genetic genealogy processes are
then applied to attempt to form a hypothesis of identity for
the deceased (Figure 2).[4,5] This process has been
applied successfully in the United States, most notably
through the work of charity group ‘DNA Doe Project’.[6]

In some Australian jurisdictions, privacy protection
applies to information about deceased persons for a
period of up to 30 years.[8] While a complaint on behalf of
the deceased person would be unlikely, an agency
uploading genetic information may incur liability in the
event of a security breach involving an online provider’s
database, revealing the deceased person’s genetic data
which they had uploaded.

..

Proposed approach for Australia

International collaboration
Any proposed use of forensic genetic genealogy within
the Australian coronial process could benefit from
engagement with police, coroners and medical
examiners in other countries who may be considering
implementing similar processes.
Such international collaboration would result in the
development of best practice standards. Adopting an
international standard approach could ensure that law
enforcement in different countries engage with online
genealogy providers in a consistent way as they put the
technique into operational use.

Figure 1: DNA matching for unidentified human remains
against existing unknown deceased persons index on
the national database, NCIDD

Deceased
person’s
identity

Unidentified
human remains

Use of forensic genetic genealogy in Australia requires
development of best practice guidance. Potentially a
Coroner’s Practice Note could be developed, to include:
How does forensic genetic genealogy fit with the
overall strategy for Australia’s unidentified human
remains, including analysis of compromised remains?

Figure 2: Use of online genealogy database to extend
matching for unidentified human remains

Is there potential for a Centre of Excellence model?[9]

Relatives

When should the technique be applied, and when
should police use other investigative leads?
How do we manage genetic data required to
undertake the process, including potential requests
from family members for access to the deceased
person’s genetic sequence?
What safeguards are required when undertaking
forensic genetic genealogy to ensure the minimization
of any distress or concern amongst relatives whose
DNA or genealogy records assisted in identification?

Deceased
person’s
identity

PARTIAL MATCH
ONLINE
PROFILE

Unidentified
human remains

Are there any risks of next of kin becoming aware of
an identification through an online genealogy service,
before official notification by Australian police?
Could alternative funding sources, such as commercial
or private donors, be considered?
Images licensed by Shutterstock
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Summary
Before operational use of a
forensic DNA phenotyping
capability, the Australian
Federal Police sought to adopt
best practice and conducted a
Privacy Impact Assessment.
The assessment identified
useful strategies to help
mitigate privacy risks and
enhance public confidence.

Undertaking a Privacy
Impact Assessment
Developing a privacy impact assessment requires a
high degree of consultation, as shown in the
following table:
Stakeholder
Forensic
practitioners

Contribution
Operational and technical knowledge

Legal
experts

Compliance and governance knowledge

Other experts

Can provide different viewpoints, e.g.
privacy practitioner, security, health
records

Wide consultation allows development of innovative
ways to deliver operational forensic outcomes while
also ensuring genetic data is appropriately protected.

When a Privacy Impact
Assessment is required
A privacy impact assessment can be used to
consider new technology from a privacy
perspective, and to design a new process or
system to ensure that it incorporates strong
privacy protections at all levels, encouraging a
‘privacy by design’ approach.1
Privacy laws in both Australia and the European
Union now require a privacy impact assessment to
be completed in certain circumstances:
• In Australia, an assessment is now required for
‘high privacy risk projects’. This must be
considered when delivering new technology for
a government agency.2
• In Europe, a data protection impact assessment
is required where there is ‘high risk to the rights
and freedoms of natural persons’.3

Australian Federal Police
approach
The Australian Federal Police commenced a privacy
impact assessment for forensic DNA phenotyping in
late!2017.
The assessment commenced with a comprehensive
review of the flow of information, and how this may
differ when the laboratory begins operational
forensic DNA phenotyping.
Consideration was given to information sharing and
whether there would be any need to share genetic
information with other law enforcement partners in
Australia or overseas.

The assessment then considered appropriate
strategies to minimize risks to personal privacy:
• Distinguishing raw genetic data, containing base
pairs, from processed data, such as image or text!
based reports predicting appearance or bio!
geographical ancestry.
• Applying a tiered system of security and access
safeguards to data based on the categorization.
The privacy impact assessment also recommended
early engagement with prosecutors to develop a
strategy regarding court disclosure obligations. This
could involve seeking agreement with defense
counsel to minimize requirement to hand over the
raw genetic data of third parties. It also proposed
developing a training package for prosecutors on the
capabilities of forensic DNA phenotyping. Further, an
approach to managing Freedom of Information Act
(FOIA) requests for genetic data was proposed.
The assessment also considered strategies to
safeguard integrity of the new capability,
recommending that, for the first year of operational
use, phenotype!based intelligence reports be
personally delivered and explained to investigators.
Finally, the assessment considered how the
laboratory would handle requests by an individual,
identified through forensic DNA phenotyping, to
access their own genetic information. This identified
processes required to manage any access requests.

Conclusions
Conducting this privacy impact assessment
allowed the Australian Federal Police to examine
forensic DNA phenotyping from a privacy
perspective, and to identify strategies to reduce
the risk of breaching privacy laws. In addition,
public confidence can be enhanced by applying a
transparent process,4 and by demonstrating a
commitment to balancing the operational
benefits of new DNA capabilities with a need to
respect and maintain individual privacy.
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Forensic DNA phenotyping and genetic genealogy as
part of a forensic identification toolkit
Nathan Scudder a,b, James Robertson b, Sally F. Kelty c, Simon J. Walsh a, Dennis McNevin d

Summary
New capabilities in forensic
genomics, including forensic DNA
phenotyping and forensic genetic
genealogy, are at the point where
they are being used operationally
and should now form part of a
broader forensic toolkit. Such an
approach ensures capabilities are
delivered to investigators as part
of an overall case strategy.

Enhancing the toolkit for
human identification
Forensic genomic capabilities, such as forensic DNA
phenotyping and forensic genetic genealogy, are
beginning to demonstrate operational success.1, 2
Like other techniques making use of reference data
or analytics, these capabilities become more useful
as datasets improve, or when the intelligence is
combined with other sources of information.
Viewing new forensic genomic capabilities in this
broader context draws on existing concepts of
forensic intelligence.3,4 This approach allows these
capabilities to be viewed as part of a broader
toolkit for human identification.
The 2019 identification of Robert Whitt, a ten‐year‐
old boy murdered in North Carolina in 1998,
provides a useful case study:
 Original DNA testing confirmed gender of the
skeletal remains but did not yield any other
intelligence to assist investigators.
 A facial reconstruction was completed, but it
was not until DNA phenotyping analysis was
undertaken that a revised predicted appearance
was generated by a forensic artist.5

Wilson describes the operation of a ‘system of
systems’ in forensic science.7 A systems approach
argues that forensic techniques, when used as part of
a whole system, are greater than the sum of their
parts. The continuum of DNA intelligence, with its
ability to be combined with other forensic capabilities
as part of a forensic science system of systems, will
enhance opportunities to leverage information.
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Physical Sciences, Faculty of Science, University of Technology
Sydney, Broadway NSW 2007, Australia

Forensic Capability

Application

Opportunities to leverage intelligence

Forensic Artistry

Suspects/human remains

Forensic Anthropology

Unidentified human remains

Enhanced prediction of physical appearance
to assist in elimination or identification
Enhanced prediction of physical appearance

Isotope Ratio Mass Spectrometry Unidentified human remains

Fibres/Textile/Shoe Impressions

Suspects/human remains

Forensic Botany/Pollen Analysis

Unidentified human remains

Digital Forensics (electronic devices) Suspects/human remains
Forensic Odontology

Unidentified human remains

Isotope analysis could identify a geographical
area for genealogy searching or dissemination
of DNA intelligence products
Geographically limit genealogy searches 8
Botanical analysis could identify a
geographical area for genealogy searching or
dissemination of forensic artist images
Electronic devices could reduce scope of a
forensic genealogy search
Combination of techniques could reduce
search scope for reference dental records

-----------------------------------------------------1--------------------------------------------------

References

Conclusions
Use of forensic genomics can present valuable DNA
intelligence leads to investigators. It can be
anticipated that those leads will be more relevant and
reliable when these capabilities are grounded in
existing intelligence doctrine and used in conjunction
with other forensic disciplines.9 This ensures forensic
practitioners can work together to exploit DNA
intelligence as part of an integrated approach.3, 4
The application of these concepts would improve the
allocation of scarce forensic resources, and enhance
the prospects of identification.
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 Investigators also pursued pollen and stable
isotope analysis, in an attempt to further narrow
the search focus.6
Forensic genomic capabilities have the potential to
expand useful intelligence, and can be viewed on a
continuum from little to no intelligence through to
potential for near unlimited DNA intelligence.
DNA capability
STR genotypes
SNaPshot® and targeted
amplicon sequencing
High density SNP
genotyping
Whole genome
sequencing

Intelligence Continuum
Little to no intelligence
Limited DNA intelligence
Extensive DNA intelligence
(with other datasets)
Near unlimited DNA
intelligence
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