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Abstract—Despite extensive study on wireless sensor network Most importantly these works mainly focused on the

security, defending internal attacks and findingamal behaviour
of the sensor are still difficult and unsolved ta¥ke conventional
cryptographic technique does not give the robustrity or detection
process to save the network from internal attacket cause by
abnormal behavior. The insider attacker or abntymaehaved
sensor identificationand location detection framdwasing false
massage detection and Time difference of ArrivaDdR) is

presented in this paper. It has been shown thahéhe framework

traditional cryptographic information, data autlieation in
order to build the relationship between the sen$msthe
unreliable communication through wireless channatienthe

techniques vulnerable by allowing the sensor notes

compromise and release the security informationthe
adversary [1]. Through this access, the adversadaseasily

attack the network internally with data alteratiangssage

can efficiently identify and detect the insidermakter location so that pegligence, selective forwarding as well as by jangnrthe

the attacker can be reprogrammed or subside framétwork to
save from internal attack

Keywords—Insider Attaker identification, Abnormal Behaviour, behavesabnormally)

Location detection, Time difference of Arrival (TBh Wireless
sensor network

. INTRODUCTION

IRELESS sensor network (WSN) consists of spatiaIIKN

distributed autonomous sensors and provide
theoretical basis for many different applicatioasge military
implementation in the battlefield, environmental mtoring,
health sector as well as emergency response oéifance. It
is an application dependant technology which cacHamged
and additional sensor nodes can be deployed basettheo
necessity. The sensor nodes consists a transceinir
(combination of transmitter and receiver), a restd memory
processing unit, a sensing unit as well as a lyattéh limited
power. Thus, for any application overhead of corapoh and
communication is low. In order to ensure the eéinti
functionality of WSN, security mechanism is essanti
especially in the field of emergency response dtldieeld
implementations. But security in the wireless semsgiwork
is challenging and important task because of thestcoction
of the node. Many algorithms have developed in oitde
secure WSN. Most of the work has focused on the \piie
key establishment, authentication access contrdl defense
against attack.
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network. Adversaries can be determined throughativeormal
behaviour of the sensor.
Unfortunately, the attack

unsolved

internal
remains

(the
through

conventional way of WSN security which implemente t

encrypting method or authentication. Thus, it igpamant to
detect and its location information to provide tt@mplete
security to the WSN. [2] In this research work wepmsed a
ostep method to overcome the security issuehénfirst
ﬁep, the insider attacker or abnormal behaviothef senor
will be detected by using the false massage detegiocess
while in the second step the attacker will be ledatising
Time Difference of Arrival (TDoA) triangulation thugh
three beacon nodes location information. With teeedtion of
the abnormal behavior of the sensor (insider ajtaankd
location information a further approach is takenntake the
network secure by reprogramming the node or obsdled
node form the network.

The paper is organised as follows: section 2 isprtsad of
the overview of the related work followed by a dgs@n of
the proposed framework in section 3. This sectiovecs the
details of insider attacker identification proces®l location
detection. The efficiency of the framework is praed in
Result section followed by conclusion section 5.

Il. RELATED WORKS

sensor
the

Numerous ways and solution have been proposedctoese

the WSN. So far, security using attacker (abnorpeddaviour
of the sensor) identification and location discgvéias not
given significant attention. Even though number

localization process has been proposed in differestarch
but main focus was given on preventing and secudugng
from attacks. As the study was done by [3], howgekerst of
the scheme proposed are needed to have speciakdsuich
as SeRLoc [4] the improved version of SeRLoc iRIHic [5]

requires directional antenna, SPINE requires nagcorsd
timing scale. Attack resilient location estimatiorethod [6]
proposed by Lui fails if the attacker is compromdisBOPE is
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combination of SeRLoc and SPINE [7], it require raxt
hardware and pair wise key with every locator

In which M;will be equivalent t®, and if the result of the
equation (2) match with the threshold than it wik

These developments somehow solve the mathematicalnsidered as normal massage. Mg, will be compared

problems with certain constrain but does not tdleinsider
attacker identification and location detection ansideration.
In our paper we have come up with the approacluéaotify
and detect the internal attacker.

Il.  NETWORKMODEL OR FRAMEWORK DESCRIPTION

A.Assumptions

In our experimental works we use the following paeters:
a network with N uniformly distributed sensor nooleer the
area of 500m *500m squared field in a 2D scen&@nsors
and channels are stationary after deployment ofnéitevork

with the whole set oD to determine whether does it match
with M; or not. If it matches it will increase the frequogit;,
or else it will be considered as false messagevalhdbe hold
in to the buffer until it is authenticated. If ibés not match
than it will be considered as fake massage and ithe
attacker. If the authentication process is not @asswill be
considered as a fake message and will be identdiedhe
attacked or abnormal sensor.

In this method the calculation is simpler, the hate is
smaller as well as less parameter is considerecchwis
supported by the limited memory sensor nodes [8].

with transmission radius of 200m. Sensing nodes are C.Attacker/Abnormal Sensor Location

responsible to collect and forward the monitorethdaound
them. The collected data is then sent to the sitkeyugh
channel. In order to detect the abnormal behavithesensor
node we use the false massage detection. We waflider the
system is synchronized.

B.Abnormal Behaviour/Attacker Identification

The false message or exponential message detgctioass
in a channel is detected with one stationary sinkerthis
paper in order to detect the attacker. Insiderckéa or
abnormal behavior is not possible to detect omlgeld on the
cryptographic based technique, as the unreliableelegs
channel makes it very easy to compromise the sermod
break the trust relationship established, so theurig
foundation become insufficient[2].
detection mechanism focuses on the contingency hef t
message which defines as the exponential messagek.at

WSN is densely deployed and continuously observe th

phenomenon, this characteristics drive the senodeso
network normally encounter the spatio-temporal eation.
In our research we considered the message gendratedhe
nodes is similar for a defined period. In normal ssage
delivery of the nodes the probability of differenessage are
negligible or rare. IfDis the length of the message with
restricted memory); is the message arfy is considered as
the frequency of the message we can write the kqubelow
D = {(My, F)I(My, F,); (My, F2), ... .. , (M, Fy)} (1)
It is a set that will store the latest massage ithaént to the
network recently. If a new message sent to thevarét than

that is M,,,, arrives at the channel than that is authenticated

using the false message detection process [8].

_ (Vo)< 01))

match(Mnew, Mi) = oo v oD

)

Based on thé&-nearest neighbour algorithm we can find the

normal message from the equation (2), this is tineple
algorithm that classifies the data based on neighlraining
example [9].
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Location estimation is a complex process that wesl
multifaceted numerical operations. Unfortunatelgréhis no
simple process exists for the efficient computatioh a
location estimation of wireless sensor nodes. lunsertain
that a more complex mathematical computation widréase
the accuracy of the estimation, conversely if aiotidn of the
complexity that would compromise with the efficignof
location estimation.

In this paper we used the Time Difference of Arriva
(TDoA) signal rather than absolute time of Time Aifival
(ToA). A signal is sent to the node by at leasé¢ghantennas at
an unknown and different time. The most common
trilateration method is used in order to get thasse node
location [11]. For each TDoA measurement, the tratier
must lie on a hyperboloid with a constant rangdedihce
between the two measuring units. If we condigier the
Master Beacon node. The distance between the saunmde
it"Beacon node is

Ri = J(X; — x)? = (¥; — y)? 3)

In the 2-D scenario the target location can benegtd
from the intersection of two TDOA measurements. d@ea
nodes B,, B,andB;) are considered as a measuring unit from

which intersection point is determined and thatates the

target point4, as shown in figure (1) below:
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Fig. 1 Attacker Location Detection by beacon nodes

In Figure 1, Three sensors are define®;agth the location

aqx;,y;), wherei= 1, 2 or 3. For any poinfl = (x; y)in the
plane.[11]
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The range difference between beacons with respetiet
beacow; where the signal arrives first, is

IV. RESULT
In the experiment we have considered the temperatur

measurement field; the sensors are randomly degloy¢he

Ry =cdis =R — Ry

(4) field and assumed that in the field the temperatoald be 8

_ _ _ _ to 14. At the beginning the test was done with g@ssrs
where c is the signal propagation spekg,is the range where node 4 has different data and secondly vatsehsors

difference distance between the first bedomand theit®

in which node 13 has different data to detect #igef message

beacoliB;(;>1)), Ry is the distance between the first beacoin the Matlab environment. The result shows thaait detect
and the source, and},is the estimated TDOA between thethe false massage is detected efficiently with theput
first beaco®, and thei"beacoiiB, ;=1)).. This defines the set massage neighbor node number to determine the beigh

of nonlinear hyperbolic equations whose solutiovegithe 2-
D coordinates of the source
Solving the nonlinear equations of (4) is dificult.

Consequently, linearizing this set of equationsasmonly
performed. One way of linearizing these equatienthiough
the use of Taylor-series expansion and retainiegfitist two
terms [12,13]. A commonly used alternative methodthe
Taylor-series expansion method, presented in [24,16, 17],
is to first transform the set of nonlinear equatiom (4) into
another set of equations. Rearranging the forrd oiih{o

21 =R+ Rl)z )
Subtracting (3) at = 1 from (5) results in

RZy + 2Ry Ry = XP + Y7 — 2X;,x — 2Y; .y + x2 +y*  (6)
whereX;,andY; ;are equal td;- X;andY;andY; respectively.
The set of equations in (6) are now linear with Hweirce
location A = (x; y)and the range of the first receiver to the
sourceR, as the unknowns, and are more easily handled.

Inorder to solve theR;we use Chan’s method, in this
method a non-iterative solution to the hyperboligsifion
estimation problem which is capable of achievingimmpm
performance for arbitrarily placed sensors was gsed by
Chan [18]. The solution is in closed-form and vdtd both
distant and close sources. When TDOA estimatioargrare
small, this method is an approximation to the maxim
likelihood (ML) estimator.

Following Chan's method [18], for a three beacomeno
system B = 3), producing two TDOA's, x and y can be
solved in terms oR;from (6). The solution is in the form of

X1 Y21] R21] 1[R31 — Ky + Ky
IR+ 5 7
[y] [X31 Y3, Rz )1 7 2 R3: — K3 + K )

Where,
K, =X?+Y?
K, = X2 + Y}
Ky = X2 + Y7

euclidian distance used.
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the nearest neighbor

When we determined with the false massage we cathes
TDOA process to get the location by using equaf®nwhich
is discussed in section 3.

V.CONCLUSION
In this paper we have presented a novel framework t

identify and locate the insider attacker that behalsnormally

When (7) is substituted into (3), with= 1, a quadratic in the network in the wireless sensor network bingigalse
equation in terms oR; is produced. Substituting the positivemassage detection and Time Difference of ArrivaD@R)
root back into (7) results in the final solutiorhéfefore, we method, the most common practice in wireless conication

can find the location of the abnormal node whicA(s; y)

to detect the location. Due to the simplicity of throcess this

method may be useful for the small scale deploym&his
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process in for the stationary sensors in future wié
implement the process for mobile scenario.
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