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Abstract 

 

Data is a significant resource for any organization that uses it for decision-making. It 

consists of a set of values that include qualitative or quantitative variables of objects. Big data 

is a similar kind of data but with a larger volume. Daily, big data is re-created, acquired, stored, 

and transformed for decision-making. The importance of big data security is increasing within 

organizations, and it is the organization's defensive process to prevent unauthorized access to 

their data repositories. In other words, data protection is essential because it safeguards an 

organization's information from unauthorized access. Around the world, most sectors are 

finding ways to use and protect data and big data to improve their progress and achieve their 

targets without any obstacles. One sector that has a massive impact on big data usage is the 

health sector. Therefore, protecting the security of data in the health sector is as important as its 

data usage. 

Health organizations need to store a large amount of data to perform their day-to-day 

operations and improve their services. Health service organizations face many challenges, 

especially regarding data protection, data security, and data privacy. Addressing these 

challenges is now a necessity. Implementing and applying data security and privacy policies are 

crucial for both private and public health service organizations. In general, big data requires a 

proper security system to protect it. This is an expensive process, and it requires solutions to 

protect this information. Data classification is one method to overcome the excessive cost of 

health sector data protection and to provide an effective application to protect only the necessary 

information according to the data's priority. 

Data in the health sector needs to be generated, analyzed, and transferred securely and 

easily to make proper decisions. The health data challenge is to address inefficient data 

protection methods and expensive data security methods. Also, before providing data security, 

it is essential to classify data according to its importance to reduce costs. Most widely used 

methods require expensive and complex systems, and providing data protection for every single 

piece of data is unnecessary. This research aims to identify a suitable method to classify relevant 

data and provide them with proper data security. This research explores the existing systems 

used for data classification and answers research questions by identifying a method for 

classifying only relevant and critical health data while balancing the data under different 

organizational security and privacy policies. 
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The data classification process allows organizations to organize their data according to 

their data security needs. To secure data successfully, new data security models and approaches 

are needed. The main objective of this research is to identify the data security challenges faced 

by organizations in the health sector and provide an innovative approach to overcome these 

challenges. This research proposes a data classification method using computational 

intelligence techniques. It is envisioned that data classification techniques based on fuzzy logic 

and evolutionary algorithms can be employed to learn and automatically classify data stored 

and transmitted by organizations. The proposed approach aims to identify the current data 

security methods and difficulties when classifying data for eHealth data security and privacy. 

Additionally, it introduces a new method using an interval type 2 fuzzy logic (IT2FL) system 

to classify eHealth data security levels under different multi-decision-making situations. 

Scientific theories and empirical health-related data are used to make suggestions in this 

research. Usually, big data consists of an assortment of data, which is complex for all activities 

involved with this big data. Type 1 fuzzy logic (T1FL) has been applied in this research to 

overcome data classification initially. IT2FL systems are more practical and are used for data 

classification which provides efficiency to the system. This is because the interval-type-2 fuzzy 

logic method offers better abilities to cope with linguistic uncertainties with reduced 

computations. 

Generally, data privacy is crucial for E-Health systems due to their nature. These 

systems require a trustworthy source. Secured data is an important factor for patients and 

healthcare service providers. Therefore, an authorization system that provides security when 

accessing health sector data is necessary to address security concerns. Specifically, this needs 

to focus on how to grant authorization privileges to approved users who require access to data 

stored in the data repositories. 

To satisfy this requirement, this research realizes that the integration between the IT2FL 

method and Role-Based Access Control (RBAC) is best suited to address these data challenges. 

RBAC provides the ability to manage permissions to access health information associated with 

roles in the health sector. In addition to IT2FL and RBAC, there have been numerous appeals 

for the significance of blockchain in data security in the health sector. 

IT2FL reduces and enhances the performance of data classification for all health 

information. Therefore, initially applying IT2FL to classify data from the data repositories will 

assist in data security-level classification. Integrating this with RBAC improves data security 
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by granting authorization privileges to approved users. However, this research RBAC is 

suggested as an additional application for better data security. Furthermore, blockchain will 

provide considerable insight into data security and how this data is stored securely in the 

systems. This research suggests using IT2FL to classify health data. Further, it proposes 

blockchain technology for transferring this classified data to the health sector.
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Chapter 1  

 

Introduction 

 

1.1 Introduction 

 

The growth of data generated in the world today is massive, as the information world 

provides increasingly sophisticated technology devices and services to collect, transfer, and 

process data. How these changes and innovations have impacted the development of 

information is one important question asked by every tech-savvy individual. Data credibility, 

reliability, and accessibility are the main components to look forward to when managing these 

massive amounts of data. Data security is essential for gathering or collecting data as it 

potentially poses a risk due to unauthorized access to personal and important organizational 

data. Data security involves applying privacy measures to protect digital data from unauthorized 

access, unauthorized modification, and data fraud (Techopedia 2017). 

Health-related data is now at a significant turning point as it transitions heavily into the 

digital world. The proper use of electronic Health (eHealth) information is a major discussion 

in the health sector aimed at providing services to improve the health and well-being of people. 

Smarter health systems are a requirement today for a better future in the health sector. 

1.2 Background 

 

In the health sector, each day data is generated at an unprecedented scale, and it is 

expected to continue in the future (OECD 2013). Electronic health facilities come with advanced 

data collection, management, and data-sharing techniques. Most digital technology methods 

and devices such as computers, phones, and networks have been used to collect, manage, and 

share data as required in the health sector. In this sector, personal and medical information has 

been gathered, stored, shared, and managed by Electronic Medical Records (EMR) and 

Electronic Health Records (EHR) systems. (Martino et al. 2008, Wang et al. 2017). Further, 

these data would be used to make decisions, design new models, and re-design models to make 

productive discoveries in the health sector. Such data is beneficial for new medical discoveries 
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and new medical treatments. (Health Data Governance: Privacy, Monitoring, and Research, 

2015). 

With improvements in highly accessible big data in the health sector, there is a need for 

the introduction of better data security and privacy for such data. The Office of the Australian 

Information Commissioner (OAIC) has surveyed statistical information about the Notifiable 

Data Breaches (NDB) to understand better the data security practices in Australia. According 

to their report on, NDB the kind of personal information involved in data violations consists 

mainly of data on contact, financial identity, and health information. Among these 90% of 

contact details, 27% of health and 31% of identity information violations shows the risk involved 

in the health sector (Office of Australian Information Commissioner (OAIC) 2019). This report 

provided the main sources of the data violations on personal information. Further, this report 

provides the result of surveys and identified the malicious or criminal attacks of 55% and this 

has accounted for the highest data breaches. Additionally, for the system faults and human errors, 

the data breaches overall reach only 45% of entire data breaches. In a 2021 report from the same 

organisation the Office of the Australian Information Commissioner (OAIC 2021) surveyed 

statistical information again about the NDB to understand better about the data security 

practices in Australia recently. According to their July-December 2021 report, the most affected 

sectors were health service providers, finance, legal, accounting, and management services in 

Australia. From July to December 2019, health service providers reported 22% of all data 

breaches in the period which is the largest reported sector and the second largest source of NDBs 

was the finance sector which is 14% followed by education at 9%. In the recent July-December 

2021 report of OAIC, the top NDBs were also the health services which reported 18% 

breaches, and financial institutions including superannuation providers 17% breaches. They 

have clearly illustrated that the health and finance sector has consistently reported the most data 

breaches of all sectors since the NDB scheme commenced ((OAIC) Office of the Australian 

Information Commissioner 2021). 

The main important finding in these reports according to the OAIC is, that the health 

sector is among the top five sectors in Australia that are related to the NDB. The malicious and 

criminal attacks related to the health sector remain in the top position among the other sectors. 

These risks included cyber and insider threats, social engineering/impersonation threats, and 

theft of health data and storage devices (OAIC 2019; OAIC 2021). 
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To mitigate the eHealth security and privacy risks involved in this sector, organisations 

have introduced different data security and privacy technologies (Ciphertex 2021). Further, they 

have introduced distinct policies and standards to provide proper data security levels in their 

organisations (Afshar et al. 2017). There are various techniques developed in this sector to 

provide proper security of big data, but there are more pitfalls involved when the actual real 

situations in data security arise. One main technical challenge in this field is the eHealth big 

data processing speed which has been overtaken by the processing capacity, and this will affect 

their data sustainability and data security. On the other hand, this is a big challenge to data 

security and privacy. It is questionable how data analysis and access could manage without 

losing data privacy (Wang et al. 2017). There is a need, to improve such techniques in eHealth 

privacy and security to provide a secure system. 

Simple data encryption has not given enough protection for sensitive data because these 

data are transferred through different devices and data encryption cannot provide complete 

security protection for the resource on which it is stored or transferred (Mohammadian & 

Hatzinakos 2009). Health-related sensitive and critical data stored in databases, server 

applications and/or middleware and data encryption although useful, can be disruptive and 

costly (Barkley, Cincotta, Ferraiolo, Gavrila, & Kuhn 1997; Mohammadian & Hatzinakos 

2017; Mohammadian & Hatzinakos 2009). 

Using a data classification process, organizations can identify and encrypt only the 

relevant data. Data should be identified according to the importance of it. It also should be 

classified according to the sensitivity and require protection as well as the precaution strategies 

to the expected threats arising. Further, it is required to apply effective collaboration between 

government organisations, departmental regulations as well as jurisdiction regulators and health 

data privacy regulators. This will assist in saving time and processing power that is required 

for the encryption and decryption process. (Health Data Governance: Privacy, Monitoring and 

Research (OECD) 2015, Mohammadian & Hatzinakos 2017; Techopedia.com 2017). 

In this thesis, an Interval-type-2 Fuzzy Logic (IT2FL) based system is proposed, which 

can be used for efficient data classification to classify essential, critical, and sensitive eHealth 

data that need to be encrypted. This thesis first analyses the challenges facing today with massive 

amounts of stored data in the health sector. Then it introduces a Fuzzy Logic system and T2FL 

to provide a data classification system to improve data security. 
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1.3 Motivation 

 

With every passing year, big data related to the health sector increases enormously. Data 

in the health sector is required to be analysed, compared, shared, used, and evaluated by relevant 

systems. This action needs to be taken along with data protection for good decision-making. 

Due to these reasons, protecting such versatile, volatile data that has veracity is one important 

part of data storage and data use today. Health data collaboration is one main function required 

in this field and it has become a big challenge due to the ineffective data protection methods. 

Ideally, shielding big data is required to be considered in reducing data breaches. 

Researchers have introduced different ways to take precautions against data breaches in 

many sectors. However, most sectors face difficulties in protecting these big data. Recently, 

there have been various data security approaches used in different sectors to improve data 

security (Forcepoint 2020). Data encryption is the most widely used data protection method 

which encodes data for protection along with decrypted and accessed only by the exact key of 

the encryption. This will highly reduce data breaches, yet there are disadvantages related to this 

method. Firstly, it requires extra effort from the IT administration to maintain different 

encryption keys. Secondly, this requires the high capacity of storage and systems to maintain. 

Hence, it is very costly (Forcepoint 2020; SpamLaws 2020). Apart from encryption, network 

access control, data classification, and role-based access control are a few other important 

technologies in the world today. Among them data classification is an important and one of the 

successful technologies used to protect data. This technique can incorporate with variety of 

security controls. It also identifies and filters the important, relevant, and sensitive data from all 

data which is prominent from other techniques. (Tankard 2015). This is the starting point of data 

protection. For these reasons, in this research, data classification is applied as the starting point 

of data protection in health sectors. Further, classified data describes data security requirements 

that are essential to any organization. Organisations invest a large amount of money and time 

to protect their data. On the other hand, when monitoring sensitive data, it is important to protect 

such data under organizational and governmental policies. Mohammadian & Hatzinakos 2017, 

have highlighted that the protection of data is difficult due to inefficient data classification 

policies. (Lin et al. 1997; Mohammadian & Hatzinakos 2009; Mohammadian & Hatzinakos 

2017). 
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Data mining is a useful technique to analyse, identify and classify unknown data from 

a large dataset. Among those techniques to classify big data for eHealth is important to provide 

proper data security and privacy. Under data classification, there are different techniques 

available to classify data that may lead to better data security fulfilment. These techniques use 

different algorithms and methods to identify and categorize big data. Segmentation by Decision 

tree (DT) is one data classification technique explained by Chaskalovic (Assous & Chaskalovic 

2011). DT provides easy interpretation and there is no necessity for domain knowledge. Yet, it 

is not suitable for numerical data sets as it provides more complex DTs. Further, it is restricted 

only to one output which proves it is not very suitable for health data security (Tomar & Agarwal 

2013). Artificial Neural Networks (ANN), K-Neighbour classification, and decision Rules are 

other techniques recently used. Further, other classification methods such as Fuzzy logic (FL) 

and evolutionary-based algorithms are used in data security (Assous & Chaskalovic 2011; 

Hammell & Sudkamp 1996; Liao, Chu & Hsiao 2012; Mohammadian & Hatzinakos 2017). 

1.4 Research Questions 

 

When big data is involved in the health sector, data security systems are required to 

prioritise the data first for data security (Mohsin et al. 2019). Currently huge amount of health 

data is communicated through various electronic methods. Protection of this huge amount of 

data is complex and expensive (Mohammadian & Hatzinakos 2017). Moreover, one main 

security characteristic of big data is data security classification. This is one main issue when 

providing data security on big data. 

Additionally, recent data-related vulnerabilities have a larger impact on health sector 

data. For this reason, there should be an efficient method to organise and prioritise important data 

which will assist in providing a proper security measure. To help protect such data this research 

study’s primary methodology takes a simulation-based data classification system using a fuzzy 

logic approach. 

This research will explore the existing systems used for data classifications mainly for 

data security and propose a data classification approach for health data protection. This high-

level data security system will be achieved through the formulation of the following researched 

questions. 

How to classify and encrypt only relevant and critical data in the eHealth sector? 
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Can fuzzy logic’s interval type-two fuzzy logic (IT2FL) system along with role-based access 

control (RBAC) provide a better system to classify relevant and critical data along with the big 

data in eHealth? 

How to balance and secure the classified health data in health under different organisations’ 

security and privacy policies and government-required security and privacy policies? 

1.5 Research Objectives 

 

Objective 1: Identifying a computational technique to classify data security level is the main 

factor of this design. Distinguishing the available approaches and their shortcomings are 

essential steps before proposing the system. This is the first step involved in this research. The 

method used to classify health data according to their security. 

Objective 2: It is mandatory to have an approach to classify big data. From fuzzy logic type 1, 

the vagueness ( natural language establishes a lack of clear true conditions) of data affects data 

security. Type 2 Fuzzy Logic method is used as a computational technique, which is fully 

characterised by the upper and lower membership function methods along with a new dimension 

called the footprint of uncertainty, which characterizes type-2 fuzzy logic to improve data 

classification. Identifying the effectiveness and applying the interval type-2 fuzzy logic is the 

next main task of this research. 

 Objective 3: Balancing the classified data under the organisation’s security and privacy 

policies and required government security and privacy policies is essential to the success of this 

research. The data classification process allows organizations to classify their data according to 

the required policies. Data classification is laborious, costly, and time-consuming in large 

organizations with significant data to be evaluated and categorized. Hierarchical fuzzy logic 

classification and role-based employed in this research study will explore the use of a method 

which is Type 2 fuzzy logic that can determine requirements level for data security and privacy 

in organizations based on organizational needs and government policies imposed on data. Data 

security level results will be evaluated for the eHealth data classification according to their 

different organisation policies. Additionally, the type 2 fuzzy logic in this research, applies Role-

based allocation to improve this approach. Finally, balanced classified data can be secured using 
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blockchain technology in any network, in which all the classified data are encrypted with a 

private key that turns into an impossible process to access or view by other nodes in the network. 

 

 

1.6 An overview of this approach 

 

This approach gives the ability and delves into an intelligence technique for identifying, 

classifying, and protecting essential and critical health data. 

Traditional approaches use simple data encryption methods for their protection. Fuzzy 

logic-based image steganography was one method used for data privacy in the health sector. 

This approach used similarity-based least significant bit affiliated with the fuzzy logic 

algorithm. All of the values using this approach were calculated by using the fuzzy logic 

algorithms. Efficiently this can evaluate the medical data in a general manner. This is not 

sufficient to protect data reliably in complex big-data situations. Further, these customary 

techniques mostly rely on Boolean logic which is not suitable for use in real-world situations 

along with the massive complex data environment 

The fuzzy logic approach for data protection currently uses different approaches to 

protect data. Researchers use K-Anonymity to analyse and to identify the negative and positive 

values of data (Chatterjee et al. 2017, Chatterjee et al. 2018). This approach used ‘principal 

component analysis’ (PCA) for identifying different data values. K-Anonymity is complex, and 

it could affect the data by homogeneity and background knowledge attack (Chatterjee et al. 

2018). Please refer for further details about the K-Anonymity from Chatterjee et al. 

The thesis proposes a data classification method using IT2FL along with the role-based 

security level classification. Additionally, this thesis suggests blockchain technology to transfer 

these classified data securely through any electronic data transferable method. 

Two types of Fuzzy logic systems are there, namely Type 1 and type 2. Both are 

distinguished by their membership function (MF). The main difference between these two is 

their dimensions. Type 1 fizzy logic (T1FL) controllers work on two dimensions while type 2 

fuzzy controllers perform with three-dimensional MF. Type 2 includes the primary MF fuzzy 

set by itself. This will lead it to identify and define the potential boundary region. This area 
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identification is called the footprint of uncertainty (FOU) (Mendel & Liang 1999). Further, in 

the T1FL system all fuzzy sets are modelled as fuzzy sets and in T2FL systems some or all 

fuzzy sets are modelled as fuzzy sets. T1FL controllers find it difficult to minimize the negative 

effects of the data. T2FL has much more controllability and efficiency because it uses a larger 

number of parameters than type 1. This will lead T2FL to much more classification freedom 

than type 1(Galluzzo & Cosenza 2011; Mendel 2001). 

The initiation of T2FL data classification facilitates the data security systems to identify 

data security levels of health data to enable the relevant security for the data that is required to 

be protected. It is discerned that future work related to big-data security could include the 

application of the concept offered in this thesis. Moreover, this innovative data classification 

for data security approach would be helpful for researchers in adopting and developing new 

techniques to protect data. 

1.7 Contribution 

 

In recent years, the volume of data stored has increased exponentially in organisations. 

Organisations use a large amount of stored data for business. Conventional data security 

technologies require more sophisticated approaches than any other time to protect data. 

The contribution of this research study is to provide a sustainable and effective new 

approach to address some of the data security challenges. This research study intends to provide 

a data classification approach to improve data security and demonstrates how to develop and 

apply a T2FL data classification system for data security. 

This research offers an IT2FL data classification framework which is used to provide 

data classification (see the framework given in chapter 3- Framework of IT2FL system with 

RBAC for data security and Privacy). The research further provided an explanation of blockchain 

technology in data security as a suggestion.  
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1.8 Thesis structure 

 

This section provides a brief overview of each chapter of this thesis. The chapters are organised 

as below. 

 

 

Chapter 1 

 

Introduction including a basic introduction to the existing and proposed approaches, a 

piece of background information before suggesting the proposed system, motivation, problem 

identification, objectives, and contribution. 

The chapter provides a brief description of the problems encountered in data security 

along with the complex and uncertain big data in the health sector. Also, analysed the existing 

applications that used the IT2FL method to provide an efficient solution to the raised problems. 

Further chapter one provides a clear picture of how all chapters are interrelated with each other. 

Chapter 2 

Chapter 1 Introduction 

Chapter 2 

Chapter 3 

Literature Review 

Interval Fuzzy Type 2 for Data Security 

Chapter 4 Blockchain technology in data security 

Chapter 5 Conclusion and Further Research Directions 

[_ 
[ 
[ 
[ 
[ 

][=============================:::] 

][:::=======:::] 

][ ___________________ ] 
][ ______ ] 
] ( ] 
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This chapter presents an analysis, evaluation, and review of existing approaches and the 

use of data classification methods in data security. Several areas that face challenges today in 

protecting data are reviewed. Data classification, especially using fuzzy logic is reviewed in this 

chapter. In summary, this literature review is done by evaluating existing practices and 

synthesizes research findings by other researchers and scholars related to fuzzy logic, data 

classification and data security. Additionally, other data security and data classification-related 

disciplines are reviewed. Further, fuzzy logic-related algorithms are also reviewed for 

understanding and knowledge acquisition on Fuzzy logic systems. 

More importantly, this chapter reviews the significance of generalized type-2 fuzzy 

logic systems and interval type-2. This comparison is important for the research to continue 

smoothly. Finally, this chapter offers some important research related to Blockchain technology 

to ensure health data protection. Further, this chapter reviews the benefits of applying RBAC 

and blockchain technology as a suggestion. 

Chapter 3 

 

This chapter has a multipurpose explanation. Firstly, it describes the comparison of 

different types of fuzzy logic systems. It introduces a justification of a general type-2 fuzzy 

logic system concerning type-1 fuzzy logic. Secondly, this chapter will verify the benefits of 

applying type 2 fuzzy logic to data security. This chapter also refines the existing systems and 

demonstrates the application of Type-2 Fuzzy Logic and Role-based data classification for 

eHealth Data Security. This chapter also provides how could role-based data classification 

integrate with the Type-2 Fuzzy Logic system towards data security in health sector data. In 

this problem, a simulated dataset is developed to identify the suitability of the Type-2 FL 

system. 

Chapter 4 

 

Blockchain is a decentralised peer-to-peer digital network protocol, which used to 

transform data securely. Chapter 4 focuses on the secured data transactions through blockchain. 

It is a cryptographic code formed using unique algorithms towards safeguarding information 
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from third-party adversaries. This section discusses how blockchain technology works using 

distributed ledgers and further explains how it allows to store information and transactional data 

around the world using the internet. Only a few scenarios are explored and provide how the 

data consistency could be used using blockchain and how it verifies the validity of the data. 

Finally, it demonstrates the importance of the blockchain in these classified health data 

transactions through the internet. 

Chapter 5 

 

Chapter 5 draws the proposed Type 2 Fuzzy Logic system, Role-based data 

classification model and Blockchain for eHealth Data Security. The proposed methods are 

summarised along with the results, comparison with the other method and their validity. Finally, 

the conclusions are derived to which the objectives have been achieved. Speculations and a 

series of recommendations are made on possible directions for future directions based on the 

results and the discussion. 

1.9 Chapter Summary 

 

This chapter begins with the problem being addressed in this research including major 

themes behind the data security, the objectives, and original motivation. The chapter has a 

concise background on the problems encountered and their series of applications and obstacles 

arising. This chapter introduced fuzzy logic-based data classification and data security 

requirements of data. This chapter also introduced role-based access control’s importance to this 

field first and blockchain application for data security. This chapter eloquent the research 

questions and encapsulates the research contribution to the knowledge. 
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Chapter 2  

 

Literature Review 

 

2.1 Introduction 

 

The overall discussion of this literature review chapter is to indicate the foremost themes 

relevant to the fuzzy logic data classification method using Type 2 Fuzzy Logic (T2FL) based 

system along with the role-based security level classification for data security. Additionally, this 

will explore the current applications of blockchain technology to transfer metadata securely 

through any electronic data transfer method. Each section is reviewed and explored by 

examining its interrelation with the area examined in this research. Reviewing these areas 

broadly will establish the significance of the fuzzy logic (T2FL-based) data classification 

method for data security. 

2.2 Fuzzy Logic 

 

Fuzzy set theory was introduced in 1965 by Lotfi Zadeh as a new concept to generalize 

abstraction in applications (Zadeh 1965). Fuzzy logic is an extension of Boolean logic that 

introduces multiple values to be processed through a variable between the binary values of (0 

or 1). A fuzzy set is a type of reasoning theory that can deal with approximate or arguable values, 

besides capturing non-linear relationships rather than crisp values. Fuzzy set theory can be used 

to develop imprecise models of reasoning and draw conclusions in an environment involving 

uncertain and complex processes (Colubi & González-Rodríguez 2015, Wan & Lin 2016). 

Zadeh's fuzzy logic and fuzzy set theory (Zadeh 1965) have explained that traditional 

logical approaches are not suitable for human-related systems. The traditional logical approach 

uses only Boolean logic (1 or 0), which is not well-suited for real-world situations. Because of 

fuzziness in real-world situations, there is a need for more practical approaches than the 

theoretical approach. Therefore, fuzzy set theory is a great solution to this issue. According to 

Zadeh’s fuzzy set theory, data sets are formed to identify the approximate values rather than 

finding the exact values (Zadeh 1965). 
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Fuzzy logic has found many successful applications. Fuzzy logic-based Image 

Steganography was proposed for data privacy by Karakış, R. et al., which is used to convert 

secret messages into suitable multimedia. To enhance medical data security, they have clearly 

stated that two methods are needed, namely, the similarity-based least significant bit (SM-LSB) 

and the fuzzy logic-based least significant bit (FL-LSB) (Karakış et al. 2015). They suggested 

creating a similar image by identifying pixels with double values in the intervals of 0 and 1. 

The SM-LSB method uses an image sampled by pixels. This generates a new image whose 

pixels provide double values within the interval of 0 and 1. Finally, they suggested converting 

the message into a Stego image and then extracting the message using the coordination of the 

Stego image's pixels. The second suggestion, which uses the fuzzy logic algorithm, is employed 

to determine the pixels for embedding the message. Here, they suggested calculating the 

membership of the values. Ultimately, they have suggested that FL-LSB is more efficient than 

SM-LSB in securing medical data due to SM-LSB's inaccuracy (Karakış et al. 2015). 

Classified data describe data security requirements that are essential to any organization. 

Organizations invest a significant amount of money and time to protect their data. On the other 

hand, when controlling sensitive data, it is important to protect such data along with 

organizational and governmental policies. (Mohammadian & Hatzinakos, 2009) have 

highlighted that the protection of data is challenging due to inefficient data classification 

policies (Lin et al. 1997; Mohammadian & Hatzinakos 2009; Mohammadian & Hatzinakos 

2017). 

Chatterjee et al. (Chatterjee et al. 2018) proposed a method using the fuzzy logic 

approach for data privacy prevention in the health sector. They have used different methods of 

feature selection to get the most suitable privacy-aware system. By using principal component 

analysis (PCA) which used negative features and positive features at first. Identifying these 

negative and positive feature sets is a complex process. Then they used K-Anonymity to 

scrutinize if this is the best method for data security. Through vigilant consideration, they have 

come to understand that it can be vulnerable to attacks such as homogeneity and background 

knowledge attacks, which do not provide proper data security. Finally, after careful 

consideration of all three methods, (Chatterjee et al. 2018) have identified that the fuzzy logic 

method has better performance than the other two methods used in their research for data 

privacy in the health sector. 
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To prevent eHealth data security breaches, Martino et al. (Martino et al. 2008) have 

proposed an approach using role-based access control. Sharing personal eHealth data is 

complex and complicated in a digital environment. They have compared their approach with 

some other well-known standards, such as P3P (Platform Privacy Preferences Project). Also, 

they have emphasized the importance of Role-Based Access Control (RBAC) and Private 

Aware Role-Based Access Control (P-RBAC). 

As a starting point, both RBAC and P-RBAC describe the basics of flexible privacy 

policies, but they are only related to internal privacy. Martino et al. (2008) proposed Multi-

Domain P-RBAC to support multiple domains and meta-information for protecting eHealth. 

This approach helps in verifying access control by including data logging actions. Furthermore, 

they discuss that this approach provides more control over user identification and 

authentication. Finally, they conclude from this approach that it is possible to establish a more 

assured and trusted relationship between users and data possessors. 

Abadeh et al. (Abadeh, Mohamadi & Habibi 2011) have presented three genetic fuzzy 

systems for intrusion detection on intrusive behaviours in computer networks. Further, they have 

argued that genetic fuzzy systems are more effective than other classification algorithms in 

this field (Abadeh, Mohamadi & Habibi 2011). Fuzzy logic systems are also used for measuring 

uncertainties in systems. From a few inputs, these Fuzzy Logic systems would be able to 

provide a certain number of results in data detection. But it is not enough to provide results for 

many data inputs due to the complexity of big data (Abadeh, Mohamadi & Habibi 2011; Barkley 

et al. 1997; Hosmer 1992; Mohammadian & Hatzinakos 2017; The Iran Project 2017; Wei, Wei 

& Wang 2012). In recent years, Mohammadian & Hatzinakos (Mohammadian & Hatzinakos 

2017) suggested a hierarchical fuzzy logic-based data classification method to classify and 

encrypt only relevant and critical data. This Hierarchical Fuzzy Logic (HFL) system is to secure 

sensitive and confidential data from unauthorized persons and hackers (Mohammadian & 

Hatzinakos 2017). 

2.3 Basic concepts of fuzzy logic systems 

 

Soft computing is an approach that can be used to compute solutions for complicated 

problems where output results are vague or fuzzy. Soft computing is built on methods such as 

fuzzy logic, machine learning, neural networks, artificial intelligence (AI), and expert systems. 

Fuzzy logic is one of the soft computation techniques used for representing and manipulating 
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uncertain information. As stated in the introduction chapter, it is tolerant of ambiguity, 

unreliability, approximation, and partial truth values (Langarizadeh et al. 2019). Fuzzy logic is 

a suitable technique that can be used to process such data. 

Fuzzy logic is an alternative to Boolean logic which uses “true or false” (1 or 0). This is 

defined as a numerous-valued logic form that may have truth values of variables in any real 

number between 0 and 1. It is the handle concept of partial truth. Typically, conventional 

computer systems use Boolean logic which always outputs ‘on/off’, ‘yes/no’ or ‘true or false’ 

(Guru99 2021). Fuzzy logic does not need these precise inputs to generate usable outputs and it 

controls and handles imprecise inputs such as cold, colder, not so cold, or fast, faster, not so 

fast. In real life, situations may occur where the condition cannot be determined if it is exactly 

true or false, as mentioned earlier with imprecise inputs. At such times, fuzzy logic offers 

important flexibility for reasoning (Guru99 2021). This is why fuzzy logic is commonly used 

today to address uncertainty and reduce the vagueness of situations that occur in real life 

(Wagner & Hagras, 2008). Fuzzy logic facilitates problem-solving by examining all available 

and possible data. After evaluating all accessible data, it arrives at the best possible decision for 

the given input or inputs. This mirrors the decision-making process in real life, where humans 

consider all possibilities between true and false values (Guru99 2021). Additionally, fuzzy logic 

is based on set theory, which is a generalization of conventional set theory (Zadeh 1965). 

When demonstrating real-world situations, they often consist of vague and complex 

natural language expressions. The main motivation behind the theory of fuzzy sets is that it can 

be applied to these inherently vague and ambiguous real-world situations. The theories of fuzzy 

logic and sets provide a suitable technique for the mathematical representation of these natural 

language expressions. Using fuzzy set-related mathematical techniques, complex natural 

language expressions can be successfully demonstrated (Czabanski et al. 2017). These fuzzy 

sets were first described by Zadeh, who used the membership function to define natural 

language expressions (Zadeh 1965). 

This part has introduced some basic information on fuzzy logic and sets required to carry 

out fuzzy control systems. 
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2.4 Distinguish between a Classical set and a Fuzzy set 

 

The classical set is distinct elements that may be in an unordered way. The classical set 

theory allocates the branch of mathematics that studies these distinct object sets (Dernoncourt 

2013). 

For example, assume a classical number set which is between 0 to 15 

(0,1,3,4,5,6,7,8,9,10,11,12,13,14,15). Numbers ‘0, 4, 8, 10, 12 and 15’ is a set of integers of this 

classical number set. Further, assume a classical character set in the alphabet. Characters ‘‘c’, 

‘d’, ‘m’, ‘q’ and ‘y’’ are a set of characters in the alphabet. 

In the set theory, ‘belonging’ is an important concept that identifies if a member or not 

is a member of a set. This membership of components in a set is evaluated in binary terms which 

further can be described as an element either belonging or does not belong to the set. Assume 

‘A’ as a set that consists of x and y elements. In this classic set let the x and y be the members of 

set A and z is not a member of the set. The below equation and the diagrams (Figure 2.1 and 

Figure 2.2) demonstrate this further. 

The ‘x’ and ‘y’ are members of set A: 𝑥, 𝑦 ∈ 𝐴 

 

 

The ‘z’ is not a member of set A:𝑧 ∉ A 

Figure 2.1Graphical representation of the classical set A {x, y} 

y 

A X 

x,y EA 
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In the example (Figure 2.2), in contrast, the ‘z’ does not belong to set A which does not 

represent the set (False or 0). The members of the set (Membership) are x and y which are 

demonstrated as A: x, y ∈ A and it represents the set A which can be indicated as 1 or true. This 

concept of membership is important in fuzzy set theory (Dernoncourt 2013; Prokopowicz et al. 

2017). 

Fuzzy set theory is a generalization theory of a classical set, and it is also stated as an 

extension of a crisp set or classical set. In fuzzy set theory for the same example, once again 

assume ‘A’ as a set that consists of x and y elements. The members of the set are x and y which 

may belong to this set with varying membership degrees in the range of 0 to 1(Prokopowicz et 

al. 2017). 

2.5 Basic information on fuzzy logic and strategies used to carry out fuzzy control systems 

 

As dissented from the conventional set theory, the fuzzy set theory describes through 

membership function. An object or instance that belongs to a set fluctuates with membership 

degrees in the range of 0 and 1. This range’s 0 and 1 refer to, correspondingly, lack of 

membership and full membership (Prokopowicz et al. 2017). 

In summary, classical sets encompass elements that are satisfied with exact values of 

membership functions while fuzzy sets contain various properties of membership. This could 

be illustrated by giving a simple example for the following scenario 1. 

Figure 2.2 Graphical representation of not a member of classical set A {z} 

A ___. 

zfl. A 

X 

y 

z 
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2.5.1 Scenario- Greenhouse regulating 

 

Scenario 1: 

 

The greenhouse is formed to grow plants in a manmade environment by effectively 

regulating the plant growing requirements such as sunlight, temperature, humidity, and air. 

Ideally, these greenhouses are required to adjust the stated climate conditions for a proper harvest. 

For example, Temperature setting. 

 

In a greenhouse, it is required to adjust or decide the perfect temperature to grow the 

plants successfully. The set of ideal temperatures aimed for the greenhouse has been identified 

from 25 ℃ to 27 ℃, these are crisped values and respectively in the fuzzy sets, the set of ideal 

temperatures aimed for the greenhouse has fluctuated with membership degrees in the range of 

0 and 1. In summary, the set of temperatures in the region has fluctuated around 26 ℃ which is 

vague, and this is the fuzziness (Ross 1995). In crisp sets, x is an element in the universe X, and 

it is either a member of some crisp set called A or not. A vague membership of element x in the 

crisp set A can be exemplified with the following mathematical equations (Equation 1.1 and 

1.2) (Kose 2012). 

XA(x)= 1: X ∈ A (1.1) 

XA(x)= 0: X ∉ A (1.2) 

(For scenario 1 of the greenhouse, the temperature is between 25 ℃ to 27 ℃). 

The universe of the temperature of the greenhouse, presume set A is the crisp set of all 

suggested temperatures with 25 ℃ ≤ X ≤ 27 ℃. Let us assume one suggested temperature is 

assigned as X1 and it has the value of 26 ℃ and this is equal to 1 in the crisp set A, membership 

symbolically shown as XA(X1) = 1: X ∈ A. The other suggested temperature is assigned as X2 

and has the value of 24.9 ℃ and this is equal to 0 in crisp set A, which is representatively shown 

as XA(X2) = 0: X ∉ A. This can be shown clearly in Figure 2.3 (Kose 2012; Ross 1995). 
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As distinct from the Crisp set, the related member may be in one or more sets within the 

Fuzzy Logic approach. Continuing further simply as the membership function does for crisp 

sets, but where the unlimited number of values among the endpoints can exemplify various 

degrees of membership for an element x in some set on the universe. In a fuzzy logic set, there 

is no unique value for the membership function. Comparably, continuing from the same 

greenhouse example on temperature, the universe of the temperature of the greenhouse, 

presume set A is the fuzzy set of all suggested temperatures with 25 ℃ ≤ X ≤ 27 ℃. Considering 

set, ‘A’, consisting of temperatures bordering on 25 ℃ ≤ X ≤ 27 ℃ will be considered in fuzzy 

logic. There is no unique membership function for set A. The membership of element x in the 

fuzzy set A can be exemplified with the following mathematical equation (Equation 2) (Kose 

2012). 

Let X be a set. A fuzzy subset A of X is characterized by a membership function and the 

membership function for a fuzzy set A as mentioned, in the universe of discourse X is defined 

as µA. Each of these components of X is varied between 0 and 1. In other words, in fuzzy set 

‘A’ an object x may belong to this set. Let ‘A’ is to provide its membership function μA 

(Prokopowicz et al. 2017; Ross 1995; Zimmermann 2010). 

 

µA(x):X → [0,1] or can be defined as below, µA(x): ∈ [0,1] (2) 

Figure 2.3 Temperature membership functions for a crisp set A 

1 

X 
0 23 24 25 26 27 28 
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Persisting more on the example of temperature in a greenhouse, consider a set A 

containing of temperature near 25 ℃ ≤ X ≤ 27 ℃. Given that the temperature near 25℃ and 27 

℃ are fuzzy. This means there is no unique membership function for A. Instead, the evaluator of 

temperature must select what the membership function refers to as µA (Kose 2012; Ross 1995). 

The curvature describes how each membership function point in the input variable is mapped 

to a membership value between 0 and 1. According to the shapes, there are several types of 

representation of membership function. The different shapes such as triangular, trapezoidal, 

Gaussian, sigmoid and so forth are used usually when explaining the membership function. 

However, the shape of the membership function is chosen by following the recommendations 

of the expert or by statistical studies depending upon the ranges selected (Dernoncourt 2013; 

Ross 1995). Figure 2.4 will give a clear picture of such a membership function related to the fuzzy 

set fundamentals. 

 

 

 

 

Further, if X is a collection of elements represented generally by x, then let a fuzzy set 𝐴̃ 

as the fuzzy set A. When the x is a member of 𝐴̃ and assuming this element in the universe. This 

is revealed in Equation 2 as µA(x): ∈ [0,1]. Additionally, when the universe discourse and when 

X is finite and distinct, then the fuzzy set 𝐴̃ can be defined as the following Equation 3 (Ross 

1995; Zimmermann 2010). 

 

 

Figure 2.4 Temperature membership functions for a fuzzy set A 

X 
0 23 24 25 26 27 28 
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𝐴̃ = (
µ𝐴̃(x1)

x1
+

µ𝐴̃(x2)

x2
+

µ𝐴̃(x3)

x3
… … ) = ∑

µ𝐴̃(xi)

xi

𝑛=𝑖

𝑘=0
  (3) 

 

 

This incessant, when the universe X = {𝑥1, 𝑥2, 𝑥3…} is infinite, a fuzzy set 𝐴̃ on X 

can be represented in the following Equation 4. The fuzzy set values can be represented as 

Equation 4. 

𝐴̃ = (∫
µ𝐴̃(𝑋)

𝑋
)  (4) 

 

 

However, this research will mainly focus on the fundamentals of this fuzzy set theory 

in this section. Further, in fuzzy control systems, the membership functions were subjectively 

selected as trapezoidal, triangular, or Gaussian depending upon the ranges selected (Ross, 

1995). 

 

2.5.2 Example: Greenhouse temperature and humidity control 

 

According to the Greenhouse regulating scenario, this section illustrates the fuzzy 

inference process by applying fuzzy set theory to a real-life situation. Here, will use an example 

to explain this fuzzy set theory. This example is employed to solve the problem of greenhouse 

temperature and humidity control. Fuzzy set theory can be used to attain the ideal temperature 

in a greenhouse. In this greenhouse example, due to its advantage of a concise smooth curve, 

the Gaussian membership function was utilized to define the input and output variables 

(Sriraman & Mayorga 2007). 

This example uses a few general variables, including two inputs, one output, and four 

rules, to set an ideal temperature in a greenhouse (Dernoncourt 2013). In the diagrams below, 

inputs 1 and 2 are non-fuzzy crisp values limited to a certain range. The first step is to identify 

the fuzzy input and output variables with a range (universe of discourse). 



23 

 

Under the rule base, all the illustrated rules are evaluated using fuzzy reasoning. Fuzzy 

reasoning is the implication procedure that leads to an exact suggestion or conclusion. To 

achieve this, the results of the fuzzy if-then rules and the facts acquired from the known facts 

are used. The results of these are combined and distilled. This procedure is known as 

defuzzification, which outputs a quantifiable result. In other words, defuzzification is the 

opposite process of fuzzification, where the mapping is done to transform the fuzzy results into 

crisp results. The result is a known crisp value required to achieve the desired outcome 

(Dernoncourt 2013; Mathworks 2021). 

The fuzzy inference system for this problem requires the existing air temperature 

(difference between inside and outside of the greenhouse) and humidity as inputs and computes 

the ideal temperature required for the greenhouse using the rules provided below (Castañeda-

Miranda et al. 2006; Mathworks 2021). 

Four rules for the greenhouse example: 

 

1. If the existing air temperature is too hot or the humidity is too high, then plants growth 

is low. 

2. If the existing air temperature is average or the humidity is average, then plant growth 

is average. 

3. If the existing air temperature is the outstanding rate and the humidity is average, then 

plant growth is average. 

4. If the existing air temperature is outstanding and the humidity is outstanding, then plant 

growth is Excellent. 
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Figure 2.5 further clarifies how the fuzzy inference process works for the greenhouse example 

to select the ideal temperature required for a greenhouse (Dernoncourt 2013). 

 

(Please see Appendix E for an enlarged diagram.) 

 

According to the diagram ‘Fuzzy Inference Process (Figure 2.5), the graphs (Figures 

2.6 and 2.7) illustrate the membership function accordingly. This demonstrates the membership 

function selected to distinguish the subset of 'Outstanding' quality of temperature and humidity 

(Dernoncourt 2013). 

 

 

Figure 2.5 The ideal temperature required for a greenhouse- Fuzzy Inference Process 
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F igure 2.6 has been created using the following variable in MATLAB (Dernoncourt 2013; 

Mathworks 2021). 

Air temperature x = 0:0.1:40; 

y = gaussmf(x,[5 20]); plot(x,y) 

xlabel('Input Variable 1: Air Temperature') 

 

Identifying the membership function of the different air temperatures can be used to decide the  

'Outstanding' quality of temperature (Dernoncourt 2013).  

 

Degree of 

membership  

Figure 2.6 Degree of Membership function characterizing the subset of 'outstanding' quality of 

temperature 
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Figure 2.7 graph has been created using the following variables using the interactive 

graphics tools provided by the MATLAB fuzzy toolbox of fuzzy inference editor (Mathworks 

2021). This could be used to identify the relevant quality of the temperature and the humidity 

level. (See Figures 2.6 and 2.7 for more clarification of temperature and humidity changes).   

x = 0:0.1:160; 

 

y = gaussmf(x,[20 80]); plot(x,y) 

xlabel('Input Variable 2: Humidity'). 

 

Similar to the outstanding temperature, humidity selection can be done as well. This is 

done by identifying the membership function of the different humidity levels. This can be used to 

decide the  'Outstanding' quality of the humidity. In summary, this can be used to select the 

'Outstanding' quality of temperature and humidity (Dernoncourt 2013). 

 

 

Degree of 

membership  

Figure 2.7 Degree of Membership function characterizing the subset of 'outstanding' 

quality of Humidity. 

0.9 

0.8 

0.7 

0.6 

0.5 

0.4 

0.3 

0.2 

0.1 

0 c___""""'::...._-~-~--~-~--~-_:::,--- _J 

0 20 40 60 80 100 120 140 160 
Input Variable 2:Humidity 



27 

 

2.6 Type-1 fuzzy logic and type-2 fuzzy logic 

 

Fuzzy logic has been widely employed because of its ability to deal with the imprecision 

and the uncertainties that appear in real-world applications (Mohammadian, & Hatzinakos 

2009). While fuzzy type 1 works more on fixed membership function, fuzzy type 2 works more 

on fluctuating membership function. Before providing more detail on type-2 fuzzy, this part, 

delivers some summary of type-1 to provide a foundation for type-2. 

Type-1 fuzzy sets are commonly used with crisp values and on the other hand type-2, 

fuzzy logic systems are used frequently when there is uncertainty involved in their input values. 

Type-2 fuzzy logic has more degrees of freedom than type-1 due to its ability to evaluate data 

with more parameters. Also, these systems proved the accuracy and straightforwardness of 

encoding, verifying, and validating inference rules that include linguistic terms (Afshar et al. 

2017; Nguyen et al. 2015). 

Different graphical techniques have been implemented for fuzzy inference systems by 

using the Mamdani model. (Galluzzo & Cosenza 2010; Madani, E. H., (1977)). The difference 

between fuzzy type-1 and type-2 can be identified using their membership function (MF) in the 

below in Figures 2.8 and 2.9 examples (See Figures. 2.8 and 2.9). 

 

 

Figure 2.8 indicates the membership function of a variable, and it shows only one 

membership function (Madani, E. H., 1977). This Type 1 Membership Function can be 

Figure 2.8 Type-1 Membership Function (left) and Type-2 Membership Function (right) 
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identified further using an example. For example, to identify a vehicle’s approximate speed 

and its (DOM)- Degree of Membership a simple graph can be used (Mohammadian, & 

Hatzinakos 2009). 

 

 

 

 

Figure 2.10 illustrates the vehicle’s ‘speed’ and the ‘Degree of Membership (DOM)’ to 

measure the level of the speed whether the speed is slow, medium, or fast. For example, a DOM 

of a speed of 68Km/h can be calculated using the following formulas given in Table 2.1: 

 

Figure 2.9 Vehicle’s approximate speed and their DOM- Degree of Membership 
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Fuzzy sets in Figure 2.10 are Slow [0..60], Medium [40..80] and Fast [60..100]. The Y-

axis is DOM, and the X-axis is speed (Km/h). Where x is the current speed value and Y1 and 

Y2 are the DOM of X in fuzzy sets. (i.e., Slow, Medium, and Fast). Speed value equal to 68 for 

all the fuzzy sets (i.e., Slow, Medium, Fast) using the table formulas (Table 2.1) where x is the 

current speed value equal to 68 for speed and a1, a2 and a3 are the lower middles and upper 

bound values of the fuzzy sets (Mohammadian, & Hatzinakos 2009). 

In (Figure. 3.10) the DOM of a speed of 68Km/h can be calculated using the following 

formula (Equation 5). (Assume Y is the DOM of a speed of 68km/h). 

𝑌 =
𝑥−𝑎1

𝑎2−𝑎1
 (5) 

 

To calculate DOM for the current speed of 68 for fuzzy set fast(Y1) can use the formula 

in Equation 5 (Mohammadian, & Hatzinakos 2009). 

𝑎1=40, 𝑎2−=80, x=68, Then, Y1=0.7 

The degree of membership value of the current speed of 68 to a fuzzy set of speeds is 

equal to 0.7. This belongs to the fuzzy set ‘fast’. 

 

To calculate DOM for the current speed of 68 for fuzzy set Medium can also use the formula 

(Equation 5) (Mohammadian, & Hatzinakos 2009). 

𝑎1=60, 𝑎2=100, x=68 

Table 2.1 Formulas to calculate DOM of a speed of 68Km/h 

x-o1 111.i(x) = -- , o 1 $x $02 
02-01 

0 3 -X 
m,1(x)=--, o2 SxSo3 

03 -02 

lll_i (X) = 0 , X > 03 

m_1(x)=0, x<o1 

x-o1 m,1(x)=--, o1 SxSo2 
02 - 01 

m_1(x) =l , o2 $x$o3 

o -x 
m_1(x)=-4-, o3 SxSo4 

04 -03 

m_1 (x) = 0, x> o4 
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Then the degree of membership value of the current speed of 68 to a fuzzy set of medium(Y2), 

is equal to 0.2. 

From each of these sets, it is possible to introduce fuzzy set rules. Below are some of the rules 

that can be introduced using the graph (Figure. 2.10). 

If the speed is fast then, 

 

Reduce speed to medium, If the speed is medium then, 

Set the speed to stay at Medium, then it can adjust to the given speed of the motorway. 

 

If the speed is above 70 then, 

 

If the vehicle is fast, then it should reduce the speed to the given speed of the motorway. 

 

The overall fuzzy output is derived by applying the "max" operation to the qualified fuzzy 

outputs each of which is equal to the minimum of the firing strength and the output membership 

function for each rule. Various schemes have been proposed to choose the final crisp output 

based on the overall fuzzy output (Gertz & Gandhi 2008; Hammell & Sudkamp 1996). A type 

of inference method called the centre of gravity is then used for calculating the formal output 

using the equation (Equation 6) given below: 

(6) 

 

i

n

i

ii

Output



== 1
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Equation 6 where the upper bound value of the fuzzy set i, and is the membership 

value of the fuzzy set i. (Abadeh, Mohamadi & Habibi 2011; Barkley et al. 1997; Hosmer 1992; 

Mohammadian & Hatzinakos 2017; The Iran Project 2017; Wei, Wei & Wang 2012). 

In recent years, Mohammadian & Hatzinakos (Mohammadian & Hatzinakos 2017) 

suggested a hierarchical fuzzy logic-based data classification method to classify and encrypt 

only relevant and critical data. This Hierarchical Fuzzy Logic (HFL) system is to secure 

sensitive and confidential data from unauthorized persons and hackers (Mohammadian & 

Hatzinakos 2017). Figure. 2.10 indicates the two membership functions of a variable and it 

shows upper and lower membership functions for crisp values. 

It is a big challenge when the number of inputs and fuzzy sets increases in the fuzzy 

logic system. Kosko (Kosko 1991) has explained this by calculating the fuzzy rules of a fuzzy 

system using fuzzy sets and the number of data inputs. Following Equation 7 shows a formula 

to calculate the number of fuzzy rules from the given inputs (Raju & Zhou 1993): 

 

K = mn    (7) 

 

In this equation, K represents the number of fuzzy rules, m is the number of fuzzy sets 

and n  represents the number of inputs. As an example, assume that a classifier system has 5 

inputs and each input with 10 fuzzy sets. By applying the formula (Equation 7) can calculate 

the number of fuzzy rules which is K. 

If, m=10 and n=5, Then K is:- K= 105 K=100,000 

This means if there are 5 inputs with 10 fuzzy sets, then there will be 100,000 fuzzy rules. 

When the number of inputs increases then the number of rules also increases enormously. This 

will create a huge amount of complexity in creating and maintaining such a system with one 

hundred thousand rules (Kosko 1991; Mohammadian & Hatzinakos 2017). To overcome this 

complexity and immense workload, the Hierarchical Fuzzy Logic (HFL) System was introduced 

(Raju & Zhou 1993). Moreover, this was introduced by creating different layers for inputs 

based on the importance and impact of the related data in hierarchical fuzzy logic systems. 

 

i
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The following equation can be used to identify the number of rules in the HFL system 

(Raju & Zhou 1993). The HFL system is created by allocating the HFL system inputs to different 

layers of hierarchy based on the importance and influence of the given inputs in the HFL system. 

In HFL the required number of rules k is calculated using the following equation (Equation 8): 

 

        (8) 

 

In this equation, m represents fuzzy sets of HFL inputs. HFL reduces the number of 

fuzzy logic rules to a linear function of the inputs n (Raju & Zhou 1993). In the real world, 

computers need to deal with not only numbers but also words. Computing with words has 

become a prominent character in the computer world. Back in 1996 Zadeh introduced a model 

for understanding and classifying natural language in computer operations. According to him, 

words pinched out from natural languages that are used in computer operations have fuzzy 

characteristics. Because natural language always consists of blending up words and phrases. 

These natural languages that reside in uncertainty and partially true values will lead to 

continuous decision-making blunders and miss judgments (Zadeh 1990). Health sector data 

security is an important part of the organisation and the organisation’s decisions will affect the 

data security. When deciding the accurate data requirements in the databases, it is important to 

provide a proper dataset for the database to avoid errors and misjudgements. The type 1 Fuzzy 

set theory has come to solve this actual natural language data classification in a dataset. 

However, as discussed, this type 1 fuzzy set theory also faces many issues due to data uncertainty. 

Natural language consists of many uncertain and partially true data that do not provide accurate 

results on their organisation’s requirements. Although type 1 fuzzy set theory provides proper 

data classification for totally certain data which includes words, it does not provide an exact 

data classification for uncertain data. Mainly because uncertain data explanations are different 

from one another. Melin & Castillo (2014); Nguyen et al. (2015); Wu & Mendel (2007); Zadeh 

(1995); Zadeh (1996); Zadeh (1990). Interval type 2 fuzzy logic will indicate all potential 

uncertainties in any uncertain environment which could not do with the type 1 fuzzy systems. 

/, 

k = _L mm 
i -1 
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Additionally, type-1 fuzzy logic has been the most common technique used, 

improvements in technology and fuzzy logic theory have made it possible to apply more 

complex forms of fuzzy logic, namely type-2 fuzzy logic (Wagner & Hagras 2008). The main 

discrepancy between the Type-1 fuzzy set the and type-2 fuzzy set is that the type-2 fuzzy set 

itself is fuzzy, with a new component called the footprint of uncertainty, which distinguishes 

type-2 fuzzy logic. The type-2 method is used to handle well all nonlinearities and ambiguities 

that are presented in a system, making use of specific fuzzy sets (Cosenza & Galluzzo 2011). 

This is mainly because the main characteristic of type-2 fuzzy sets is the ability to handle high 

levels of uncertainty more effectively. It provides the additional degrees of freedom provided 

by the footprint of uncertainty. This is achievable because a larger number of parameters and 

more freedom degrees are available with type-2 fuzzy sets (Cosenza & Galluzzo 2011; Wagner 

& Hagras 2008). 

A typical fuzzy system consists of four main parts namely a fuzzifier, a fuzzy rule base, fuzzy 

inference engine and de-fuzzifier. 

 

 

 

Figure 2.10 Architecture of the Type-1 FL system 
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Type-1 FL systems consist of four main components, Fuzzifier, Fuzzy Inference system 

or engine, rule base, and output process with defuzzifier as shown in Figure. 2.11. A fuzzifier 

is used to translate crisp inputs, in other words, real values into fuzzy values. The inference engine 

then applies a fuzzy reasoning mechanism to obtain a fuzzy output by combing and mapping 

fuzzy rules. The type-reduction process is required for final calculations.  This requires a conversion 

of the IT2F set to T1FS before getting the final crisp value. This is the main reason and the purpose of 

the type of reduction (Abuelenin 2014). Type-Reducer produces a fuzzy type 1 output set which is 

then converted into numeric output through the De-fuzzifier. The output of an IT2FS requires 

the process of type reduction for defuzzification. In other words, according to Figure 2.11, the 

Fuzzifier translates crisp values (real values) into fuzzy sets. These fuzzy sets by using the 

rules generated De-Fuzzifier will finally generate the precise output (Castillo et al. 2013; 

Mamdani, E. H., 1977). 

A short overview and the architecture of the type-1 fuzzy logic are important before 

describing type-2 (Melin & Castillo 2014). 

The Fuzzifier: 

 

The fuzzification process is the first step which transfers crisp inputs into fuzzy input 

sets. In this stage, the fuzzifier will ascertain the degree to which these inputs belong and 

allocate them to each of the appropriate fuzzy sets through membership functions 

(Langarizadeh et al. 2019; Mathworks 2021). In the real world, the data is mostly uncertain 

because of the data’s imprecision and vagueness qualities. The input values are possibly fuzzy, 

and they are exemplified by the membership functions (Ross 1995). During the 

fuzzification stage, it plots the input variables into fuzzy set values as 𝐴̃. Using Equations 

3 and 4, it plots the input variables, X= {𝑥1 × 𝑥2× 𝑥3…} on the fuzzy sets which are defined for 

distinct phonological variables (when the universe X = {𝑥1, 𝑥2, 𝑥3…} is infinite, a fuzzy set 𝐴̃ 

on X can be represented in Equation 4) (Wang et al. 2017; Ross 1995). Differently, a fuzzy set 

𝐴̃ may have the form 𝐴̃ = 𝑓(𝑥1 × 𝑥2 × 𝑥3. . , 𝑦1 × 𝑦2 × 𝑦3 ), where 𝑥1 × 𝑥2 × 𝑥3 are assigned 

as fuzzy values and 𝑦1 × 𝑦2 × 𝑦3 as non-fuzzy (Wang et al. 2017). 
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The inputs are determined by the degree to which they belong to each of the appropriate 

fuzzy sets using membership functions (MF) using methods such as Triangular, Gaussian, or 

Trapezoidal (Ross 1995). 

Fuzzy rule base: 

 

Rule-based systems are the systems that utilize and store the human experts’ 

implemented rules and related data to store, sort and manipulate. Apparently, in fuzzy logic, the 

rule-based system is the heart of it which simulates the expert’s intelligence. In the fuzzy rule 

base, the rules are referred to as the ‘if, then’ statement. In fuzzy logic control systems, fuzzy 

rules are used in fuzzy logic systems to imply an output created by the given input variables 

(Karnik & Mendel 1998; Langarizadeh et al. 2019). Each input and output variable considered 

in the antecedent/consequent parts of the rule is defined using the membership function, which 

can be exemplified by the type-1 fuzzy set (T1FS) or type-2 fuzzy set (T2FS) (Langarizadeh et 

al. 2019). 

Fuzzy “IF-THEN” rules 

 

Basically, in fuzzy system’s rule base module has “IF-THEN” rules. These assertions 

are expressions of the form of “IF X then Y”, where X and Y are put a label on fuzzy sets 

considered by applicable membership functions (Mohammadian 1997). The ‘If’ clause can be 

called an antecedent and the ‘Then’ clause is for the consequent. Also, the utilisation of the 

fuzzy sets lets rules be developed mostly on the expert’s intuition (Mohammadian 1997). The 

difference between the type-1 fuzzy set and type-2 is accompanied by the nature of the 

membership function, which is not important while forming rules in rule-based systems. Thus, 

the structure of the rules persists the same as the type-2 fuzzy argument (Karnik & Mendel 

1998). Because of the input variable’s crisp form, these rules are frequently utilized to capture 

the vague forms of reasoning that play the main role in making decisions in an uncertain 

environment. 

Following is an example that describes imprecise linguistic variables in an “IF-THEN” 

form (Lee 1990; Mohammadian 1997). 
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If (Input variable is x) 

 

Then 

 

(Output variable is y) 

 

1. x and y: (forms of pieces of information) 

 

2. rule: conveys a connection between inputs and outputs. 

 

According to scenario 1 in the sector (2.4.2 Scenario- Greenhouse regulating) the ‘If’ and ‘then’ 

parts, form as below: 

If (the temperature is ‘High’) then 

(Plants are too stressed and show low growth.) 

 

If (the temperature is ‘High’) Then (Low growth of Plants) 

 

Where temperature and plant growth are linguistic values that are exemplified by the 

membership functions. From Newton’s law, a force has a relationship with acceleration. Below, 

is another example that describes a simple fact that is explained under the well-known Newton’s 

theory, with imprecise linguistic variables in an “IF-THEN” form. If the mass increases, the 

force will also increase and vice versa (Verlinde 2011). 

Rule 1: If (the mass is ‘Increase’) Then (Force will ‘Increase’) 

 

This is where mass and force are linguistic variables and increase values for both 

linguistic variables that are considered by the membership functions (Lee 1990; Mohammadian 
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1997; Takagi & Sugeno 1983). Takagi & Sugeno1983 have mentioned another aspect of fuzzy 

“IF-THEN” that is involved in the argument section. 

From Newton’s law, generally known as Force = (Acceleration * Mass). By using 

Takagi and Sugeno’s rule construction method, a fuzzy rule can be transcribed as the form of the 

following conditional statement. 

Rule 1: If (the Mass is ‘Increase’) Then (Force will ‘Increase by (Acceleration * Mass)’) 

 

According to the rule 1 expression, ‘increase’ in the premise section is a linguistic label 

characterised by the appropriate membership function and the consequent part described by the 

crisp value mass (Lee 1990; Mohammadian 1997; Takagi & Sugeno 1983). However, both 

methods related to fuzzy rules have been used in fuzzy systems. However, each linguistic 

variable considered in this fuzzy rule-based rule is defined using a membership function, which 

can be represented by both type-1 fuzzy set and type-2 (Langarizadeh et al. 2019). 

Fuzzy inference engine: 

 

The fuzzy inference engine’s process is to articulate outputs which is a fuzzy set. It is 

mapping from a given input and rules to articulate the output. The inference engine’s main 

process which is mapping then provides a foundation to form or decide decisions that can be 

used for any targeted goal of the organization or a service. The procedure of a fuzzy inference 

engine involves main three parts which are, membership functions, fuzzy logic operators, and 

if-then rules. Furthermore, there are different types of fuzzy inference systems used to acquire the 

fuzzy output from the fuzzy inference engine. There are different types of inference systems 

used today. Some of the common types of inferences in fuzzy systems include Mamdani, 

Takagi-Sugeno-Kang, and Tsukamoto can be implemented (Dernoncourt 2013). Among these 

Mamdani and Takagi-Sugeno-Kang are the most frequently used. They distinguish between 

them in the way that they decide the output (Kalogirou 2014; Mamdani & Assilian 1999; Takagi 

& Sugeno 1983). The following are two definitions, Mamdani and Takagi-Sugeno-Kang used 

for fuzzy implications (Dernoncourt 2013). 

The equation of  Mamdani’s implication is provided in Equation 8.1 (Mamdani 1977). 
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min (𝑓𝑎 (𝑥), 𝑓𝑏 (𝑥)) (8.1) 

 

(Mamdani 1981) 

 

The format of Takagi-Sugeno-Kang’s implication is given as Equation 9 (Takagi & Sugeno 

1983). 

 

Assuming two inputs as x and y and output as z, then a typical rule (R) can be demonstrated as, 

R: IF x=a and y=b, 

THEN 

 

Z= (𝑓(𝑥), (𝑦))  (9) 

 

Two inputs as x and y. Further to develop this Takagi-Sugeno-Kang’s implication a 

typical rule could be formed as below equation 10. 

R: IF x=a and y=b, THEN 

Z= (𝑘(𝑥) + 𝑙(𝑦) + 𝑚)  (10) 

 

From Equation 9 where, a and b are fuzzy sets in the antecedent while k, l, and m are 

all constant (Dernoncourt 2013). Due to the higher order of mathematical rules that exist in this 

method, they are significantly complex with few evident advantages (Kalogirou 2014; Mamdani 

1977; Takagi & Sugeno 1983). 

For two of these methods, one main difference is the foundation of the output 

membership function. In Sugeno’s method, the output membership functions are either linear 

or constant and it is suitable for modelling non-linear systems by interpolating multiple linear 
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models which require more complexity. Since Mamdani’s model has more intuitive, more 

understandable rules and easier-to-identify rule bases, they are well-suited to expert system 

applications where the rules are created from human expert knowledge, such as medical 

diagnostics and health data classifications (Kalogirou 2014; Mamdani 1981; Mathworks 2021; 

Takagi & Sugeno1983). For these reasons, Mamdani’s model is well suited to human inputs 

which have fuzziness although the conclusion is well suited to mathematical analysis. Further, 

in Sugeno’s method, the output is either constant or a linear mathematical expression whereas 

Mamdani’s is a fuzzy set. Sugeno’s method, as discussed earlier has more computationalism, 

but computational efficiency is there compared to Mamdani’s model. Sugeno’s system uses a 

weighted average of a few data points rather than calculating the centroid of two dimensions 

(Mishraand & Prakash 2018). 

Defuzzifier: 

 

The Defuzzifier is one of the other components in the fuzzy system which used to deliver 

fuzzy sets into a non-fuzzy value. In the Defuzzifier the process which is doing these activities is 

called the defuzzification. In the Defuzzifier the fuzzy statements of the rule base were sorted 

out in the inference engine, which produced again fuzzy sets as output. Because the output was 

to control processes, it had to be transformed again into real numbers (Zimmermann 2010). In 

other ways, the process of defuzzification is the method of converting fuzzy values to non-fuzzy 

(crisp) values, exactly as fuzzification is the conversion of a non-fuzzy (crisp) value to fuzzy 

values (Langarizadeh et al. 2019; Ross 1995). Several approaches have been developed for 

defuzzification. One way it can applied is with the smallest of maxima, mean of maxima, 

centroid, and bisector. The output of a fuzzy process could be a logical union of more than one 

membership function. This can be characterized by the universe of discourse of any output 

values. To illustrate this, this research has used the MATLAB tool. 

The following example illustrates the constructed method for defuzzifying the fuzzy set 

to get output using the centroid method. For this purpose, research has used type-1 using 

Mamdani’s inference system in MATLAB. 

Let us contemplate the following output set, which is an accumulation of three trapezoids’ 

membership functions. 
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Assuming x scaled as, X=0:0.1:20 and the membership functions of each assigning as bellow. 

Mf1= trapmf (x, [0 4 10 14]); 

Mf2= trapmf (x, [5 8 13 15]); 

 

Mf3= trapmf (x, [11 12 18 20]); 

 

MF= Max (0.5*Mf2, max (0.9*Mf1,0.1*Mf3)); 

 

Figure 2.12 shows the three scaled trapezoidal membership functions (MF) according to the 

values Mf1, Mf2 and Mf3. 

 

 

The centroid is calculated by the following formula Equation 8.1, where µ (𝑥𝑖) is the 

membership value for point 𝑥𝑖 in the universe of discourse. 

 

𝐶𝑒𝑛𝑡𝑟𝑜𝑖𝑑 (𝑥) =
∑ µ(𝑥𝑖)𝑥𝑖𝑖

∑ µ(𝑥𝑖)𝑖
 (11) 

Figure 2.11 Trapezoidal membership function 
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2.7 Interval Type 2 Fuzzy Logic and Role-Based Implementation for eHealth Data 

Security 

2.7.1 Type-2 fuzzy logic concept 

 

Nowadays, Type-2 fuzzy logic is flourishing with much evidence of successful 

applications, especially in data classification. Many applications use type-2 fuzzy logic systems 

for many purposes. Type-2 fuzzy logic has two types, namely interval type-2 fuzzy logic 

systems and general type-2(Almaraashi et al. 2016). However, most applications have been 

based on interval type-2 fuzzy logic. The main obstacle involved in general type-2 fuzzy sets 

compared with the interval model is the heavy computational load correlated with it. Therefore, 

interval type-2 fuzzy sets get hold of extra attention than general type due to their simple 

mathematical operations. Interval type-2 fuzzy logic system is also further strengthened by its 

advanced capability of modelling (Almaraashi et al. 2016). 

The architecture of the type-2 fuzzy logic is important before describing it with eHealth 

data security. The structure of the Type-1 fuzzy logic and Type-2 fuzzy logic systems are the 

same to a certain extent. Type-2 FL systems consist of the five main components which are 

named, Fuzzifier, Fuzzy Inference system or engine, Rule-base, De-fuzzifier and Type reducer 

(Castillo et al. 2013). The architecture of type-2 fuzzy logic is shown in Figure 2.13 illustrating 

the input process consisting of the fuzzifier and the analyser part consisting of rules and 

inference. Further, the output processor consists of two main parts, named type reducer and de-

fuzzifier. In addition to the type-1 components, the major structural differences are that type-2 

contains an additional component known as type-reduction and outputs a separate type-reduced 

set apart from the crisp output (Dernoncourt 2013). In the output process, the de-fuzzifier 

transforms one output to precise values which are known as crisp output; the type-reducer 

transforms a Type-2 Fuzzy Set into a Type-1 Fuzzy Set as a type-reduced set (Castillo et al. 2013). 

The architecture of type-2 fuzzy logic is shown in Figure 2.13. 
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2.7.2 Importance of Interval Type-2 fuzzy set theory 

 

Interval Type-2 fuzzy Logic (IT2F) and type 1’s main difference is, T1FS all sets are 

type-1 sets where IT2F at least one MF is an IT2 fuzzy set (Karnik & Mendel 1998). However, 

today many researchers widely use IT2F systems because of their computational modesty. 

In brief, IT2FL has more freedom and capabilities to deal with uncertainty and non-

linearities. Also, IT2FL has a much stronger ability and can reduce fluctuations (Sakalli et al. 

2016). Further, so much previous research has been proven and provided the capabilities of 

IT2FL systems with other types of FL systems. IT2FL with the Karmen-Mendel algorithm 

Figure 2.12 Architecture of the Type-2 FL system 
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proposed to model sequential ionic liquid dissolution by Lee and Zanil in their research. They 

have argued that IT2FL is widely used as a tool in artificial intelligence. This is because of its 

ability to solve problems more accurately for non-linear application fields such as health and 

medical field. In their research, a validation analysis of the IT2 fuzzy-KM models was performed 

and proved that the fitness is still attained, and high fitness achievements are seen for the IT2 

fuzzy-KM model. Further, they have explained, that there was so much research conducted 

using IT2FL because of its adaptability, robustness, and high accuracy rate (Lee & Zanil 2019). 

Earlier and mostly, related research used the conventional type-fuzzy logic due to its’ 

simplicity and T2FL are difficult to design due to the complex calculation. In detail, T2FL is 

more complex than conventional because it requires a higher number of parameters (Lee & Zanil 

2019). This is one reason to focus mostly on conventional-type fuzzy logic. T2FL is more 

popular than others due to so many reasons as mentioned earlier. Also, currently, there are easy 

tools to calculate these complex higher number of parameters (Castillo et al. 2005; Castillo et 

al. 2013). A review on interval type-2 fuzzy logic applications in intelligent control’, 

Information sciences research published by Castillo et al. 2005, also provided the fundamental 

reasons for using type-2 fuzzy controllers for different areas of applications. Similarly, many 

researchers have proven the accuracy and robustness of the T2FL system’s impotency and 

applicability (Castillo et al. 2005; Lee & Zanil 2019). Further details of the applications of 

IT2FL can be found in the literature review chapter. 

2.7.3 Interval Type-2 fuzzy set theory 

 

In this section, the main concepts belonging to Interval Type-2 fuzzy set theory are 

described in detail. (Castillo et al. 2013). As indicated initially, the IT2FL has an equivalent 

computation to the conventional fuzzy logic systems, hence, the IT2FL can synthesize a large 

degree of variables and the tolerance for an uncertainty crisp input in the fuzzification step. 

IT2FL produces two additional sets of Membership Functions (MF), to provide 

accommodations for both upper and lower boundaries. In addition, type-reduction in IT2FL 

will produce an output as a T1 fuzzy set acquired by the fuzzy reasoning process. Then the crisp 

output is processed by the de-fuzzification process. (Chen 2019; Lee & Zanil 2019). In T2FL 

systems, in the type-reduction process most commonly applied algorithm was Karnik and 

Mendel’s iterative algorithm (KM algorithm) developed by Karnik and Mendel (Mendel 2007; 

Mendel & Feilong 2006). If this is applied to general type 2FL it will require more computations 
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than IT2FL systems. This is one of the major reasons that IT2FL systems have received more 

consideration (Mendel & Feilong 2006). 

 

2.8 Significance of generalized type-2 fuzzy logic systems and interval type-2 in control 

problems 

 

The significance of generalized type-2 fuzzy logic systems in control problems rather 

than type-1 fuzzy logic systems and interval type-2 fuzzy logic systems is important to 

understand when they apply to the systems. 

An increased focus has been placed on type-1, interval type-2, and generalized type-2 

fuzzy logic systems (Lee & Zanil 2019). Relative research has been done by Castillo et al. 

examines, compares, and shows the effectiveness of generalized type-2 fuzzy logic controllers 

compared to interval type-2 and type-1 fuzzy logic systems. In generalized type-2 fuzzy logic 

controllers’ secondary membership can take any value between 0 and 1. When comparing this 

(generalized) with Interval Type 2 (IT2), this has more model degrees of autonomy. Therefore, 

it provides a better uncertainty-controlling mechanism than interval T2 (Castillo et al. 2013). 

Many researchers recently identified that the type-1 fuzzy logic systems are not 

providing proper approximation over real-world natural wordings. Wu & Mendel have argued 

in their research ‘Aggregation Using the linguistic weighted average and interval type 2 Fuzzy 

sets’ (Wu & Mendel 2007) that type 1 fuzzy logic systems are not sufficient to provide a proper 

classification for uncertain wordings in real situations. Hence, they have argued that type-2  

fuzzy data classification is suitable for giving an accurate average weight for uncertain data that 

consists of natural words. 
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 Nguyen et al. have proposed IT2FL along with the wavelet approach in their paper 

‘Medical data classification using interval type-2 fuzzy logic system and wavelets’ to classify 

medical-related data accurately (Nguyen et al. 2015). They have introduced, an automated 

medical data classification system by using wavelet transformation (WT) and interval type-2 

fuzzy logic system. In their research, two medical data sets were used. They have compared 

their method with the other machine learning methods including support vector machine fuzzy 

ARTMAP and neural network. When there is uncertainty in data, the IT2FS with the wavelets 

approach is appropriate to classify medical-related data accurately (Nguyen et al. 2015). 

 

Figure 2.13 shows their proposed approach to classify medical data accurately to 

provide proper decisions on time. Finally, they proposed and demonstrated the IT2FS with the 

wavelets approach’s appropriateness to classify medical-related data accurately when there is 

uncertainty involved (Nguyen et al. 2015, Figure 2, p.815). 

Another approach is multi-criteria-decision making (MCDM) along with the Interval 

Type 2 Fuzzy System (IT2FS) for data classification used by Afshar et al. 2017. In their paper, 

they have argued that the group multi-criteria-decision making (MCDM) along with the IT2FS 

is the most practical solution to encode uncertain data (Afshar et al. 2017). They have used this 

method and provided a model to classify contractors according to their pre-qualifications to 

select the proper contractor from a pool. In their research, ‘Type-1 fuzzy’ sets have been used 

Figure 2.13 Classifying medical data with IT2FS and Wavelets 
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in the prequalification procedure to handle uncertain information. Even though, type-1 fuzzy 

sets are unable to reflect the differences in opinion among experts involved in group decision-

making. Their paper aims to propose a sensible prequalification technique that uses interval type-

2 fuzzy sets to address both linguistic ambiguity and different judgments. A numerical example 

shows how the proposed procedure is carried out benefits. The result compared to a similar 

procedure using type-1 fuzzy sets (Afshar et al. 2017). 

Figure 2.15 illustrates how the contractors are scored under T1FL logic. Also, they have 

shown how IT2FL could be more suitable than the IT1FL theory by illustrating it in Figure 2.16 

(Afshar et al. 2017). The figure for type-1 fuzzy scores for the contractors showed in 2.15 

(Afshar et al. 2017, Figure.7. p.365). Further, the figure for interval type-2 fuzzy scores for the 

contractors showed in 2.16 (Afshar et al. 2017, Figure.6. p.363). Please see Appendix  F, for an 

enlarged version Figure 2.15 

 

 

 

Figure 2.14 Type-1 fuzzy scores for the contractors. (Afshar et al. 2017, Figure 7. p.365). 
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(Please see Appendix  G for an enlarged version of Figure 2.15). 

 

Afshar et al. have compared the results, and how these IT2FL and T1FL act in the real 

situation (Afshar et al. 2017, Figure 6. p.363 ). Tables 2.2 and 2.3 illustrate how this benefits 

that result compared to a similar procedure using type-1 fuzzy sets. 2.1 2.2 states all the 

contractor’s final qualification results. For this, Afshar et al. have used T1FS and classified the 

contractors accordingly. Table 2.3 used IT2FL to classify contractors with a more specific 

classification that gives a clear decision on selecting contractors.  

 

 

 

 

Figure 2.15 Interval type-2 fuzzy score for the contractors 
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Table 2.2 Final T1FS score evaluation for contractors 

Contractors T1FS Centroid Classification (T1FS) 

Contractor A 7.4 Good 

Contractor B 4.5 Fair 

Contractor C 4.4 Fair 

Contractor D 6.3 Slightly Good 

Contractor E 5.8 Slightly Good 

Contractor F 6.4 Slightly Good 

 

 

 

Table 2.3 Final IT2FS score evaluation for contractors 

Contractors IT2FS Centroid Classification (IT2FS) 

Contractor A 7.1 Good 

Contractor B 4.3 Fair 

Contractor C 4.3 Fair 

Contractor D 6.1 Slightly Good 

Contractor E 6.2 Slightly Good 

Contractor F 5.5 Fair 

 

Final prequalification T1FS scores of the contractors (Afshar et al. 2017, Table 13, 

p.365) can be provided in Table 2.2  and final prequalification using IT2FS, scores of the 

contractors are described in Table 2.3 (Afshar et al. 2017, Table 8, p.363). Both Tables 2.2 and 

2.3 have stated how T1FS and IT2FS have affected the classification of contractors. Afshar et 

al. have clearly explained how this evaluation procedure works on IT1FS and with IT2FS. 

Finally, Afshar et al. have argued how well the IT2FS works under different opinions. 

As stated earlier, Castillo et al. also argued that type-2 fuzzy logic (T2FL) has become an 

established controller. This research has been done to observe and study different types of fuzzy 
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logic controllers and to identify the best controller for their application. Using a comparative 

study, which is set aside for advanced demonstrating skills of the uncertainty that exists in 

achieving control of non-linear plants they have proved that the T2FL is much better than T1FL 

controllers. They showed that the general T2FL controllers can acclimate when interruptions in 

the plant are present. In their experiment, the plants showed greater intensity of stability in the 

simulations. Also, this is the best consideration when there is noise involved. This research has 

done some standard controller issues using different types of fuzzy logic controls. They also, 

argued that the generalized T2FL controller which is correlated with the third dimension is the 

most suitable fuzzy logic control for the uncertainty management mechanism of all (Castillo et 

al. 2016). 

2.9 Introduction to Health data security using Interval Type-2 fuzzy control system 

 

In the health sector, there are substantial numbers of health-related data stored in the data 

systems, including personal, clinical, and clinical trial-type sensitive data. As mentioned in the 

first chapter there are several privacy issues occur due to these data sensitivities and 

importunacy. To protect these data, there should be a proper method. By evaluating, comparing, 

and researching, this research has identified and proposed an appropriate method using an 

Interval Type-2 fuzzy control system. Today, health data stored in database systems are 

enormous and there are a substantial number of difficulties in maintaining and securing all this 

information. Also, the protection and allocation of high data security to entire health data is a 

complex and extremely costly task. Our proposed solution is, first to categorize the data 

according to its importance, and then allocate appropriate data protection grants according to 

data importance. From this method, important and high-risk data will receive more protection 

efficiently, which is important in health data environments. Therefore, identifying the most 

important data and, classifying them is the first requirement of this data protection journey. 

The proposed method in this research has used a simple but robust technique to classify data 

according to its importance. Proposing an IT2FL control system to identify and classify health 

data and their security level according to their importance will allow the health sector to protect 

their data effectively and efficiently. In this part, first, will present the general procedure of the 

IT2FL system, their output formation, and relevant equations. Secondly, will produce a health-

related scenario and a simulation-based part of a health-related database to illustrate the proposed 

method’s suitability to protect health data. 
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Assume ‘A’ as a fuzzy set and it is almost equal to A. 

 

T2FS, 
≈
𝐴
 in the universe of discourse X can be given by a type-2 membership function as 𝜇 ≈

𝐴
 

(x is the primary variable and the 𝜇 is the secondary variable of the (membership function) MF. 

This type-2 membership function is given as below Equation 12. 

 

≈
𝐴

= {((𝑥, 𝑢), 𝜇 ≈
𝐴

(𝑥, 𝑢)) |∀𝑥 ∈ 𝑋, ∀𝑢 ∈ 𝐽𝑥 ⊆ [0,1], 0 ≤ 𝜇 ≈
𝐴

(𝑥, 𝑢) ≤ 1} (12) 

 

Equation 12 is referred to by Afshar et al. in their article (Afshar et al. 2017). Where 
≈
𝐴
 

is almost equal to and where x is the primary variable. In Equation 9, 𝐽𝑥  is a primary 

membership function (MF), and the secondary membership function is 𝜇 ≈
𝐴

(𝑥, 𝑢) . The 

secondary variable is given as ‘u’ in the formula (Equation 9) (Afshar et al. 2017).  

This could be represented in another form as below Equation 13, where 
≈
𝐴
  is almost 

equal to Equation 12. 

 

 

≈
𝐴

= ∫
𝑥∈𝑋 

∫
𝑢∈𝐽𝑥

𝜇≈
𝐴

(𝑥,𝑢)

(𝑥,𝑢)
  (13) 

 

To provide more degrees of autonomy on type-2 fuzzy sets the new approach which is 

called the footprint of uncertainty (FOU) can be used. The union of all main membership 

functions of a fuzzy set corresponds to a two-dimensional domain as mentioned earlier. 

Therefore, the FOU of 
≈
𝐴

 can be represented as Equation 14 (Mendel 2007). 

𝐹𝑂𝑈(≈
𝐴

) = ⋃ 𝐽𝑥 𝑥∈𝑋 {𝜇𝐴̃(𝑥), … , 𝜇̅𝐴̃(𝑥)}  (14) 
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≈
𝐴 

=  
1

𝐹𝑂𝑈(≈
𝐴)

  (15) 

 

Equation 14 means all the inserted T1FL sets between lower and upper MFs to get the 

FOU.  

 

Equation 15 represent all the secondary grade of 1 at all components in the FOU
≈
𝐴 .

 

The centroid for an IT2FS is an important turning point in this research. It supports a 

measure of uncertainty for the fuzzy set of IT2. In this data classification, this research has used 

the KM algorithm in IT2 fuzzy sets for computations. Further explain the definition of centroid, 

KM algorithm equations for computation (Mendel 2007). 

Centroid is calculated in IT2FSs by estimating all inserted IT2 FSs centroids together 

(collection of all). This collection of centroids calculated for IT2FSs is calculated using type-1 

fuzzy sets which contain values of FOU. Assuming, 𝐹𝑂𝑈(𝐴̃̃) is FOU of the 𝑛𝐴 values (both 

largest and smallest elements) of the T1 set. For explanation purposes, this has identified the 

largest and the smallest data values  below. The largest element is 𝐶𝑙(𝐴̃) ≡ 𝐶𝑙 and the 

smallest values given for the data as 𝐶𝑠(𝐴̃) ≡ 𝐶𝑠. To note, all these number’s centroids values 

are inserted with T1 numbers, and they all are finite numbers. By correlating each of these 

numbers will be a membership value of 1. This is because the secondary membership value- IT2 

all equal to 1 by default. This argument can be represented using Equation 16 (Mendel 2007).  

𝐶𝐴̃ = 1/{𝐶𝑙, … . , 𝐶𝑠}  (16) 

The largest element’s centroid can be calculated from Equation 17 and the smallest from 

Equation 18. The largest centroid value can be calculated as ‘max’ and min as the minimum 

value (Mendel & Feilong 2006). 

𝐶𝑙 =  min
∀𝜃𝑖𝜖[𝜇𝐴̃(𝑥𝑖),𝜇̅𝐴̃(𝑥𝑖)] 

(∑ 𝑥𝑖𝜃𝑖
𝑁
𝑖=1 / ∑ 𝜃𝑖

𝑁
𝑖=1 )  (17) 
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𝐶𝑠 =  max
∀𝜃𝑖𝜖[𝜇𝐴̃(𝑥𝑖),𝜇̅𝐴̃(𝑥𝑖)] 

(∑ 𝑥𝑖𝜃𝑖
𝑁
𝑖=1 / ∑ 𝜃𝑖

𝑁
𝑖=1 )  (18) 

 

In this, both equations 𝑖 represent the value that can be tested, and 𝑥𝑖 represents the possible 

test values which consist of values from 𝑥1 to 𝑥𝑁. Here, 𝐶𝑙 is the centroid of the largest elements 

and the 𝐶𝑠 is the smallest centroid value.𝑥1 implies the smallest value and 𝑥𝑁 implies the biggest 

possible value. This could be shown as 𝑥𝑖 (𝑥1 < 𝑥1 < 𝑥2 … … < 𝑥𝑁). Also, in Equations, 17 

and 18, the 𝜇̅𝐴̃(𝑥𝑖) and 𝜇𝐴̃(𝑥𝑖) are the upper and lower, MFs that are associated with 𝐶𝐴̃. 

However, when finding y(𝜃1, … 𝜃𝑁) about 𝜃𝑘, and can provide k as (k=1, …N). Equation 19 

gives the value of y(𝜃1, … 𝜃𝑁) and 20 shows the inability to get the information about the value 

of 𝜃𝑘 from equating Zero (Mendel & Feilong 2006). 

 

𝑦(𝜃1, … 𝜃𝑁) ≡  (∑ 𝑥𝑖𝜃𝑖
𝑁
𝑖=1 / ∑ 𝜃𝑖

𝑁
𝑖=1 )  (19) 

 

When Equation 19, distinguishing with 𝜃𝑘, and the (k= 1, …., N). The range from 1 to 

the ‘N’ number. Then Equation 19 will not give the value “0” (Mendel & Feilong 2006). 

 

            (20) 

 

In Equation 20, the “0” does not provide any information about the 𝜃𝑘 value. Using 

Equation 21, can clarify, that the value 𝜃𝑘 will no longer appear in the final Equation 21. 

 

𝑦(𝜃1 … , 𝜃𝑁) = 𝑥𝑘 →
∑ 𝑥𝑖𝜃𝑖

𝑁

𝑖=1

∑ 𝜃𝑖
𝑁

𝑖=1

= 𝑥𝑘 →
∑ 𝑥𝑖𝜃𝑖

𝑁

𝑖≠𝑘

∑ 𝜃𝑖
𝑁

𝑖≠𝑘

= 𝑥𝑘  (21) 

 

N 

ay(01, " ', 0N) I aek = [xk - y(01, " ', 0N)] I I ei 
i= l 
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Observing Equation 20, it cannot apply the direct approach and put all these facts and 

arguments, therefore can provide Equations 19 and 20 to calculate the general centroid values. 

The 𝐶𝑙 is ‘L’ and 𝐶𝑠 is S for these two different values (Mendel 2007). Therefore, the values for 

𝐶𝑙 and 𝐶𝑠 are given in the below two equations (Equations 22 and 23). 

 

 

𝐶𝑙 =
∑ 𝑥𝑖𝜇̅𝐴̃(𝑥𝑖)

𝐿

𝑖=1
+∑ 𝑥𝑖−

𝜇𝐴̃(𝑥𝑖)
𝑁

𝑖=𝐿+1

∑ 𝜇̅𝐴̃(𝑥𝑖)
𝐿

𝑖=1
+∑ 𝜇𝐴̃(𝑥𝑖)

𝑁

𝑖=𝐿+1

  (22) 

 

 

 

𝐶𝑠 =
∑ 𝑥𝑖𝜇̅𝐴̃(𝑥𝑖)

𝑆

𝑖=1
+∑ 𝑥𝑖−

𝜇𝐴̃(𝑥𝑖)
𝑁

𝑖=𝑆+1

∑ 𝜇̅𝐴̃(𝑥𝑖)
𝑆

𝑖=1
+∑ 𝜇𝐴̃(𝑥𝑖)

𝑁

𝑖=𝑆+1

  (23) 

 

 

Then the centroid can be calculated by the steps given below in the IT2FL. Below is the 

process for calculating 𝐶𝑙 and 𝐶𝑠 by applying the KM algorithm, where 𝑘𝐿  and 𝑘𝑆  are the 

output of these 𝐶𝑙 and 𝐶𝑠. These are calculated using the KM algorithms, which are described 

in the below section starting from step 1 to step 5 (Mendel 2007; Mendel & Feilong 2006). 

As stated in Equation 22 in this research can understand that the largest element is 𝐶𝑙 (𝐴̃) ≡ 𝐶𝑙 and 

the smallest element is 𝐶𝑠(𝐴̃) ≡ 𝐶𝑠. 

 

The KM algorithm to calculate 𝐶𝑙(𝐴̃) required 5 steps, and below are these steps in detail. 

 Step 1: Initializing 

The initializing step involves calculating the centroid value stated as 𝑐′. For that following steps 

can be followed with Equations 24 and 25. 
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Initializing 𝜃𝑖 and computing the 𝑐′ 

 

Assuming 𝑖 = 1, … ,𝑁    

Initializing 𝜃𝑖:  

 

𝜃𝑖 =
𝜇̅𝐴̃

(𝑥𝑖)+𝜇𝐴̃
(𝑥𝑖)

2
  (24) 

Computing the 𝑐′: 

 

If 𝑐′ = 𝑐(𝜃1 … , 𝜃𝑁) then,  

𝑐′ = (𝜃1 … , 𝜃𝑁) =
∑ 𝑥𝑖𝜃𝑖

𝑁

𝑖=1

∑ 𝜃𝑖
𝑁

𝑖=1

    (25) 

(Angulo & Castillo 2018) 

 

Step 2: 

To calculate the k Equations 26, 27 and 28 can use. 

 

Find k; If k is (1 ≤ 𝑘 ≤ 𝑁 − 1) ), such that then 𝑐′ is as; 𝑥𝑘 ≤ 𝑐′ ≤ 𝑥𝑘+1. 

Step 3: 

Set 𝜃𝑖 when 𝑖 ≤ 𝑘, to Equation 26:  

 

𝜃𝑖 = 𝜇̅𝐴̃(𝑥𝑖)  (26) 

 

Set 𝜃𝑖 when 𝑖 ≥ 𝑘 + 1 to Equation 27:  
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𝜃𝑖 = 𝜇𝐴̃(𝑥𝑖)  (27) 

 

Then calculate 𝐶𝑙(𝑘) as below Equation 28. 

 

𝐶𝑙(𝑘) =
∑ 𝑥𝑖𝜇̅𝐴̃(𝑥𝑖)

𝑘

𝑖=1
+∑  𝑥𝑖𝜇𝐴̃(𝑥𝑖)

𝑁

𝑖=𝑘+1

∑ 𝑥𝑖𝜇̅𝐴̃(𝑥𝑖)
𝑘

𝑖=1
+∑ 𝜇̅𝐴̃(𝑥𝑖)

𝑁

𝑖=𝑘+1

   (28) 

This can apply when, 𝐶𝑙(𝐴̃)and 𝐶𝑠(𝐴̃), even when 𝑘𝐿and 𝑘𝑠 are not known. 

After computing 𝐶𝑙(𝑘) in step 4 it is required to check 𝑐′is equality with 𝐶𝑙(𝑘) (Mendel & Feilong 

2006).  

Step 4: 

Checking 𝑐′ is equal to 𝐶𝑙(𝑘). 

 

If 𝑐′ = 𝐶𝑙(𝑘) then set it as 𝐶𝑙 and call ‘k’ as ‘𝑘𝐿’. 

If 𝑐′ ≠ 𝐶𝑙(𝑘) then go to step 5. 

Step 5: 

This step proceeds when the step 4’ value is not equal (𝑐′ ≠ 𝐶𝑙(𝑘)). 

 

Set the value 𝑐′ = 𝐶𝑙(𝑘) and go to step 2 again. 

 

The 𝐶𝑠(𝐴̃) also has the same steps as 𝐶𝑙 (𝐴̃) for the first and the second steps but now 

they are for the maximum 𝐶𝑠. Refer to Equation 29 for further clarity (Angulo & Castillo 2018).  

Then, set 𝜃𝑖 as Equation 27 when 𝑖 ≤ 𝑘 and set 𝜃𝑖 as Equation 26 when 𝑖 ≤ 𝑘 + 1. By using 

steps (1 to 5), it can compute the 𝐶𝑠(𝑘) as in Equation 29 (Mendel & Feilong 2006). 
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𝐶𝑠(𝑘) =
∑ 𝑥𝑖𝜇𝐴̃(𝑥𝑖)

𝑘

𝑖=1
+∑ 𝑥𝑖𝜇̅𝐴̃(𝑥𝑖)

𝑁

𝑖=𝑘+1

∑ 𝜇𝐴̃(𝑥𝑖)
𝑘

𝑖=1
+∑ 𝜇̅𝐴̃(𝑥𝑖)

𝑁

𝑖=𝑘+1

   (29) 

 

Checking 𝑐′ is equal to 𝐶𝑠(𝑘). 

 

If 𝑐′ = 𝐶𝑠(𝑘) then stop and set it as 𝐶𝑠 and call ‘k’ as ‘𝑘𝑠’. 

If 𝑐′ ≠ 𝐶𝑠(𝑘) then go to step 5. set 𝑐′ as 𝐶𝑠(𝑘). Go back to step 2. (Amador-Angulo & Castillo 

2018; Mendel 2007; Mendel & Feilong 2006). 

The procedures and equations earlier described are used to find the inferencing to 

determine the overall suitability of the output elements based on the input values in detail. The 

IT2FL output values are calculated for each input variable by depicting the average centroids. 

This can be used to select the best suitability of the given variables (Mendel 2007; Mendel & 

Feilong 2006). 

2.10 Role-based access control for data security 

 

Protecting information is vital in nowadays society. Data security is vital during data 

transmission. In any organisation or any corporate body, there is always a hesitation about who 

is accessing or who is required to access information. Role-based access control (RBAC) for 

data security is one main area that is discussed under data security. RBAC always delivers a 

flexible technique that improves data visibility and validation and maintains the security of data 

against data infringements. In the RBAC each user is assigned to their required role and their 

allocated tasks and privileges. 

The discussion across the RBAC is directly needed for a more resilient system of data 

protection. Park, Sandhu & Ahn 2001in their article discussed the approach to RBAC on the 

Web. They have demonstrated two architectures on RBAC mentioning user-pull and server-pull 

architectures. Further analysed RBAC advantages and disadvantages on two architectures 

mentioned in their article (Park, Sandhu & Ahn 2001). For this, they have used mainly the 

secure technology related to the RBAC on the web. They discussed and compared both 
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architectures which encompass some of the key elements in the RBAC (Park, Sandhu & Ahn 

2001). 

Oh, and Park have explained in their article “Task–role-based access control model” (T- 

RBAC), the importance of protecting information from unauthorised personnel. Among the data 

protection methods, they have stated some ways have been used for protecting data such as 

encryption, authentication, authorization, and access control. In their article, they have clearly 

explained the importance of data protection and the importance of access control. When access 

control is given to a system only the relevant authorised personnel access the system which 

gives more data security for the data in any system (Oh &Park 2003). 

Oh, and Park, have proposed a proper access control model called T-RBAC apart from 

the traditional methods such as discretionary access control (DAC), mandatory access control 

(MAC), and role-based access control (RBAC). They have implemented a task-related access 

control engine and administration tool. T-RBAC is a combination of task and role which is a 

good proposal for access control including the tasks related to the personnel. According to the 

authors they have provided some benefits from their model. How their model supports the task 

level access control along with the partial inheritance of gain access to privilege in the role 

hierarchy. Identifying the role hierarchy is the most important feature in their research which is 

proving the benefits of the RBAC (Oh &Park 2003). 

The security of data is a crucial standpoint for any computer system. While many of the 

research works presented different aspects, new methodologies, or system designs for protecting 

data, not much represents a view or applied integration of the RBAC and ABAC (Attribute-

Based Access Control) to support systems in healthcare that transmit sensitive information. This 

has been discussed by Al-Zubaidie et al. 2019, who have published a series of healthcare 

security applications. Al-Zubaidie et al. in their research on protecting Patients’ Identities and 

Data in the Healthcare System have discussed access control models that have been used in the 

EHR, such as mandatory access control (MAC), discretionary access control (DAC), role-based 

access control (RBAC), and attribute-based access control (ABAC). Each model has a 

particular agreement or authorization mechanism for data access (Salama, Yao & Paik 2018). 

Al-Zubaidie et al. 2019 have implemented the combination of the RBAC and ABAC as 

mentioned earlier to support healthcare security levels built on both role and user attributes. 

Further application of separation of personal information of patients’ and subjects’ information 

in EHR, has been discussed in this research which provides a good starting point for research. 
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Any healthcare-related system can use RBAC and ABAC to gain access to the system through 

merely the permitted users. Particularly incidental users who use the system cannot gain access 

to other patients’ personal information because it is hidden from other indirect users. Figure 

2.17 provides the classification of users (direct and indirect) into roles, and each position has 

privileges and rights considering data access. Figure 2.17 shows, how the healthcare providers, 

patients, and patient’s next of kin access data from the system (EHR).  

Figure 2.17 also shows that any patient may suffer from many diseases and all patients 

stored in the data repository (EHR) are associated with many users such as the patient’s doctor, 

advisor, insurance officer, or relative. In some instances, patients do not want other healthcare 

providers to access their personal information due to embarrassment, psychological state, or 

financial security purposes. Additionally, how system administrators can access data and what 

dataset they can access. Al-Zubaidie et al. 2019 have justified exactly how the healthcare-related 

system can use RBAC and ABAC to gain access to the system by different users (Al-Zubaidie 

et al. 2019). 

 

 

Figure 2.16 Authorisation of direct and indirect users by RBAC 
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2.11 Applying Blockchain to ensure health data protection. 

 

Blockchain technology has many benefits to the social and economic system. However, 

it is a new technology that has the potential to be applied in many sectors. Due to this reason,  

only a few experiments have been done on this technology, especially related to health data 

security (IBM Corporation 2021; Mohsin et al. 2019). 

Mohsin et al. 2019 discussed blockchain authentication of network applications. 

Recently, the validity of information has been reformed with the development of blockchain. 

This technology verifies transactions by the many participants in the related network. The data 

about the participants of the transaction along with a digital signature and the information about 

the specific block is transferred through this technology which gives more authentication to the 

information. Mohsin et al. in their study tried to discuss blockchain applications’ current 

situation. A systematic evaluation of achieving authentication in different fields using 

blockchain technology has been discussed in detail. Notably, they have discussed the benefits 

of this technology, challenges, and solutions to these issues. They have reviewed this blockchain 

in a few different fields using related literature. They mainly targeted fields such as the Internet 

of Things (IoT), cloud computing, artificial intelligence (AI), and telemedicine. Mohsin et al. 

have discussed some research on telemedicine applications. The main important part to extract 

from this study is the health sector-related data authentication which applies to health data 

security. Further, they have identified some of the blockchain technologies’ main issues. They 

argued that the scalability and efficiency targeted issues related to this technology required to 

be addressed in the future. More importantly, they suggested improving future research on these 

issues to avoid delays occurring in emergencies in the health sector. Reducing the scalability and 

efficiency issues will lead to retrieving patient health data efficiently from healthcare 

professionals (Mohsin et al. 2019). 

Applying proper security control to protect information ensures the secureness and the 

business stability of the valuable information transmitted through networks. Information is 

required to transfer securely along with fast data transfer speed. These are very important 

necessities today, especially in the health sector. The high level of data security offered by the 

blockchain particularly attracts many organizations today. By accumulating valuable 

information throughout a decentralized computer network, the task of compromising data is 

much more difficult to hack (IBM Corporation 2021). 
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At a glance, ‘Blockchain’ is a decentralized peer-to-peer digital network protocol that is 

used to share unchangeable ledgers for recording transactions, tracking assets, and building 

trust. The blockchain is an ideal contemporary technology for transferring data through any 

network because it consists of many good features that are required for many systems. It 

provides entirely transparent information that is kept on immutable registers, and that can be 

opened only by permission of network participants (IBM Corporation 2021). 

An appealing view was stated by Srivastava et al. (Srivastava et al. 2020). They have 

proposed a blockchain-based solution to enhance the security and privacy of virtual circuit-

based devices such as UAVs (Unmanned Aerial Vehicles), Drones, and similar IoT-based 

devices. Using the related existing drone applications, they have prominently provided the 

current security challenges involved when using drones regularly. In Srivastava et al. work, they 

have envisioned enhanced data privacy and storage techniques. To avoid drone-related security 

issues Srivastava et al. 2020, have proposed a method that consists of unique features such as 

immutability, tamper-proofing, transparency, security, and effective distribution. Srivastava et 

al. 2020, proposed a system using blockchain technology and cloud-based architecture that is 

used to capture data and generate an automatic intruder alert if there is any unauthorized access 

involved. Srivastava et al. have provided a good sensory description of how blockchain 

technology provides better security protection for sensitive information (Srivastava et al. 2020). 

Increasing concerns related to medical data protection have been considered recently 

for many reasons. Intruder attacks and interoperability are the most important considerations in 

thinking and applying more efficient data security methods in today’s world. Vazirani et al. in 

their research have addressed these issues and provided a considerable suggestion using 

blockchain technology (Vazirani et al. 2020). In their study, they emphasized the lack of 

interoperability as one of the main reasons for system breakdowns and medical-related errors. 

Further, they also stated that blockchain can be applied in various aspects of the health sector. 

Fraud detection and prevention and electronic medical record management are a few important 

issues they have highlighted. It is highlighted that hacking and interfering are tricky under 

blockchain technology due to its distinct qualities. The main characteristic of this technology is 

data validation. This utilizes cryptographic proof to validate records and it requires 

authorization from the involved parties. Further data analysis and several strategies involved in 

machine learning have been applied at the same time as data encryption. In the blockchain, a 

set of pre-agreed rules holds out this cryptographic validation which is mostly supported for data 

security and ensures health data privacy and authenticity of access (Vazirani et al. 2020). 



61 

 

Many researchers have provided many applications and methods examining the application of 

blockchain in the eHealth system environment. Gan et al. 2020 in their research have provided 

how a patient can privilege of handling their data and access them. In their paper, they have 

given the patients to take part in a supervisory role allowing medical organisations to rightfully 

gain access to patients’ medical data without prior approval while maintaining the standard to 

control the medical data. This has been used to identify how human errors occur when they 

handle data without any advice. 

According to Gan et al. 2020, health data can be formed in two ways original paper 

medical records (PMRs) and the current electronic medical records (EMRs). Additionally, they 

mentioned the efficiency of EMRs which are easier to store, share, retrieve, and discover. Please 

refer to  Gan et al. 2020 to understand further about the other applicable tools and detail 

comparisons. Further, they have discussed the three types of data storing methods in eHealth 

systems such as traditional, cloud-based, and blockchain-based. They have argued that the 

traditional EMR’s data security, usual data storing, and sharing are beneficial to the process 

effectiveness and data security of the whole medical institution, but not beneficial to the other 

related medical institutions because of many reasons such as different hardware and software 

applications and prior authorization requirements of these third parties (Gan et al. 2020). 

Brogan et al. 2018 published a work that focused on how to authenticate health activity 

data using a distributed ledger. They build up their research along with the previous work related 

to blockchain along with the Fast Healthcare Interoperability Resources (FHIR). They argued 

this will promote the development of the health big data warehouses. A detailed discussion has 

been done on interoperability and how mainly the health-related information stored in wearable 

devices should transfer these data to a distributed ledger. They have used IOTA’s Masked 

Authenticated Messaging (MAM) as the application layer and each wearable device was 

configured to transmit data through a restricted MAM channel. Please refer to Brogan et al. 

2018 to understand further about the other applicable tools available. IOTA is a distributed 

ledger that enables to design and performance of transactions between machines and the IoT 

(Internet of Things) environment. This distributed ledger and MAM enable to storing and 

sharing of the patient’s authenticated encrypted information on their medical requirements. The 

paper although, prevents detailed discussion on the possible threats and subsequent solutions. 

Mainly, this study required more discussion on the IOTA network and token success, when 

capturing data from IOTs. Also, they tried to distinguish their proposed method from the 

blockchain’s distributed ledger and highlighted its expensiveness and latency. Further, they 
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required more attention on intruder attacks as well because they are not using traditional 

blockchain ledger systems (Brogan et al. 2018). 

Once classified data using IT2FL, it is important to provide and suggest a suitable 

method of transferring these classified data to relevant destinations. Discussing and suggesting 

transferring these classified data from blockchain technology is the final objective of this thesis. 

However, this research only proposes and suggests the blockchain for transferring data 

securely.  The blockchain is suggested in this thesis, because of its nature of it, which is high 

security of data transfer. Using blockchain no one, not even the owner of the data can alter or 

access transferring data once it has been in the blockchain and locked. 

Firstly, at the beginning health data are generated by different sources. These data 

consist of all patients, doctors, other health employees, clinics, and other related organisations 

(Khezr et al. 2019). This will be discussed further in the next few chapters. All these generated 

data are stored in EHR as mentioned earlier. In our research firstly all these generated data are 

classified using IT2FL. Further, customized access control has been given to these classified 

data using the RBAC. 

This thesis further explained how all these classified data can apply blockchain 

technology when transferring data. When transferring through any media are required to apply 

high security for these health data. This data security is provided by blockchain technology. The 

whole process of this mainly consists of classified data in the database, the blockchain and the 

storage provided by the cloud. Health data distributed by the blockchain has supplied and 

ensured additional data security (Khezr et al. 2019). The blockchain can connect all the devices 

consisting of these health data and the entries on a blockchain can be applied and sent to the 

authorised personals to access data. This would expedite health data by verifying authorised 

personal access using their keys (Insider Intelligence 2022). This application of blockchain will 

further be discussed in Chapter 4. 

2.12 Chapter Summary 

 

This chapter has demonstrated the overall understanding of the previously published 

works on T1FL, T2FL, IT2FL data classification, data security, and health-related data security. 

It analyses the identified arguments and ideas about data classifications and data security 

methods first. It evaluates and reviews the present approaches to develop an argument. 
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This chapter focuses more on data classification methods and challenges facing recent 

years. Further, evaluating the existing practices and synthesizing them by succinctly 

summarizing and linking different sources in this area to review using the literature on fuzzy 

logic-based data classification. Some of the other data security methods were also discussed. 

Research gap was provided and affiliated with the new method which is interval type-2 fuzzy 

logic (IT2FL), role-based access control (RBAC), and blockchain technology to protect data. 

Furthermore, this chapter prominently reviews the major differences between interval type-2 

fuzzy logic (IT2FL) with the type-1 and importance of adaptation of IT2FL. Further, this 

research has provided some of the important applications and advantages of applying role-based 

access control (RBAC) and blockchain technology to data protection. Providing the research 

gap and combining these three (IT2FL, RBAC, and Blockchain) make recommendations. It 

integrates the research objectives and connects practices to the research findings. 
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Chapter 3  

 

Interval Fuzzy Type-2 for Data Security 

 

3.1 Introduction 

 

Interval Fuzzy Type-2 is one of the delicate computation techniques used for 

representing and manipulating uncertain information under consideration of risks. The 

introduction and the literature review chapters clearly stated its ability to handle ambiguity, 

unreliability, approximation, and partial truth values (Langarizadeh et al. 2019). Fuzzy logic 

accelerates resolving complications after examining all available and possible information by 

examining all accessible data. It accepts credible decisions for the given input or inputs(Guru99 

2021). Also, the fuzzy logic is based on the fuzzy set theory, which is a generalization of the 

conventional theory of set (Zedeh 1965). 

T1FL by its nature, is incapable of precisely carrying out rule uncertainties, this is 

because they used single numerical values in the type-1 fuzzy sets that are certain. It is 

inadequate to do proper classification due to its crisp nature (Melin & Castillo 2014). Further, 

this can be explained as the type 1’s limitation of uncertainty in the membership function. In 

type-1 fuzzy decision-making on data classification, the membership values of the data security 

levels and constraints measure the degrees of efficiency of the different decision options of the 

security levels. In interval type-2 fuzzy logic (IT2FL) same decision-making advantage is 

subject to uncertainty. From the upper and lower membership values of each option related to 

the security levels of health data quantify the lower bound (worst situation) and upper bound 

(least situation) of the corresponding data security values. Therefore, this method (IT2FL) 

expands the previous chapter’s applications on T1FL by substituting it with IT2FL (Runkler et 

al. 2017). 

This chapter will discuss the method chosen for this research and the justification of the 

chosen method. Further, this chapter will provide a detailed simulation-based application to 

identify data security levels of health data using the chosen method (IT2FL). Finally,  this chapter 

applies, a methodology for building a justifiable Footprint of Uncertainty (FOU) of Mamdani- 

based Interval Type-2 Fuzzy Set (IT2FS), with role-based access control, which is proposed. 
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3.2 An important argument for selecting IT2FL for eHealth data security 

 

Among all fuzzy logic methods, the IT2F systems are more practical and applicable in 

many areas for several reasons. A few important arguments for selecting IT2FL for this research 

can be summarized below, 

1. In the process of T2FL systems, the type-reduction methods applied to general T2FL 

systems require enormous computation, however, when the type-reduction method employs 

IT2F systems, they require only a limited number of computations. This is one major reason for 

applying IT2F in this research (Karnik et al. 1999; Mendel & Feilong 2006; Mendel & John 

2002). 

2. IT2FL controllers are much more suitable than type 1 for uncertainties that are inherent 

to natural language, because of their ability to identify linguistic ambiguities using more 

accurate methods. IT2FL uses membership values of IT2 sets as intervals instead of a crisp 

value (Dharma et al. 2011). 

3. Further, this is more adaptive to the complex input and output interactions which cannot 

be achieved by the T1FL (Karnik et al. 1999; Karnik & Mendel 1998; Wu 2012; Wu & Tan 

2004) 

In IT2FL controllers, the different membership values from the same IT2FL sets can 

used in different rules, whereas traditional T1FL cannot achieved (Wu 2012; Wu & Tan 2004). 

 

3.3 Methodology applying to health data security using Interval Type-2 fuzzy 

logic (IT2FL) system 

 

This research aims to promote knowledge over the development of a model using an 

Interval Type-2 fuzzy logic system (IT2FL) for data security. This proposed method is capable 

of classifying data under the organisation’s security and privacy policies. The research approach 

is Simulation-based research, and the unit of simulation data analysis is individual. By using 

the simulation method in this research, rational and analytical reflections can be obtained 

through mathematical formulas. This is to prevail over the problem of sensitive health data 
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accessibility in experimental analyses (Beese et al. 2018; Harrison et al. 2007). This research has 

generated a database to concentrate our analysis and apply the formulas on the links between 

knowledge of the real-world health database system. This structure of scientific theories and 

empirical data can link with a simulation health system. The simulation health system then will 

apply formulas to provide constructive simulated results within the simulation-based database 

system for justification (Beese et al. 2018). 

Based on the findings of the literature review a conceptual framework could apply as a 

visual map for the methodology in the simulation database system’s data classification(Wang 

et al. 2017). As demonstrated in Figure 3.1 data goes along with the security requirements and 

data classification required for classifying the relevant data. From the IT2FL and the RBAC 

(Role-Based Access Control) convert and identify data that needs to be in the security 

application. The crisp output coming from the IT2FL system can generated by the Fuzzy rules 

of the system and classify data along with the authorized personals identified by the RBAC. 

Further, information from data monitoring for access privileges will enhance this system. Also, 

government and organizational security policies are particularly important in data security. 

To some extent, any destruction of any information used in any organisation can unfavourably 

affect to the organization. Any organisation’s main task is to preserve all the information with 

the greatest confidentiality and integrity. Also, to make sure that every piece of information is 

available at any time and also, it is required to be retrieved by authorized personnel (Kadam 

2007). All these elements along with the expert’s suggestions and knowledge can be used in any 

sector to facilitate and achieve the organization’s goals with proper data security. Therefore, 

Figure 3.1 below gives a clear guide to the data classification sequence to accomplish the goals 

of any organisation’s data security and this research. 
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3.4 A simulation-based scenario to identify Health data security levels using the IT2FL 

system 

 

Beyond debate, health data security needs are quite important as the health sector data 

are very sensitive and involve massive amounts of different varieties of data. Therefore, the 

need for security to protect these data is quite high. There are many different people, groups, 

and services such as health professionals, patients, policymakers, researchers, pharmacists, 

chemists, etc. are trying to acquire health information from the health databases. In other words, 

health sector data are acquired by many different internal and external stakeholders. Advance, 

this information can be found and acquired in various databases and data warehouses such as 

Figure 3.1 Framework of IT2FL system with RBAC for data security and Privacy 
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𝐴 

computer-based health professionals/ patient records, health staff/employee records, disease 

registries, EMR(Electronic Medical Record) systems, EHR(Electronic Health Record) systems 

health care organisations, cost accounting systems etc. This means it is very difficult to provide a 

single database to store these immense of data and to secure them (Institute of Medicine (US) 

Committee on Regional Health Data Networks 1994). As pointed out recently, IT2FL has been 

widely explored as one of the tools in artificial intelligence. This research has as mentioned in 

earlier sections, proposed a system to classify data in the health sector to organise data in a 

better way to secure these data in a systematic method (Lee & Zanil 2019). 

3.4.1 IT2FL for data security 

 

Assume ‘A’ as a fuzzy set and it is almost equal to ‘A’. The T2FLS  
≈
𝐴
 in the universe of 

discourse X, can be given as a type-2 membership function  𝜇 ≈
𝐴

 , as given in Equation 30 

(Afshar et al. 2017). 

 

≈
𝐴

= {((𝑥, 𝑢), 𝜇 ≈
𝐴

(𝑥, 𝑢)) |∀𝑥 ∈ 𝑋, ∀𝑢 ∈ 𝐽𝑥 ⊆ [0,1], 0 ≤ 𝜇 ≈
𝐴

(𝑥, 𝑢) ≤ 1}  (30) 

 

Where 
≈
𝐴
 is almost equal to and where x is the primary variable. In the above Equation 1, 𝐽𝑥 is 

a primary membership function, and the secondary membership function is 
≈
𝐴

(𝑥, 𝑢) . The 

secondary variable is given as ‘u’ in this equation (Afshar et al. 2017). This could be represented 

in another form as below Equation 31, where  
≈
𝐴
 is almost equal to Equation 31. 

 

≈
𝐴

= ∫
𝑥∈𝑋 

∫
𝑢∈𝐽𝑥

𝜇≈
𝐴

(𝑥,𝑢)

(𝑥,𝑢)
   (31) 

 

To provide more degrees of autonomy on type-2 fuzzy sets the novel approach which is the 

footprint of uncertainty (FOU), and it can used in the system. 
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The union of all main membership functions of a fuzzy set corresponds to a two- dimensional 

domain as mentioned earlier. Therefore, the FOU of 
≈
𝐴
 can be represented as Equation 32 and 

Equation 15. 

 

𝐹𝑂𝑈(≈
𝐴

) = ⋃ 𝐽𝑥 𝑥∈𝑋   (32) 

 

This FOU can be visibly shown in below figure 3.2.  

 

Assume 
≈
𝐴1

 and 
≈
𝐴2

 are two IT2F sets. The FOU is explained by its two bounding 

functions which are explained in Figure 3.2. In this figure the Upper Membership Function and 

lower membership function are shown using (UMF) and (LMF). UMF describes the upper 

boundaries and the LMF describes the lower membership function boundaries (Afshar et al 

2017). Given below Equations 33 and 34 are two IT2FSs which are illustrated in Figure 3.2. 

These two example fuzzy sets are indicated as 
≈
𝐴1

and 
≈
𝐴2

 in Equations 33 and 34. 

 

≈
𝐴1

= (
≈ 𝑈
𝐴1

,
≈ 𝐿
𝐴1

) = ((𝑎11
𝑢 , 𝑎12

𝑢 , 𝑎13
𝑢 , 𝑎14

𝑢 ;  𝑘11
𝑢 , 𝑘12

𝑢 ), (𝑎11
𝐿 , 𝑎12,

𝐿 𝑎13,
𝐿 𝑎14 

𝐿 ; 𝑘11,
𝐿 𝑘12

𝐿 ))  (33) 

 

 

Figure 3.2 Two IT2F sets and the FOU 
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≈
𝐴2

= (
≈ 𝑈
𝐴2

,
≈ 𝐿
𝐴2

) = ((𝑎21
𝑢 , 𝑎22

𝑢 , 𝑎23
𝑢 , 𝑎24

𝑢 ;  𝑘21
𝑢 , 𝑘22

𝑢 ), (𝑎21
𝐿 , 𝑎22,

𝐿 𝑎23,
𝐿 𝑎24 

𝐿 ; 𝑘21,
𝐿 𝑘22

𝐿 ))  (34) 

Further, the addition of the above arithmetic operation 
≈
𝐴1

and 
≈
𝐴2

are also can be defined.  

To acquire the centroid of the 
≈
𝐴𝑛

  according to the graph (Figure 3.1) which is calculating the 

average from the UMF and LMF can be explained as Equation 35. 

 

𝑐 (
≈
𝐴

) =
(𝑐(𝑈𝑀𝐹 (

≈
𝐴

)+𝑐(𝐿𝑀𝐹(
≈
𝐴

))

2
  (35) 

 

Functions are explained in Figure 3.2. In this figure the Upper Membership Function 

and lower membership function are shown using (UMF) and (LMF). UMF describes the upper 

boundaries and the LMF describes the lower membership function boundaries (Afshar et al. 

2017). Equations 34 and 35 are two IT2FSs which are illustrated in Figure 3.2. 

 

 

3.4.2 Scenario and the simulation-based database to depict the proposed method 

 

The given scenario below and the simulation-based database is used to illustrate the 

proposed method and to prove its applicability. 

To simulate the real-world health sector data, a forged database has been implemented 

as below. This fictitious database has been used in this research to avoid the high risk involved in 

the health-related data. Especially as stated earlier these data consist of many sensitive data. For 

example, consider identifying the data security levels for data stored in the health sector using 

IT2FL as described below in Table 3.1. Take into consideration a part of the health sector- 

related database (a forged data set in a database that is the same as a real health database has 

been created for reference). This data set includes the following entities and attributes shown in 

Table 3.1, and each data item in this database will be classified based on organizational policy 
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and governmental regulations. The below table shows some of the entities for the eHealth-

related database. 

Table 3.1 A Part of a health sector-related database, entities, and their attributes. 

Entity Name Attributes 

Patient Patient No, First Name, Last Name, Telephone No, Date of Birth, Gender, 

Address, Driving License No, Blood Group, Weight, Height 

Medicare Medicare No, Patient No, expiry Date 

Diagnosis Diagnosis No, Patient No, Test No, Blood pressure, Body Temperature, type of 

Test, Description No, Date of Diagnosis, Branch No 

Test Test No, Test Name, Test Result, Time, Date 

Medical Branch Branch No, Branch Address, Telephone No 

Prescription Prescription No, Patient No, Test No, Quantity, Description, staff No, Medi No, 

Branch No 

Medicine Medi No, Medicine Name, Brand, Expiry Date, Description 

Payment Payment No, Patient No, Pay Method, Date Paid, Pay status, Prescription No, 

Staff No 

Staff- Health professionals Staff No, Name, telephone No, Branch No, Date of Birth, salary, Qualification, 

position, specialisation 

Staff-General Staff No, Name, telephone No, Branch No, Date of Birth, salary, position 

 

Table 3.1 data can be classified by its importance. See Appendix H for the data 

dictionary of the database given in Table 3.1. For research purposes, these security levels are 

assumed and classified according to the assumptions and the importance of them. The data 

stored in the e-health-related database can be classified below in Table 3.2. Assume that there 

are five data classification levels for this data set as given in Table 3.2. 
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Table 3.2 Five data classification levels for this data set 

Data classification levels Description 

PA – Public Access data Public Access data that does not require protection 

PD – Private data Private data that requires protection 

CD - Confidential Data Confidential Data that requires more protection than PD for the 

confidentiality. 

SD - Secret Data Secret Data that requires some additional protection than CD. 

TSD - Top Secret Data Top Secret Data that requires the highest protection (top secret information). 

 

 

This security level classification needs to be done by professional evaluators. This 

section considers the two expert opinions to evaluate the security level of the database attributes 

given in Table 3.1. However, for the simple explanation purpose here used 2 inputs, and then 

identified the output from that using IT2FL. The example uses two experts from the 

organizational body and the government body. Given two experts’ opinions then leads to 

identifying the suggested security level for the appropriate attribute.  

Figure 3.3 shows five fuzzy sets related to the corresponding output values for each 

measure of different evaluators. Evaluator 1-Organisation A policy evaluator’s outputs as, 

𝑦̃1PA, 𝑦̃1𝑃𝐷,  𝑦̃1CD, 𝑦̃1𝑆𝐷, 𝑦̃1𝑇𝑆𝐷  and Evaluator 2-Organisation B policy evaluator’s output as, 

 𝑦̃2PA, 𝑦̃2𝑃𝐷,𝑦̃2CD, 𝑦̃2𝑆𝐷, 𝑦̃2𝑇𝑆𝐷  . When an evaluator assesses the rank of the security level of the 

eHealth data, these evaluators usually assign it to the Associate evaluator for the final evaluation 

based on the IT2FS system. See Appendix I for the enlarged Figure 3.3. 
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Let us assume the attribute “Patient Name” is stored in the database given in  Table 3.1. 

To assign the accurate security level to the Patient Name attribute, first required to identify, 

what value will be given for this attribute by different evaluators. As discussed earlier, the steps 

to design the fuzzy controller are, identifying the input and output variables, assigning each fuzzy 

set a linguistic descriptor, obtaining membership function for the assigned descriptors using 

IT2FS, forming a fuzzy rule base, fuzzification and evaluating the rules and finally the 

defuzzification. As for the demonstration and easy explanation purposes below steps will be 

introduced. The steps including ranges and the descriptors are different from the actual 

application. The below steps are only for understanding how to apply the IT2FL and T1FL to an 

attribute in a database to identify the security level. The actual application for the simulation-

based database for data security level will be discussed in the section ‘Applying the IT2FL 

method for data security to the forged health database’. (Also see Appendix A, Appendix B, 

Appendix C, and Appendix D for actual application to many different attributes in a health 

database). 

 

Step1: Identify the input and output variables 

Assuming only one attribute (Patient Name) has used for this research. This has two inputs from 

two evaluators. The inputs of the fuzzy system are as: 

Input 1→ Evaluator 1’s security level value given for the “Patient Name” 

Input 2→ Evaluator 2’s security level value given for the “Patient Name” 

Figure 3.3 Health Data Security Level Evaluation Process along with different evaluators 
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The output will be the exact security level value for the given attribute. For this case that is First 

Name’s exact security level. 

Step 2: Assign each fuzzy set a linguistic descriptor 

For this example, use 3 descriptors (linguistic variables) for the two inputs (input 1 and 

input 2) and 5 descriptors for output variables. Therefore, input 1 and input 2, Evaluator 1’s and 

Evaluator 2’s values given for the “Patient Name”,  are assigning three descriptors. These 3 

descriptors are Low, Medium, and High given as below Table 3.3. 

Table 3.3 Input Variables and the descriptors assigned to each variable. 

Input Variables Descriptor can be 

Input 1→ Evaluator 1’s value given for the “Patient Name” Low, Medium, High 

Input 2→ Evaluator 2’s value given for the “Patient Name” Low, Medium, High 

 

The output variable is the exact security level allocated for the given input variables, 

which is the Patient Name’s exact security level. For the output, the research has used 5 

linguistic descriptors as the Table 3.4. Further, Table 3.4 provided how it related to the data 

classified levels in Table 3.2. 

Table 3.4 Output Variable and the descriptors assigned to each variable. 

Output Variables Descriptor can be Abbreviation of the  

Descriptor 

Data classification level 

 

The exact security level 

value is given for the 

“Patient Name” after the 

evaluator assessment. 

Extremely Low security level EL PA 

Low security level LW PD 

Medium security level MD CD 

High security level HI SD 

Extremely High security level EH TSD 
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Step 3: Acquire the membership function for the assigned descriptors using IT2FS For the first 

evaluator 1: 

Following is a graph to illustrate the membership value at each security level value for 

evaluator 1 using IT2FS (Figure. 3.4). The security level values are shown as xSLE1. Also, for 

this example, the membership value and the security level value are straight lines, however, in 

the real situation, this could change to any shape. Moreover, this research has used descriptors 

such as Low, Medium, and High as inputs for the ‘evaluator 1’. The descriptor’s ranges can be 

defined in the following table for evaluator 1 (Table: 3.5). 

 

 

 

Table 3.5 The descriptor’s ranges for evaluator 1 in IT2FL 

Descriptors IT2 Range for Evaluator 1 (E1) 

Low 0-20 

Medium 0-40 

High 20-40 

 

Figure 3.4 Membership functions for the descriptors at each security level using IT2FL-For 

evaluator 1 
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For the evaluator 2: 

 

Following is a graph to illustrate the membership value at each security level value for 

evaluator 2 using IT2FS (Figure. 3.5). The security level values are shown as xSLE2. Evaluator 

2’s input values given for the “Patient Name” are also assumed as Low, Medium, and High. 

The descriptor’s average range for upper and lower (after identifying the average centroid) is 

defined as the following table for evaluator 2 (Table: 3.6). 

 

Table 3.6 The descriptor’s ranges for evaluator 2 in IT2FL 

Descriptors IT2 Range for Evaluator 2 (E2) 

Low 0-15 

Medium 0-30 

High 15-30 

 

 

Figure 3.5 Membership functions for the descriptors at each security level using IT2FL-For 

evaluator 2 
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Applying the values for all descriptors can acquire the final centroid value for 

evaluator 2 similar to evaluator 1. 

From the scenario and the simulation-based database, both evaluators’ average ranges 

have been calculated from the method mentioned earlier. To acquire the centroid of the 
≈
𝐴𝑛

  

according to the above Equation 31 which is calculating the average from the UMF and LMF 

can be explained as below steps. Firstly, the final ranges can be identified as the Table 3.7: 

Table 3.7 Final Evaluator’s security level ranges. 

 

First let us consider the E1’s MF of ‘Low’, which is the security level range between 

(0 to 15). For further information for clarification see the graph (Figure. 3.4) (Topperly 2021). 

The formula (Equation 36) to get the MF is: 

𝑦2−𝑦1

𝑥2−𝑦1
=

𝑦−𝑦1

𝑥−𝑥1
  (36) 

Here, y is MF which is µ; y=µ 

 

x is input variable which is xSLE1 ; x= xSLE1 

 

By applying the formula (Equation 33), the coordination values are: 

 

y1 = 1, y2 = 0 

 

x1 = 0, x2 = 20 

Descriptors Final Evaluator 1 (E1) Range Final Evaluator 2 (E2) Range 

Low 0-20 0-15 

Medium 0-40 0-30 

High 20-40 15-30 
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When substituted into Equation 36, you will get the MF “Low” for E1 as: Equation 37. 

 

µ𝐿𝑜𝑤
𝐸1 =

20−𝑥SLE1

20
  (37) 

& Range of the MF for Low is [0-20] 

Next is to identify the ‘Medium’ which is the security level range between (0 to 40). For 

the medium range, this can identify 2 descriptors. That is 1st range between 0 to 20 and the 2nd 

range between 20 to 40.  

By applying the formula (Equation 37) to get the MF for the first descriptor is the first 

step. The MF for the Medium is for the first descriptor is lay between the range of 0 to 20: 

y1 = 0, y2 = 1 

x1 = 0, x2 = 20 

When substituted into equation (Equation 37) you will get the MF as Equation 38. 

 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸1 =

𝑥SLE1

20
  (38) 

& Range of [0-20] 

The MF for the Medium is for the second descriptor laid between the range of 20 to 40: 

 

y1 = 1, y2 = 0 

 

x1 = 20, x2 = 40 

 

 



80 

 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸1 =

40−𝑥SLE1

20
  (39) 

Range of [20-40] 

For the High descriptor the range  is  y1 𝑎𝑛𝑑 y2 (0,1) and x1 𝑎𝑛𝑑 x2 (20,40) 

y1 = 0, y2 = 1 

x1 = 20, x2 = 40 

 

 

µ𝐻𝑖𝑔ℎ
𝐸1 =

𝑥SLE1−20

20
  (40) 

Range of [20-40] 

Similarly, can apply the straight-line equation (Equation 41) for the E2’s descriptors to 

calculate the MF for E2, as below: 

MF “Low” for E2 is  

 

µ𝐿𝑜𝑤
𝐸2 =

15−𝑥SLE2

15
  (41) 

 

 Range is [0-15] 

 

Medium description, the 1st range is (0 to 15) and the 2nd range is (15 to 30).  

 

Medium’s 1st part is Equation 42. 

 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸2 =

𝑥SLE2

15
  (42) 
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The range of the MF for Low is [0-15] 

 

Medium’s 2nd part (Equation 43): 

 

 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸2 =

30−𝑥SLE2

15
  (43) 

Range of [15-30] 

 

MF “High” for E2 is Equation 44 and ranges between 15 to 30. 

 

µ𝐻𝑖𝑔ℎ
𝐸2 =

𝑥SLE2−15

15
  (44) 

Range of [15-30] 

 

MF of the output Variable: 

Next is to find the MF for the output variable, which is the exact security level value 

given for the “Patient Name” after the evaluator’s assessment. The graph for the output variable 

(exact security level for the ‘Patient Name’) can be depicted below graph (Figure. 3.6). 

Here assuming the output security levels values are provided after using the IT2FL is given in 

Table 3.8. (Refer the Table 3.7 also, for the descriptor explanation) (Topperly 2021). 

Table 3.8 Output Variables – Descriptors for exact security levels using IT2FL 

Output Variables - Descriptors Range of each descriptor (exact security 

levels) using IT2FL 

EL 0-10 

LW 0-20 



82 

 

MD 10-30 

HI 20-40 

EH 30-40 

 

 

 

Here, also can use the straight-line equation (Equation 35),  can identify the values for all 

different descriptors. Applying Equation 35 below are the MF values for all descriptors. 

By applying the formula 35, the coordination values for “EL” are: 

 

y1 = 1, y2 = 0 

 

x1 = 0, x2 = 10 

 

When substituted into equation (Equation 35) you will get the MF “EL” in Equation 45.  

 

µ𝐸𝐿
𝑜𝑢𝑡𝑝𝑢𝑡 =

10−𝑥

10
  (45) 

Figure 3.6 Membership functions for the output variable’s descriptors at each security level using 

IT2FL 

OOM•1 

Security levels 
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The range of the MF for EL is [0-10] 

 

MF “L” is: 

 

=
𝑥SL

10
  (46) 

 

The range of the MF for Low 1st line is [0-10]. The Equation is 47. 

 

 

=
20−𝑥SL

10
  (47) 

The range of the MF for Low 2nd line is [10-20] 

Then the output for low is Equation 48. 

µ𝐿
𝑜𝑢𝑡𝑝𝑢𝑡 = {

𝑥SL

10
 

20−𝑥SL

10

  (48) 

 

MF “M” is Equation 49 

 

 

=
𝑥SL−10

10
  (49) 

The range of the MF for Medium 1st line is [10-20] 

 

=
30−𝑥

10
𝑥SL  (50) 
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The range of the MF for Medium 2nd line is [20-30] 

Then the output for medium is Equation 51. 

 

µ𝑀
𝑜𝑢𝑡𝑝𝑢𝑡 = {

𝑥SL−10

10
 

30−𝑥

10
𝑥SL

  (51) 

 

MF “H” is: 

 

=
𝑥SL−20

10
  (52) 

 

The range of the MF for High 1st line is [20-30] 

 

 

=
40−𝑥SL

10
   (52) 

 

The range of the MF for High 2nd line is [30-40] 

 

Then the output for high is Equation 54. 

 

µ𝐻
𝑜𝑢𝑡𝑝𝑢𝑡 = {

𝑥SL−20

10
 

−𝑥SL

10
+ 4

  (54) 

 

MF “EH” is: 
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=
𝑥SL−20

10
  (55) 

 

The range of the MF for Extremely High is [30-40] 

 

Then the output for extremely high is Equation 56. 

 

µ𝐸𝐻
𝑜𝑢𝑡𝑝𝑢𝑡 =

𝑥SL−30

10
  (56) 

 

In the 4th step, form a fuzzy rule base which is given using Table 3.9. This step is 

required to establish a fuzzy relationship between the input and the output fuzzy subsets. 

According to our example, both inputs for security level (E1 & E2) are measured as ‘Low’, 

‘Medium’, and ‘High’. To establish a fuzzy rule base, it is required to map the input variables 

with the output variables. Referring to Table 3.6 which shows the output variables, and the 

descriptors assigned to each variable, Table 3.9 shows the fuzzy rule-based established on the 

input and the output variables (security levels given for the ‘Patient Name’) (Topperly 2021). 

Table 3.9 Fuzzy rule-based established from the input and the output variables (security levels given 

for the ‘Patient Name’) 

 Evaluator 1 

E
v

a
lu

a
to

r
 2 

 E1-Low E1-Medium E1-High 

E2-Low EL LW MD 

E2-Medium LW MD HI 

E2-High MD HI EH 
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Next is to assume the security levels given to the ‘Patient Name’ by the E1 and E2. 

 

Assuming E1 is given the security level to the ‘Patient Name’ is 10 and the E2 is given is 12 

(These values are taken randomly). Then define the exact security level given to the ‘Patient 

Name’ by these evaluators. First, for the E1, it required two equations as the security level ‘10’ 

given by the E1 lay in between two lines in the graph Figure. 3.6 (Topperly 2021). Therefore, 

it required two equations for this (Equation 51 and 56). 

Applying the E1’s security level is 10 to Equation 51(Range- 0-20(Low)), the MF of that will 

be: 

µ =
1

2
 

Applying the E1’s security level is 10 to Equation 56(Range- 0-20 (Medium)), the MF of that 

will be: 

µ =
1

2
 

Similarly applying E2’s security level is 12 to Equation 51 (Range- 0-15(low)) 

µ =
1

5
 

 

Then applying E2’s security level is 12 to Equation 56 (Range- 0-15(Medium)) 

 

µ =
4

5
 

 

After obtaining all MF values, it is required to associate the values (input) and map them 

to each other as per the rule explanation. Below, are four rules by mapping every one other. The 

rules and the MF values are depicted in Table 3.10. 

 

 



87 

 

 

 

 

Table 3.10 The rules and the MF values for evaluators 

Rule Final Evaluator 1 (E1) security level Final Evaluator 2 (E2) security level 

Rule 1 E1’s Low security level=1/2 (2.5/5) E2’s Low security level=1/5 

Rule 2 E1’s Low security level=1/2 (2.5/5) E2’s Medium security level=4/5 

Rule 3 E1’s Medium security level=1/2 (2.5/5) E2’s Low security level=1/5 

Rule 4 E1’s Medium security level=1/2 (2.5/5) E2’s Medium security level=4/5 

 

Step 5: Fuzzification and evaluate the rules: 

 

Step 5 is to do the fuzzification and evaluation of the rules. For the created rules 

mentioned in Table 3.10. the output will be processed using the overall mapping of the fuzzy 

rule base given in Table 3.8. The 4 rules are going to be obtained using the two tables (Table 

3.10 and Table 3.8) (Topperly 2021). 

 

Four rules obtained from the fuzzy rule base are: 

Rule 1: If the E1’s security level given to ‘Patient Name’ is ‘Low’, And  

The E2’s security level given to ‘Patient Name’ is ‘Low’ 

Then  

The exact security level given to ‘Patient Name’ is ‘EL’. 

Rule 2: If the E1’s security level given to ‘Patient Name’ is ‘Low’, And  

The E2’s security level given to ‘Patient Name’ is ‘Medium’ 

Then  

The exact security level given to ‘Patient Name’ is ‘LW’ 
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Rule 3: If the E1’s security level given to ‘Patient Name’ is ‘Medium’, And  

The E2’s security level given to ‘Patient Name’ is ‘Low’ 

Then  

The exact security level given to ‘Patient Name’ is ‘LW’. 

Rule 4: If the E1’s security level given to ‘Patient Name’ is ‘Medium’, And  

The E2’s security level given to ‘Patient Name’ is ‘Medium’ 

Then  

The exact security level given to ‘Patient Name’ is ‘MD’. 

 

Output using the Max-Min inference Method: 

 

Using the graphical technique of inference, this research can obtain the required output 

using the IT2F control system. Using the max-min method of Mamdani’s technique of inference 

can obtain the output required. To find out the aggregated output, it is required to evaluate each 

rule and combine the output of all rules. In the example, each rule has 2 antecedents and one 

consequent. To find out the corresponding output, it required two input graphs (Figure. 3.7), 

(Figure. 3.8), and the output graph (Figure. 3.9). 

Applying the Max-Min inference Method to rules is an important part of this section. 

 

In the example of the health database, assumed and given two different security levels for the 

‘Patient Name’ by the E1 and E2. Assuming E1 has given the security level to the ‘Patient 

Name’ as 10 and E2 has given it as 12. Applying this to the rules mentioned earlier is the next 

step (Topperly 2021). 

(Note: whenever the given rules antecedents are connected by the ‘AND’ operator, it only takes 

the minimum membership value from both security levels (E1 & E2). 

Rule 1: 
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Considering rule 1 and applying the security level given to them by the E1, E2 and the 

output variables, the final output required can be illustrated in the figure (Figure. 3.7). Here, it 

has taken the minimum value of the input values. However, in this situation, both have the same 

value. Therefore, the E2’s security level and extended to the output graph to find the final output. 

(Please refer the Table 3.9, Table 3.10, and the rules 1 to 4 given earlier). 

In the rule 1, 

 

E1 range is (0-20), and the input value is 10. 

E2 range is (0-15), and the input value is 12. 

The output is ‘EL’. (see the Table 3.13)  

 

From the 3.7 figure, you can see the final output as the highlighted section of the output 

graph. Similarly, as rule 1, rule 2, also requires finding out the aggregated output (Topperly 

2021). Referring to the Table 3.9, applying the ranges of E1 and E2 into the rule 2, 

E1 range is (0-20) ‘Low’, and the input value is 10. 

 

Figure 3.7 Output region for Rule 1 
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E2 range is (0-30) ‘Medium’, the input value is 12, and the output value is ‘Low’ (see Table 

3.13). Also, you can identify the final membership values for the E1 and E2 and their rules 

(Table 3.14). Therefore, in this research already know that E1 is 2.5/5 and E2 is 4/5. Further, 

this research used rules with the ‘AND’ operator. Similar as mentioned earlier use the minimum, 

which is 2.5/5. By extending this to the output graph it can get the output region value for rule 

2 in Figure 3.8. 

 

Apply the same procedure to rules 3 and 4 which can be depicted in Figure 3.9 to Rule 3 and 

Figure 3.10 to Rule 4. 

 

 

Figure 3.8 Output region for Rule 2 

Figure 3.9 Output region for Rule 3 
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Assuming E1 is given the security level to the ‘Patient Name’ is 10 and the E2 is given 

is 12 (These values are similar to the IT2 values from the same evaluators). By mapping the 

levels aggregated output values can be obtained. Finally, combining all the output regions of the 

developed rules above can get the aggregated output graph as Figure 3.11. 

 

Defuzzification for the example: 

These outputs have fuzzy values; however, they require a crisp value as an output which 

will give an exact value of the security level given for the ‘Patient Name’. There are several 

Figure 3.10 Output region for Rule 4 

Figure 3.11 Aggregated Output graph for the rules obtained from the fuzzy rule-base 
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defuzzification methods, such as the weighted average method, centre of sum method, centroid 

method, mean max membership method etc. (Mamdani 1977). In this example’s nature, 

research has used the ‘Centre of Sum Method’ to calculate the de-fuzzified value (Topperly 

2021). According to the simulation-based example, developed four rules are given above. For 

the four rules, already acquired 4 output graphs which show the shape of trapezoids as given in 

the above Figures 3.7, 3.8, 3.9 and 3.10.  

Defuzzification using the ‘Centre of Sum Method’: 

 

Let us first consider the output graph for rule 1 (See Figure .3.11 and Figure. 3.12). In 

Figure 3.12 can see the labels, 𝐴1, 𝑍1 and 𝐶1. The 𝐴1 is the area of the trapezoid and 𝑍1is the 

geometric centre of the graph (Mamdani 1977). Also, 𝐶1 is the Fuzzy set for rule 1. Similarly, 

Figure 3.13 is for Rule 2, Figure 3.14 is for Rule 3 and Figure 3.15 is for Rule 4. 

 

Figure 3.12 Rule 1 

Figure 3.13 Rule 2 
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Finally, to find out the de-fuzzified value 𝑍∗ can use the centre of sum method using the 

following formula (Equation 54), where n is 4 fuzzy sets, 𝑧𝑖 are the geometric centres and 𝐴𝑖 

are the areas of trapezoids (Mamdani 1981; Topperly 2021). 

 

 

 

𝑍∗ =
∑ 𝑧𝑖𝐴𝐶𝑖

𝑛

𝑖=1

∑ 𝐴𝐶𝑖

𝑛

𝑖=1

  (57) 

 

Figure 3.14 Rule 3 

Figure 3.15 Rule 4 
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This formula can be further simplified to achieve the de-fuzzified value  𝑍∗ . See the steps below 

for the simplified steps applying the values to Equation 57 (Mamdani 1977). 

=

∑ 𝑧𝑖𝐴𝐶𝑖

4

𝑖=1

∑ 𝐴𝐶𝑖

4

𝑖=1

 

=
𝑧1𝐴1 + 𝑧2𝐴2 + 𝑧3𝐴3 + 𝑧4𝐴4

𝐴1 + 𝐴2 + 𝐴3 + 𝐴4
 

Therefore, after applying the values to Equation 54, the de-fuzzified value is: 

=
10 × 0 + 20 × 0 + 6 × 20 + 9 × 30

1.8 + 7.5 + 3.5 + 7.5
 

𝑍∗ = 13.235 

According to the formula the de-fuzzified value is 13.235. This value is to find the exact 

value of the security level by proving different input variables. This de-fuzzified value is the 

exact value of the security level given by the evaluators for the ‘Patient Name’ which is 13.235. 

According to Table 3.8, this is under the ‘Low’ security level and can say that the Patient Name’s 

security level is ‘Low’. The same evaluators same situation if applied in type-1 FL are required 

to check what kind of output can be obtained (Mamdani 1981). The below part shows how this 

situation acts in type 1. 

Type-1 fuzzy logic applied for the same example above: 

Table 3.11 explains the type 1 ranges given to the descriptors for the same evaluators. 

 

Table 3.11 T1FL ranges given to the descriptors 

 

Descriptors Type 1 Evaluator 1 (E1) 

Range 

Type 1 Evaluator 2 (E2) Range 

Low 0-10 0-7.5 

Medium 0-20 0-15 

High 10-20 7.5-15 
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In type 1, when substituted into equation (Equation 54) you will get: 

The MF “Low” for E1 in type-1 as: 

µ𝐿𝑜𝑤
𝐸1 =

10−𝑥E1

10
  & Range of the MF for Low is [0-10] 

The MF “Medium” for E1 in type-1 as: 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸1 =

𝑥𝐸1

10
 & Range of [0-10] 

The MF for the Medium is for the second descriptor lay between the range of [10-20]: 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸1 =

20−𝑥E1

10
 & Range of [10-20] 

The MF “High” for E1 in type-1 as: 

µ𝐻𝑖𝑔ℎ
𝐸1 =

𝑥E1−10

10
 & Range of [10-20] 

Similarly, here can apply the straight-line equation (Equation 32) for the E2’s descriptors to 

calculate the MF for E2 for type 1, as below: 

The MF “Low” for E2 in type-1 as: 

µ𝐿𝑜𝑤
𝐸2 =

7.5−𝑥E2

7.5
  & Range of the MF for Low is [0-7.5] 

The MF “Medium” for E2 in type-1 as: 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸2 =

𝑥𝐸2

7.5
 & Range of [0-7.5] 

The MF for the Medium is for the second descriptor lay between the range of [7.5-15]: 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸2 =

15−𝑥E2

7.5
 & Range of [7.5-15] 

The MF “High” for E2 in type-1 as: 

µ𝐻𝑖𝑔ℎ
𝐸2 =

𝑥E2−7.5

7.5
 & Range of [7.5-15] 

 

The graph for the output variable (exact security level for the ‘Patient Name’) can be depicted 

as below graph (Figure 3.16) using type 1(Mamdani 1981). 
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The output security level values are provided using the T1FL as given in Table 3.12: 

Table 3.12 The output security levels values provided using the T1FL. 

Output Variables - 

Descriptors 

Range of each 

descriptor’s security 

levels using T1FL 

EL 0-5 

LW 0-10 

MD 5-15 

HI 10-20 

EH 15-20 

 

When substituted into equation (Equation 32) you will get the output MF values in T1FL 

as below: 

The MF “EL” for output in type-1 as: 

Figure 3.16 Output variables (security level for the ‘Patient Name’) using T1FL 
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µ𝐸𝐿
𝑜𝑢𝑡 =

5−𝑥SL

5
  & Range of the MF for Low is [0-5] 

The MF “L” for output in type-1 as: 

First descriptor 

µ𝐿
𝑜𝑢𝑡 =

𝑥𝑆𝐿

5
 & Range of [0-5] 

The MF for the “L” for second descriptor is lay between the range of [5-10]: 

µ𝐿
𝑜𝑢𝑡 =

10−𝑥SL

5
 & Range of [5-10] 

The MF “Medium” for output in type-1 as: 

First descriptor: 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝑜𝑢𝑡 =

𝑥𝑆𝐿−5

5
 & Range of [5-10] 

Second descriptor: 

µ𝑀𝑒𝑑𝑖𝑢𝑚
𝐸2 =

−𝑥𝑆𝐿+10

5
 & Range of [10-15] 

The MF “High” for output in type-1 as: 

First descriptor: 

µ𝐻𝑖𝑔ℎ
𝑜𝑢𝑡 =

𝑥𝑆𝐿−10

5
 & Range of [10-15] 

Second descriptor: 

µ𝐻𝑖𝑔ℎ
𝑜𝑢𝑡 =

−𝑥𝑆𝐿+15

5
+ 1 & Range of [15-20] 

The MF “EH” for output in type-1 as: 

µ𝐸𝐻
𝑂𝑢𝑡 =

𝑥SL−15

5
 & Range of [15-20] 

Assuming E1 is given the security level to the ‘Patient Name’ as ‘10’ and the E2 is given 

as 12 (These values are like to the IT2 values from the same evaluators). By mapping the input 

values along with the output values, referring to the rule base Table 3.10, below rules and the 

MF values depicted in Table 3.13 for the T1FL (Table 3.13). Also, see the Table 3.12 for clarity. 

Table 3.13 Rules and the MF values depicted below for the T1FL 
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Rule Final Evaluator 1 (E1) security level Final Evaluator 2 (E2) security level 

Rule 1 E1’s Low security level= (0) E2’s Low security level=0.4 

Rule 2 E1’s Low security level= (0) E2’s Medium security level=0.6 

Rule 3 E1’s Medium security level= (1) E2’s Low security level=0.4 

Rule 4 E1’s Medium security level= (1) E2’s Medium security level=0.6 

 

 

The 4 rules that are going to be obtained using Tables 3.12 and 3.13 for type 1 are provided 

below. 

 Rule 1: If the E1’s security level given to ‘Patient Name’ is ‘Low’, And 

The E2’s security level given to ‘Patient Name’ is ‘Medium’  

Then 

The exact security level given to ‘Patient Name’ is ‘LW’. 

 

Rule 2: If the E1’s security level given to ‘Patient Name’ is ‘Low’, And 

The E2’s security level given to ‘Patient Name’ is ‘High’ 

Then 

 

The exact security level given to ‘Patient Name’ is ‘MD’ 

 

Rule 3:If the E1’s security level given to ‘Patient Name’ is ‘Medium’, And 

The E2’s security level given to ‘Patient Name’ is ‘Medium’ 

Then 

 

The exact security level given to ‘Patient Name’ is ‘MD’. 
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Rule 4:If the E1’s security level given to ‘Patient Name’ is ‘Medium’, And The E2’s security 

level given to ‘Patient Name’ is ‘High’ 

Then 

The exact security level given to ‘Patient Name’ is ‘HI’. 
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According to the rules and the MF Figure 3.17 provides the output regions for rules 1, 2,3 and 4 

 

 

Figure 3.17 Type 1 Output regions for Rules 1,2,3 and 4 
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(Type 1 output region for rules 1, 2,3, and 4 are indicated as above sub-figures and the entire 

figure is 3.17 for all rules). 

 

Defuzzification for the example using type 1- using the ‘Centre of Sum Method’: 

 

 

 

The graph (Figure. 3.18) is the aggregated output graph, applying the type 1 method for 

the health security example. To find out the de-fuzzified value 𝑍∗ can use the centre of sum 

method using a formula (Equation 57) (Topperly 2021). 

 

The de-fuzzified value for type 1 is: 

 

5 × 1.8 + 10 × 7.5 + 3.6 × 10 + 7.5 × 20 

= 

0 + 0 + 6 + 9 

 

𝑍∗ = 26 

Figure 3.18 Type 1 Aggregated Output Graph 
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According to the formula the de-fuzzified value is 26. This de-fuzzified value is used the 

type 1 and the security level given for the ‘Patient Name’. According to Table 3.10, this is under 

the ‘High’ security level and can be said that the Patient Name’s security level is ‘High’ 

according to type 1. 

Table 3.14 will show a comparison of the type-1 and interval type-2 using some of the 

health database’s attributes. Both evaluator’s input security levels are compared using type-1 

and interval type-2 and their corresponding outputs. 

Table 3.14 Results for selecting the exact health data’s security levels using two evaluators (experts) 

from IT2FL and comparing it with T1FL. 

Health Database 

attributes 

Evaluator 1’s 

input security 

level 

Evaluator 2’s 

input security 

level 

Exact output 

security level 

using Type-1 

Exact output 

security level using 

interval Type-2 

Patient No 5 4 6.15 10.7 

Patient Name 10 12 26 13.235 

Blood group 20 15 17.5 32.94 

Date of Birth 5 15 12.5 10.8 

 

 

From the health database example and the given Table 3.14 outputs can claim how 

effective the interval type-2 for to classify data security levels in a database. However, the health 

database example has demonstrated how to apply equations using the IT2FL to evaluate the 

security level. This will further clarify from the below explanation and application (Afshar et 

al. 2017). 

3.4.3 Applying the IT2FL method for data security to the created health database: 

 

To make a clear understanding and to compare appropriately, all the mentioned formulas 

are used below with the created database. Here, this research has applied T1FL and IT2FL to 

the forged database developed for the health sector. From the simulation-based health database, 

the below table shows some of the entities for an eHealth-related database that have been 
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created. Following is the real application that can make a transparent understanding of the 

differences and the importance of the IT2FL system when applying to the database’s attributes. 

The following spart of the health database consists of entities, attributes, and their allocated 

attribute codes. For more information and more attribute detail please see Appendix A. 

 

Table 3.15 Health data entities, attributes, and attribute code from a simulation-based health database 

 

Health data entities, attributes, and attribute code 

Entity Name Attributes Attribute code 

Patient Patient No c11 

 First Name c12 

 Last Name c13 

 Telephone No c14 

 Gender c15 

 Weight c16 

 Height c17 

 Address c18 

 Driving License c19 

 Date of Birth c110 

 Blood Group c11 

 

Medicare Medicare No c21 

 Patient No c22 

 Expiry Date c23 

   

Diagnosis Diagnosis No c31 
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 Blood pressure c32 

 Body Temperature c33 

 Type of Test c34 

 Description No c35 

 Date of Diagnosis c36 

 

Test Test No c41 

 Test Name c42 

 Test Result c43 

 Time c44 

 Date c45 

 

The 3.15 table’s attributes have applied the evaluator’s different security levels using Equation 

49, and Equation 50 to identify the centroids. Further, FOUs for some important attributes for 

evaluators (evaluator 1 and evaluator 2) are depicted in Table 3.16 see more in Appendix B. 
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Table 3.16 FOUs for the important attributes of the evaluators 

FOUs for the important attributes of the evaluators 

Attribute code FOUs 

Evaluator 1-FOUs Evaluator 2-FOUs 

c11 ((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), (1, 0.75), (1.25,0)) ((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 0.75), (2, 0.75), 

(3,0)) 

c12 ((1,0) (2,1)(3,0)), ((1.25,0), (1.5, 0.72), (1.75, 0.72), (2,0)) ((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), (2.5, 0.75), 

(3,0)) 

c13 ((2,0) (3,1)(4,0)), ((1,0), (1.25, 0.73), (1.5, 0.73), (1.75,0)) ((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), (4, 0.74), 

(4.5,0)) 

c14 ((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), (1.75, 0.72), (2,0)) ((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), (4.5, 0.7), (5,0)) 

c15 ((4,0) (5,1)(6,0)), ((1.5,0), (1.75, 0.71), (2, 0.71), (2.25,0)) ((4,0) (5,1)(6,0)), ((4.5,0), (5, 0.7), (5.5, 0.7), (6,0)) 

c16 ((5,0) (7,1)(9,0)), ((5.5,0), (6.5, 0.75), (7.5, 0.75), (8.0,0)) ((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 0.8), (8,0)) 

 

c17 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), (8.5, 0.74), (9,0)) ((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), (6.25, 0.8), 

(7.25, 0.8), (8.25,0)) 

c18 ((7,0) (9,1)(11,0)), ((7.5,0), (8.5, 0.73), (9.5, 0.73), (10,0)) ((4.5,0) (6.5,1)(9.5,0)), ((5.5,0), (6.5, 0.8), (7.5, 

0.8), (8.5,0)) 

c19 ((8,0) (10,1)(12,0)), ((8.5,0), (9.5, 0.72), (10.5, 0.72), 

(11,0)) 

((5,0) (7,1)(10,0)), ((6,0), (7, 0.8), (8, 0.8), (9,0)) 

c110 ((9,0) (11,1)(13,0)), ((9.5,0), (10.5, 0.71), (11.5, 0.71), 

(12,0)) 

((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 0.8), (8.5, 

0.8), (9.5,0)) 

 

c11 

((9.5,0) (10.5,1)(11.5,0)), ((10,0), (10.25, 0.75), (10.75, 

0.75), 

(11,0)) 

((8,0) (9,1)(10,0)), ((8.5,0), (9, 0.8), (9.25, 0.80), 

(9.75,0)) 

 

c21 ((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), (1.75, 0.72), (2,0)) ((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), (4.5, 0.7), (5,0)) 
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c22 ((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), (1, 0.75), (1.25,0)) ((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 0.75), (2, 0.75), 

(3,0)) 

c23 ((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), (1.25, 0.74), (1.5,0)) ((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), (2.5, 0.75), 

(3,0)) 

   

c31 ((5,0) (7,1)(9,0)), ((5.5,0), (6.5, 0.75), (7.5, 0.75), (8.0,0)) ((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 0.8), (8,0)) 

c32 ((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 0.71), (11.5, 0.71), 

(12,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), (4, 0.74), 

(4.5,0)) 

c33 ((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 0.71), (11.5, 0.71), 

(12,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), (4, 0.74), 

(4.5,0)) 

 

c34 

((10.0,0) (11,1)(12,0)), ((10.5,0), (10.75, 0.74), (11.25, 

0.74), 

(11.5,0)) 

((9,0) (10,1)(11,0)), ((9.25,0), (10.25, 0.75), (10.5, 

0.75), (11,0)) 

c35 ((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), (1, 0.75), (1.25,0)) ((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 0.8), (8.5, 

0.8), (9.5,0)) 

c36 ((11,0) (12,1)(13,0)), ((11.5,0), (11.75, 0.72), (12, 0.72), 

(12.5,0)) 

((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 0.8), (8,0)) 

 

Once identifying the FOUs of both evaluators centroid identification is done using Equation 50. 

Comparing the values with the T1FL system with IT2FS is the next important step. Below Table 

3.17 provides the corresponding classification for the output range. Then Tables 3.18 and 3.19 

provided the centroid score calculated for each evaluator’s different attributes of the health 

database, for T1FL and the IT2FL method. Then T1FL and the IT2FL centroid values are 

compared with each other for comparison. 
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Table 3.17 Range and the corresponding classification for the final output 

Range and the corresponding classification 

Range Classification 

(0-3) Very Low 

(3-6) Low 

(6-9) Medium 

(9-12) High 

(12-15) Very High 

 

Below two graphs below show how the data security level for the attribute ‘First Name” 

works for T1FL and IT2FL methods. The centroid is changing in the IT2FL method as it uses 

UMF and LMF to identify the most suitable security level value for “First Name”. According 

to the calculations using the T1FL the centroid value for the first name by the evaluator 1 is 2, 

and the IT2FL value is 1.900128393. This proves the IT2FL systems applicability rather than 

the T1FL to identify the most suitable security level for the health database attributes. The below 

graph (Figure. 3.19) illustrates evaluator 1’s T1FL security level for attribute ‘First Name’. The 

graph (Figure. 3.20) illustrates the pictorial interpretation of these attributes which same way 

apply to the IT2FL system (Afshar et al. 2017). 

 

Figure 3.19: Comparison of Evaluator 1’s T1FL, and IT2FL security level for attribute ‘First 

Name’ 

Evaluatorl Evaluatorl 
TlFL security leve l for attribute 'First N ame' IT2FL security level for attribute 'First Name' 

1 1 C=l .900128 393 

0.5 0.5 

0 2.5 5 7.5 10 5 7.5 10 
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Figure 3.20: Comparison of Evaluator 2’s T1FL, and IT2FL security level for attribute ‘First 

Name’ 

 

The below tables summarize and compare the evaluations done by the different expert 

evaluators of the security level on each of the health database attributes both using T1FL and 

IT2FL (Afshar et al. 2017). 

 

Table 3.18 Final security levels for health data attributes by the evaluators using T1FL 

Final security levels for health data attributes by the evaluators using T1FL 

Attribute code Evaluator 1 Evaluator 2 

Centroid Classification Centroid Classification 

c11 1 Very Low 1.833 Very Low 

c12 2 Very Low 2.333 Very Low 

c13 3 Low 3.333 Low 

c14 4 Low 4.667 Low 

Evaluator2 Evaluator2 
TlFL security level for attribute 'First Name' IT2FL security level for attribute 'First Name' 

1 1 

0 .5 0.5 

0 2.5 7.5 10 7.5 10 
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c15 5 Low 5 Low 

c16 7 Medium 6.5 Medium 

c17 8 Medium 6.583 Medium 

c18 9 High 6.833 Medium 

c19 10 High 7.333 Medium 

c110 11 High 7.8333 Medium 

c11 10.5 High 9 High 

 

c21 4 Low 4.667 Low 

c22 1 Very Low 1.833 Very Low 

c23 2 Very Low 2.333 Very Low 

 

c31 7 Medium 6.5 Medium 

c32 11 High 2.333 Very Low 

c33 11 High 3.333 Low 

c34 10.5 High 10 High 

c35 7 Medium 7.8333 Medium 

c36 12 High 12 Very High 

 

c41 1 Very Low 1.833 Very Low 

c42 9 Medium 6.833 Medium 

c43 9 Medium 13.333 Very High 

c44 11 High 5.833 Low 

c45 12 Very High 12 Very High 
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Table 3.19 Final security levels for health data attributes by the evaluators using IT2FL 

 

Final security levels for health data attributes by the evaluators using IT2FL 

Attribute code Evaluator 1 Evaluator 2 

Centroid Classification Centroid Classification 

c11 0.965 Very Low 1.66 Very Low 

c12 1.900128393 Very Low 2.305 Very Low 

c13 2.565 Very Low 3.434 Low 

c14 3.371323529 Low 4.534 Low 

c15 4.181 Low 5.1 Low 

c16 6.948 Medium 6.5 Medium 

c17 7.943798179 Medium 6.648170732 Medium 

c18 8.944261632 Medium 6.898170732 Medium 

c19 9.944730061 High 7.398170732 Medium 

c110 10.32839553 High 7.898353659 Medium 

c11 10.5 High 9.09375 High 

 

c21 3.371323529 Low 4.534 Low 

c22 0.965 Very Low 1.66 Very Low 

c23 1.761363636 Very Low 2.305 Very Low 

 

c31 5.948 Low 5 Low 

c32 10.32839553 High 3.434 Low 

c33 10.32839553 High 7.898353659 Medium 

c34 10 High 10.09385714 High 
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c35 6.948 Medium 6.5 Medium 

c36 11.98448276 High 11.95194805 High 

 

c41 0.965 Very Low 1.66 Very Low 

c42 8.944261632 Medium 6.898170732 Medium 

c43 13.76 Very High 13.55107395 Very High 

c44 11.17689822 High 6.9 Medium 

c45 11.17689822 High 11.95194805 High 

 

 

Figure. 3.19 and Figure. 3.20 demonstrates the outcome of the attribute ‘First Name’ 

calculations which is centroids of T1FL and IT2FL, as well as a comparison between the 

evaluations obtained using T1FS and IT2FS calculations. Further, Table 3.18 and Table 3.19 

reviews the centroid of the T1FS and IT2FL centroid and the best match linguistic term for each 

attribute’s security level (see Appendix C and D for more attributes and their security levels). 

This evaluation shows both methods acquired security levels for the selected attributes of the 

health database (see Table 3.18 and Table 3.19). The health database example further 

demonstrates how the e-health data security level identification by the different expert 

evaluators procedure is carried out using T1FS and IT2FS. Contrast between IT1FS and IT2FS 

in health data security level classification from the health database (see Table 3.18 and Table 

3.19), can distinguish how the different reviewers’ opinions have changed over the results (see 

Appendix C and D for more attributes and their security levels). Nevertheless, IT2FS 

demonstrates a better strategic solution when classifying health data for security purposes 

(Afshar et al. 2017). 

Equating the attributes of security level results demonstrates how effective maintaining 

flexibility in selecting a proper security level is to switch the linguistic uncertainties in health 

data. This makes it more possible to evaluate the membership degree by considering positive 

and negative fuzzy values in the health data sector (Afshar et al. 2017; Naim & Hagras 2012; 

Naim & Hagras 2013). 
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3.5 Results and Analysis 

 

This chapter at the beginning has explained the method used in this research applying 

mainly the IT2FL for data classification. This research has explained RBAC and blockchain in 

this research only to suggest how RBAC and blockchain are important for this type of data 

classification and how it enriches the data classification. This section firstly will provide a 

summary of the simulation-based database described earlier. Then how analysis and result of 

this database data classification using IT2FL? 

In the beginning, a constructed health database was created. This health database 

consists of most of the relevant health-related data. However, this could be expanded to the 

requirement of the organisation. This database consists of entities and their relevant attributes 

related to the health sector. Apply this formed database data to the IT2FL and compare it with 

the T1FL is the next step and it has given in Table 3.18 and Table 3.19. For further comparison 

below Appendix C and D. For the attributes in the database, an attribute code has given for each 

of them. This code can see from the Table 3.18 and Table 3.19. From the Table 3.18 it has clearly 

illustrated the final security levels for health data attributes by the evaluators using T1FL. Using 

the centroid values in both tables mentioned Table 3.18 and Table 3.19, can identify the 

evaluator 1’s and evaluator 2‘s data security level classifications. In summary, using this 

approach can identify how the evaluator’s values change even in a slight manner. The final 

calculation as a percentage can be given for evaluator 1 as 96% changes in centroids and 16% 

in our identified classifications. For evaluator 2,  the final calculation as a percentage can be 

given as 92% changes in centroids and 20%  for classification. In another way, from T1FL to 

IT2FL it showed results of 94% centroid changes and 18% classification changes.  This will 

clearly prove how IT2FL could be applied to classify data. These results could be further 

improved using RBAC and blockchain as discussed in the 3 and later in Chapter 4.  

The first and the second research questions are ‘How to classify and encrypt only 

relevant and critical data in eHealth sector?’ and to the question ‘Can fuzzy logic’s interval 

type-two fuzzy logic (IT2FL) system along with Role-Based Access control (RBAC) provide a 

better system to classify relevant and critical data along with the big data in eHealth?’. The last 

question is ‘How to balance and secure the classified health data in health under different 

organisation’s security and privacy policies and government required security and privacy 

policies?’. This was explored in the earlier section using IT2FL and T1FL comparison. From 
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the Table 3.18 and Table 3.19 with the centroid values the comparison is directly address the 

research questions. 

 

 

 

 

 

Final security levels for health data attributes by the 

evaluators using IT2FL 
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Final security levels for health data attributes by the 

evaluators using T1FL Title 
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Figure 3.19 Final security levels for health data attributes by the evaluators using T1FL 

Figure 3.20 Final security levels for health data attributes by the evaluators using IT2FL 
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The first research question has answered firstly using the literature review by providing 

the benefits of the IT2FL system. This was explained in detail in the chapter two in literature 

review as well as in the first part of this chapter explaining IT2FL for eHealth data security. The 

second and last research questions were investigated by applying IT2FL and comparing it with 

T1FL which has been explained and illustrated earlier in this chapter. Further in final part in this 

chapter using the Tables 3.18 and 3.19 the result presented using two-line graphs to compare the 

difference with the T1FL and IT2FL. As previously shown in tables (Tables 3.18 and 3.19) 

Figures 3.21 and 3.22 with comparison prompted using line charts. The results of this 

comparison of IT2FL and T1FL clearly provided how the security level vary when apply IT2FL 

and within the different evaluators. See (Figures 3.21 and 3.22 ). This line charts shows the 

results of the security levels and provided how the results changes when applying the IT2FL 

and T1FL. Also, it further illustrated how the evaluators security values change in IT2FL. By 

evaluating both line charts, both evaluators’ values are changing when apply it to IT2FL which 

also has the ability and has the capacity to synthesize a large degree of variables and the 

tolerance for an uncertain crisp input. Further, from the results, the IT2FL is proved that it is 

much more suitable than T1FL for uncertainties that are inherent to natural language of their 

ability to identify the linguistic ambiguities using more accurate method. 

3.6 Interval type 2 fuzzy logic system along with the role-based access control (RBAC) 

 

When referring to the access control, it required to consider who is accessing? and what 

are they accessing? and who knows who is accessing? Commonly there are several types of 

access controls used, namely discretionary access control (DAC), mandatory access control 

(MAC), and role-based access control (RBAC) (SailPoint 2022). Role-based access control 

(RBAC) was developed in the 90s for dealing with and imposing security in substantial 
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organisations worldwide. The access control manages the ability to perform the permissions to 

access the information which are associated with roles in an organisation. 

Any system that stores information can only be accessed by authorised users. Normally, 

in any organisation, the users are assigned to appropriate roles. The access control of the 

computer system defines whether specific users or processors can access system resources or 

not, and their allowed access type (Oh &Park 2003; Park, Sandhu & Ahn 2001). 

The access privileges in RBAC are constructed by collecting variables that map back to 

the organisation. The variables such as profession, job type, resources needed for the job, nature, 

location, task priority, and more. Generally, most organisations prefer this approach because it 

is straightforward to a set of personnel based on the kind of resources, they need access to. For 

example, in the health sector, someone in human resources does not need access to the health 

record materials of a patient, and general employees do not need access to other employees’ 

salaries or patient’s bank details (SailPoint 2022). 

RBAC provides an adaptable method that enhances visibility and the validation of the 

information as maintaining data protection against any data breaches. In the RBAC each user 

is assigned to their required role and their allocated tasks and privileges. Figure ( 3.21) shows 

how the RBAC works in an organisation. 
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Figure 3.23: Role-Based Access Control in an Organisation 

 

 

Protecting all kind of big data information is a massive process. Protecting big data from 

the unauthorized personal’s is even more important in the health sector. Health data’s 

sensitivities is massive as they are handling and transfer more sensitive data than other sectors. 

Further, health sensitive information is data that must be guarded from unauthorized access and 

unwarranted disclosure to maintain the information security of the health sector (Zettaset. 

2022). Health sector consists of highly sensitive data such as blood group, date of birth. 

Insurance details etc. 

The importance of the sensitive data protection could be explained using an example. 

 

[ Role-Based Access Control l 
Users are assigned to their Permissions are authorised 

Resources 
roles by Admin for users using RBAC 

A RBAC ., 
User 1 Read/Write/ Execute ~ 

0 
t 1 (J 

~ t p User 2 Read/ Execute 

A Ii;] ~ User 3 Read/Write/ Execute 

0 
(J 
User4 Read-only ~ 
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Example- Creating a false document: 

 

Realising a person’s Centrelink number, Medicare number, date of birth and father’s 

maiden name makes it easier to apply for a credit card in their name or a health plan makes it 

easier to create a misleading document. In health sector, expansion of big data and new 

technologies has provided sensitive data available for inspection by other third parties. Now a 

days most sensitive data such as patient’s personal information, medical records, lab reports 

and insurance are distributing across verity health sector related organisations. This information 

will make easy for unauthorized personals to request a license, or health, or disability insurance. 

Firstly, this research has identified the most important data for to provide the data security. Now 

it is important to secure these data from the unauthorised personals. This means, even though it 

can classify health data according to the importance using IT2FL system, it required to protect 

those classified data from the unauthorised personals (Harnal & Chauhan 2018; Zettaset. 2022). 

The data is initially secured using data encryption, however eHealth-related data 

required to be safeguarded at the application level as well. To increase such security using IT2FL 

system they need to detect and provide proper security measures to avoid unauthorized access. 

For this purpose, the user’s security level can be blended with the IT2FS health data 

classification. The user’s security levels can be identified by applying role-based access control 

along with the IT2FL system. Role-based allocation can be arranged by pre- allocation and 

defining the role’s access levels. The users' access levels can be identified according to their 

role by managing role provisioning. (Mohammadian & Hatzinakos 2017). IT2FL system along 

with the role-based access control (RBAC) now will provide a better level of data security in 

the health sector. Table 3.20: provides data security access levels and the descriptions at the 

application level. 
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Table 3.20 Data security access levels description 

 Security Description 
D

a
ta

 S
ec

u
ri

ty
 L

ev
el

 

VERY 

 

HIGH(VH) 

Access level is very high. (Top Secretes) 

HIGH(H) Can Access Secrete and requires protection 

MEDIUM(M) Can Access Confidential data 

LOW(L) Access level is low 

VERY 

 

LOW(VL) 

Can Access limited data 

 

 

Further RBAC with their access privilege can be illustrated using a security access control 

table as below Table 3.21. 

Table 3.21Data security access levels according to the role 

Data security access levels according to the role 

Role-ID Role Description 
Security Access Level on Task 

Read Only Write Update View 

R001 Practitioner VH VH VH VH 

R002 Nurse H M M H 

R003 Health professional VH M M VH 

R004 Medical Student M VL VL M 

R005 Information Officer M M M M 

R006 Lab assistant M M M M 
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Based on the Table 3.21, for example in this health database, a Practitioner have a very 

high security level which can access and update to many databases, a nurse can access a 

patient’s pathology-related data according to the given access privileges as well as a patient can 

view his or her information on the system. Additionally, a patient cannot open other patient’s 

pathology information even in read mode. Any health-related system can use RBAC to access 

the system by only the authorised personnel (Al-Zubaidie 2019). Figure 3.23 provides the 

classification of users into roles, and each position has privileges and rights considering data 

access. 

 

 

Figure 3.24: Role-Based Access Control For Health Sector 

 

(Wallarm 2022) 

 

Firstly, the health users are assigned to their roles by the admin. For the second step to 

authorise the authorisation to the users can use RBAC system explained (see Figure 3.24) 
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(Wallarm 2022). This will provide the authorization to the users which required to access the 

data. However, this research is mainly focusing on the fuzzy logic data classification and RBAC 

classification method could be done more in future research. Further, every position in the 

system is designated for the job of the user in the organization allocated (Al-Zubaidie 2019). 

 

3.7 Chapter Summary 

 

Previous researchers in this field have shown and attempted to compare different data 

classification methods by other models. However, in this research, has shown to validate the 

results from IT2FS from the IT1FS. This is done by comparing the IT2FS and IT1FS’s centroid 

values. From the final calculation of evaluator’s selection of data classification calculated as a 

percentage. The  percentage can be given for evaluator 1 as 96% changes in centroids and 16% 

in our identified classifications. For evaluator 2,  the final calculation as a percentage can be 

given as 92% changes in centroids and 20%  for classification. Overall, it showed results of 

94% centroid changes and 18% classification changes. This will prove how IT2FL better than 

the T1FL and prove how IT2FL could be applied to classify data.  

This chapter suggested a method that combines IT2FS with RBAC. The chapter has 

provided user’s security levels which has blended with the IT2FS health data classification. 

From the IT2FL application to the health sector data classification which delivers an inclusive 

appraisal from a group of assessors to make the intelligent decisions for data classification based 

on the aggregation of users’ authorisation level and preferences from the organisations. The 

concepts of fuzzy sets and interval type-2 fuzzy logic are well suited when dealing with the data 

security level identification of the health sector. Further, the proposed system is projected to 

switch the linguistic uncertainties in health data. This makes it more possible to do an evaluation 

of the membership degree by considering different values in the health data (Naim & Hagras 

2012; Naim & Hagras 2013). 

Along, with the data classification using IT2FS, this research is suggesting applying the 

level role-based data classification also to protect health data from unauthorized access (Afshar 

et al. 2017). In addition to the IT2FS and RBAC, the blockchain technology could be applied 

once data required to be transferred.   The next chapter 4 will explain how the blockchain could 

apply for data security. 
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Chapter 4  

 

Blockchain technology in health data security 

 

4.1 Background 

 

The importance of an accurate health sector is to improve the quality of life and save 

lives. Data protection is a critical element of the health sector. With the advanced technology 

development today, usually the health-related data are managed, transferred, and stored 

electrically. Using the IT2FL health data classification can be done and the classified data from 

the health database is now required to transfer to the required destinations. All through the data 

transaction, the data become at increased risk of invasion of privacy, identity theft, data 

breaches, viruses, and malware (Khezr et al. 2019). The health sector stands for any kind of 

preventive measures that assist to protect and secure eHealth data. One of the main reasons that 

the health sector data are at risk are the sector includes a high amount of sensitive data such as 

date of birth, patient name, Medicare or social security numbers, blood group, etc. (Ciphertex 

2021). 

Similarly, in most other industries, the health sector also requires interoperability to 

ensure that everything operates efficiently in the health community. One of the main challenges 

involve in eHealth data is to protect them without any complexity. The other challenge is to 

evaluate the veracity of data under the information complexity and its velocity. Moreover, 

eHealth big data exceeds the capacity of the conventional database today. This unprecedented 

growth of data could be structured, semi-structured, or unstructured. Also, they are collected 

from different sources of different sizes. These various types of data can be from emails to 

medical reports, and forms. Because of these differences, it is also, facing another challenge to 

classify and prioritize these data before securing them. However, EHR (Electronic Health 

Records) related data is required to exchange and transfer securely throughout the health sector 

environment without any risk (Khezr et al. 2019). The blockchain offers the ability to improve 

data integrity and it also provides and distributes the EHR data securely in the health 

community. 
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4.2 Literature review of blockchain in the health sector 

 

Blockchain technology has a variety of benefits to the social and economic system. 

However, it is a new technology that has the potential to apply in numerous sectors in the world. 

Due to this reason, there were only a very few experiments done on this technology, especially 

those related to health data security. 

Mohsin et al. 2019 have discussed blockchain authentication of network applications in 

their research. Recently, the validity of information has been reformed with the development of 

blockchain. This technology verifies the transaction by the more participants in the related 

network. The data about the participants of the transaction along with a digital signature and 

the information about the specific block is transferred through this technology which gives more 

authentication to the information. Mohsin et al. in their study tried to discuss blockchain 

applications. A systematic evaluation of achieving authentication in different fields using 

blockchain technology has been discussed in detail. Notably, they have discussed the benefits 

of this technology, challenges, and solutions to these issues. They have reviewed this blockchain 

in very few different fields using related literature. They targeted the fields such as the Internet 

of Things (IoT), cloud computing, artificial intelligence (AI), and telemedicine. Mohsin et al. 

2019 has discussed a few relevant topics in this area on telemedicine applications. The main 

important part to extract from this study is the health sector-related data authentication which 

applies to health data security (Mohsin et al. 2019). 

Applying a proper security control to protect information is ensuring the secureness and 

the business stability of the valuable information transmitted through networks. Information 

required to transfer securely along with data velocity is an especially important necessity today, 

especially in the health sector. The high level of data security offered by the blockchain 

particularly attracts a lot of organizations today. By accumulating valuable information 

throughout a decentralized computer network, the task of compromising data come to be much 

more difficult to hack (IBM Corporation 2021). 

At glance, ‘Blockchain’ is a decentralised peer-to-peer digital network protocol that is 

used to share an unchangeable ledger for recording transactions, tracking assets, and building 

trust. The blockchain is an ideal contemporary technology for transferring data through any 

network because it consists of a reasonable number of good features that are required for many 
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systems. It provides entirely transparent information kept on immutable registers, which can be 

opened only with the permission of network participants (IBM Corporation 2021). 

Srivastava et al. stated an appealing view that they have proposed a blockchain-based 

solution to enhance the security and the privacy of virtual circuit-based devices such as UAVs 

(Unmanned Aerial Vehicles), Drones, and similar other IoT-based devices. Firstly, using the 

related existing drone applications, they have prominently provided the current security 

challenges involved when using drones. In this work, they have envisioned enhanced data 

privacy and storage techniques. To reach to this Srivastava et al. have proposed a method that 

consists of unique features such as immutability, tamper-proofing, transparency, security, and 

effective distribution. Their proposed system used blockchain technology and cloud-based 

architecture that used to capture data and generates an automatic intruder alert if there is any 

unauthorized access involved. This paper provides a good sensory description of how 

blockchain technology provides better security protection for sensitive information (Srivastava 

et al. 2020). 

The growing concerns related to medical data protection have been discussed  for 

various reasons. Intruder attacks and interoperability are the most important considerations to 

thinking and applying more efficient data security methods in today’s world. Vazirani et al. in 

their research addresses these issues and provided considerable suggestions using blockchain 

technology. In this study, they have emphasized the lack of interoperability is one of the main 

reasons for system breakdowns and medical-related errors. Further, they also stated that 

blockchain can be applied in various aspects of the health sector. Fraud detection and prevention 

and electronic medical record management are some of the main important areas that they have 

highlighted. It is highlighted that hacking and interfering are tricky under blockchain 

technology due to its distinct qualities. The main character in this technology is data validation. 

This utilizes cryptographic proof to validate records and it required authorization from the 

involved parties. Further data analysis and strategies involved in machine learning have been 

applied at the same time as data encryption. In the blockchain, a set of pre-agreed rules holds 

out this cryptographic validation which is mostly supported for data security and ensures health 

data privacy and authenticity of access (Vazirani et al. 2020). 

Brogan et al. has published a work that focused on how authenticating health activity data 

using a distributed ledger. They build up their research along with the previous work related to 

blockchain and Fast Healthcare Interoperability Resources (FHIR). They argued this will 
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promote the development of the health big data warehouses. A detailed discussion has been done 

on interoperability and how mainly the health-related information stored in wearable devices 

should transfer these data to a distributed ledger. They have used IOTA’s Masked Authenticated 

Messaging (MAM) as the application layer and each wearable device was configured to 

transmit data through a restricted MAM channel. IOTA is a distributed ledger that enables to 

design and do then transactions between machines and the IoT (Internet of Things) 

environment. This distributed ledger and MAM enable to ‘collect’ and ‘share’ the patient’s 

authenticated encrypted information on their medical requirements. The paper although, 

prevents detailed discussion on the possible threats and subsequent solutions. This study 

required more discussion on the IOTA network and token success when capturing data from 

IOTs. Also, they tried to distinguish their proposed method from the blockchain’s distributed 

ledger and highlighted its expensiveness and latency. Further, they required more attention on 

intruder attacks as well because they are not using traditional blockchain ledger systems 

(Brogan et al. 2018). 

4.3 Blockchain 

 

Blockchains are decentralised peer-to-peer (P2P) digital network protocols, which 

launched the innovative concept of developing new software applications for secured data 

transactions. This technology works using distributed ledgers which allow storing hundreds and 

thousands of transactional data around the world using the internet as stated previously. Every 

blockchain is a combination of distributed networks via the internet, private key cryptography, 

and a protocol governing body. This has been used mainly for handling cryptocurrency as a 

payment system.  

In detail a block in a blockchain, stores three different kinds of information. The 

information about the transaction, which is going to happen, the main data about the participants 

of the transaction along with a digital signature, and the information about the specific block 

which can be used to distinguish the block from the other blocks. A block stores firstly, 

information about the transaction data which involved the date, time, and the amount of the 

transaction or the data going to be transacted. Secondly, it stores the information about the 

participating parties using a digital signature. Finally, it stores information about the relevant 

block to distinguish it from the others using a unique code called ‘Hash’ which has mentioned 

earlier. The hash uses cryptographic proof for data validation. It is a cryptographic code created 
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by a special algorithm called Digital Signature Algorithm (DSA) to protect information from 

third-party adversaries. 

The magnificence of the blockchain is, that it provides a high level of data integrity in 

exposing information to different stakeholders via data transmission. The data consistency and 

rigid adherence of the data use, processing, and storing through the P2P network using 

blockchain ensure the safety via transactions. This may be public or private data distribution 

available to store any kind of information to any kind of user. (Khezr et al. 2019; Vazirani et al. 

2020; Singhal, Dhameja & Panda 2018). 

4.4 Importance of Blockchain in health data security 

 

Millions of dollar bills have been infused into the health sector to support and protect 

health-related information. However, there are still most heath sector organisations use legacy 

systems and inadequate or unsecured network security systems (Ciphertex 2021). As 

mentioned, earlier blockchain technology uses public-key cryptography to ensure the 

information in many sectors. This influence came into the health sector. It is one of the main 

methods that could be used to protect health-related data when information transferring across 

the electronic media. This blockchain technology does a great job when it faces the 

sophisticated constant phishing attacks nowadays (Mbonihankuye, Nkunzimana & 

Ndagijimana 2019; Vazirani et al. 2020). Further, nowadays most health sector organisation’s 

transactions often use centralized systems, and all health information is, controlled and 

managed by third-party organisations. 

 

4.5 Protecting and transferring classified health data in the health sector under different 

organisations and government-required security and privacy policies 

 

In general, any transaction process done through digital media through a centralized 

method required third-party involvement rather than the two main parties’ involvement. 

Blockchain technology has been introduced to overcome this third-party involvement. This will 

lead to stopping or reducing the risk of data privacy violations (Yli-Huumo 2021). 
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As earlier stated blockchain is a distributed database or a ledger that everyone who has 

a copy can add a new record to the database. However, the main feature is anyone cannot change 

any existing records. A typical blockchain can be looked at below in Figure 4.1. 

 

 

 

 

The characteristic that ‘no change allowed’ make the blocks agreed to record data 

transparently. Further typical blockchain Structure can be illustrated below in Figure 4.2. In 

general, the operations which are called transactions are validated by a group of nodes. These 

nodes will then be documented in a block. As given in Figure 4.2, a block is comprised of a 

header and a body. The block’s header part comprises the hash of the previous block, timestamp, 

Nonce, and the Merkle root. Further, the value of the hash is computed by way of giving the 

header of the previous block to a hash function (Yang, Li & Marstein 2021). This means the 

hash of the previous block is stored in the current block. However, this assurance altering on the 

previous block will be competently detected. The nonce is also another feature that is used to 

create and verify the block. The timestamp is used to record the time when a block is created. 

The Merkle tree is a binary tree with each leaf node encoding the blockchain data in an effective 

and secure method. At the end of the block in the body, the transaction data are stored (Yang, 

Li & Marstein 2021). 

 

 

 

Figure 4.1 The Blockchain Overall Data Structure 
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This technology can be used in health data protection as mentioned earlier as well as 

this could apply along with the government related security policies. Also, the government 

related security policies required to follow when transferring data from one place to other. 

Mainly to protect data from unauthorised access. In general, when transmitting data using other 

digital technologies intruders can easily change the information. For example, someone can 

change patients’ sensitive information and can make illegal transactions through these changes. 

Therefore, instead of collecting, storing, and transferring information via conventional 

electronic media under the government policies, the health sector can transfer these using a 

blockchain. This can keep track of health data securely and verify their integrity. Self- executing 

contracts which are called smart contracts make an important role in this blockchain technology. 

Smart contracts which are written in codes include the terms and conditions agreed upon 

between the main two parties. The code and the agreements contain exist throughout the 

decentralized blockchain (Frankenfield 2021). Going further with the smart contract it can 

validate these health data and store this information on a blockchain to allow only authorised 

personals.  

For example, when entering ‘Patient Name’ to a blockchain, this will create a secure and 

digital certificate for each patient, which everyone can see who has the access privilege with no 

tampering. On the other hand, the patients could store their identities on the block and choose 

Figure 4.2 The Blockchain Data Structure 
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what information to be exposed to. Further, this means the patients can do transactions with 

little information such as name and card details and without revealing other information such 

as their pin and blood group. This could be applied to any other entities and their attributes 

provided in the health database designed in this research (see the database entities and attributes 

provided in Table 3.1. Moreover, see Figure 4.3. for further clarification on how to enter a 

patient’s name into ‘Node z’ in a blockchain (Decuyper 2018). 

 

 

 

In this technology private and public keys are produced for each node for each user, and 

it uses one-way encryption, allowing any type of data to store reliably (Frankenfield 2021). 

Further, this P2P network receives the node check messages. Also, when sending information 

through this technology the sender signs and the receiver verifies using their own private key. 

If the processed message is accurate, tally, and confirms both parties’ security of the system, then 

it used an algorithm called consensus. This process is called ‘Proof of Work’ and after this, the 

information is stored in the block (Khezr et al. 2019; Vazirani et al. 2020). 

Figure 4.4. illustrate how both parties (sender and the receiver) progress on a transaction 

of data passes through. It shows how the sender sends the receiver’s public key and signs the 

sender’s private key throughout the data transaction on progress. Moreover, how the receiver 

receives the sender’s public key and signs to accept it. Then the receiver sends the private key 

with the sign to the sender for authorization. This is indicated in Figure 4.4 with the verification 

from receiver (Vazirani et al. 2020). 

Figure 4.3 Entering the Patient’s name into the blockchain 
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In advance, the same process with DSA can be illustrated using the Figure 4.5 (Singhal, 

Dhameja & Panda 2018). In Figure 4.5, a sender that required to send health data securely has to 

send the health data message and then it will store as hash output along the sender sign the health 

information’s private key. This signed hash sends to the receiver (message with signed hash) for 

verification. Then the receiver verifies the senders public key and sign to receive the data securely. 

 

 

 

Figure 4.4 : How do data transactions work through a sender and a receiver? 

Figure 4.5 Process of Digital Signature Algorithm (DSA) 
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Conventionally, blockchain let to have a P2P network wherever non-trusting users can 

interact and validate each one without the necessity of a third party. To achieve the required 

target  this research is implying to consider the blockchain technology as a set of interrelated 

systems (Casino, Dasaklis & Patsakis 2019). In Figure 4.6. demonstrates a symbolic 

interpretation of blockchain-based architecture for health data security. 

 

 

 

Initially in this research, the conceptual level of the blockchain-based architecture for 

health data security can be arranged into five main layers (Figure 4.6). From top to bottom, the 

first layer is representing the blockchain users and the main stakeholders involved in the health 

system. After the blockchain platform was created using blockchain technology, only the second 

layer comes into an effect, which is the eHealth application layer. It consists of many integrated 

applications on its platform such as data management, AI, machine learning applications, IoT, 

etc. This application layer’s data management consists of information in health repositories 

provided in eHealth data sources. The supply chain-related applications mostly include clinical 

trials, manufacturing, and delivery of medical equipment information and transactions. IoT 

includes all connecting and influencing devices’ information in health sectors such as health 

Figure 4.6 A conceptual level overview of Blockchain-Based architecture in eHealth data security. 
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equipment and medical devices. It also includes data security applications. Most AI-associated 

applications are used in health for predictions and making decisions (Khezr et al. 2019). 

Layer three is the important layer in this discussion. The blockchain layer is the 

fundamental part of eHealth data security. This consist of the smart contract, data transaction, 

consensus, ledger, and the platform. 

All the blockchain-related health systems are made available for the elements of 

subjective reason to be put in to deal with the process, validate and sanction access to the health 

data transfer among the health stockholders such as doctors and patients. This secured data 

transaction process’s consent process is known as the smart contract (Vazirani et al. 2020). 

These contracts are implemented using distributed ledgers. The ledger maintains auditable 

records of medical interactions of all stakeholders who interact with the system. In the health 

sector, it may interact with Patients, Physicians, employers, pharmaceutical firms, Insurance, 

Government, the Public, Regulators, Business users, etc. (Yang, Li & Marstein 2021). The 

ledger will store the history of all health-related interactions and all medical information 

separately in a data repository. There are several platforms used recently in this technology such 

as Ethereum and Ripple (Ethereum 2022; Ripple 2022). In addition, each of the platforms of 

blockchains enables all the users to create and manipulate their own transactions. The fourth 

layer shows how the technical infrastructure facilitated the process of the blockchain and how 

the blockchain technology network works. As stated earlier it is a decentralized P2P distributed 

network which records the digital transaction transferred through this network. This has a shared 

ledger system that stores each of the interactor’s identical copies. If there is a change going on 

in the public ledger, it will reveal in all items after including the transaction in the ledger it is 

immutable. The final layer reflects all the eHealth data sources which come from different areas 

such as Hospital EHRs, data from IoT devices, patients’ and doctors’ information, and many 

other sources. These data are the foundation of the health sector which are required to maintain 

and secure using blockchain (Khezr et al. 2019). 

Mostly the health systems’ data are stored and used conventional data storage 

techniques. Different health organizations use different data storage techniques and use their 

data repositories. However, in most cases require information from other institutions and are 

required to transfer data to each other. This needs access privileges and needs a proper data 

security system. Therefore, only storing their data using conventional methods is not effective 

for today’s health world. On the other side, most data in the health sector are stored and shared 
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by using traditional data repositories, and cloud-based systems. Misconfiguration of the cloud 

atmosphere is a major security issue and cloud-based eHealth systems constantly have 

difficulties with a single point of failure. Further, it has the incompetence to challenge the 

involvement of intruder attacks. This inadequate protection of health data becomes an easy task 

for hackers and network attackers to gain unauthorized access to health institutions’ cloud- 

based resources (Gan et al. 2020). This is exposing the importance of another method of 

protecting health-related data. Further, outstanding advantages such as decentralization, non- 

damaging, instant traceability, increased efficiency, speed, automation, and openness have 

attracted blockchain technology and its applications in many sectors. (Gan et al. 2020; IBM 

Corporation 2021). 

 

 

Figure 4.7 The flowchart of health data classification, assigning, and upload to blocks 
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Figure 4.7 has (Figure. 4.7.) clearly states the steps involved in health data protection 

using FL data classification and blockchain methods. In the health sector data is firstly assessed 

by assessors. For this, research has used the IT2FL data classification, and then all classified 

data must assign the privileges given to each of the data.  

Using blockchain technology it can transfer the classified data to the relevant authorised 

person using blockchain. This can be further illustrated by the below diagram (Figure. 4.8). In 

this diagram health-related data can come from sources such as medical institutions, patients, 

doctors, nurses, third-party organisations, etc. These data can be transferred to each other as 

well in a secure method. As stated earlier for this it can use blockchain technology. All the data 

stored after being classified using IT2FL now is required to be transferred securely through any 

electronic media. Blockchain is suitable for this purpose as mentioned earlier in its advantages. 

Drastically, the health-related data is massive, and will mostly be stored in the local cloud, but 

the corresponding hash code will be stored in the health data repository. One reason for this is 

the importance of the block size of the blockchain. The other main reason is to store data 

according to its importance and sensitivity. Once collection and uploaded data from the data 

sources the health information can be uploaded to the data repositories. Along with the DBMS 

(Database Management Systems), IT2FL and RBAC as explained in chapter three can classify 

health data according to its priorities. The classified health data can be sent to the blockchain to 

provide the proper security to the health data. Since this research mainly concentrates on the 

IT2FL data classification to ensure data security in the health sector, further processes on 

blockchain will not be described in detail for succinctness (Gan et al. 2020). 
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Finally, these characteristics of blockchain technology offer a unique opportunity to solve 

the eHealth data security issues that arise when transferring data through the digital world 

(Prokofieva & Miah 2019). Blockchain technology can use to create a method of first 

identifying and accepting or rejecting the accessing medical data. Further, this will need to 

follow the policy recommendation from the organization related to health and patient 

recommendation. This further helps to determine health data protection by analysing data case 

by case rather than analysing it in a general manner (Finck 2019). This proves, that the 

blockchain can provide the capacity of forming new ways of data management and sharing 

health-related data securely. To transfer classified health data securely, this research is 

suggesting blockchain technology that inheritance the key elements of distributed ledgers 

(Brogan et al. 2018). Blockchain technology offers to transfer data securely through the internet 

and health data owners have the ability for that. This technology enables different levels of 

access control to the users who access data. In a decentralized database that stores all classified 

health data enabling the data transfer using smart contracts as mentioned earlier in this chapter. 

This chapter explained how data transfer through any media and how to apply a high security 

for health data. The whole process mentioned earlier mainly involves of classified data in the 

Figure 4.8 A diagram of the proposed method of IT2FL and Blockchain for health data  security 
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database, the blockchain and the storage provided by the cloud. Health data which distributed 

by the blockchain has supplied and ensure additional data security (Khezr et al. 2019). This 

chapter answering the research question ‘How to balance and secure the classified health data 

in health under different organisation’s security and privacy policies and government required 

security and privacy policies?’ by providing additional security for transfer the classified health 

data through ant media. The blockchain can connect all the devices consist of these health data 

and the entries on a blockchain can be applied and send to the authorised personals to access 

data. This would expedite health data by verifying authorised personals access using their own 

keys (Insider Intelligence 2022). 

This enables all authorised users to access those classified data securely without violating 

privacy (Yue et al. 2016). Although in this research has demonstrated and suggested how 

blockchain technology can apply to secure these classified data, it has more room for 

improvements in applying blockchain technology to health data prevention. 

4.6 Chapter Summary 

 

The best technology to secure data in any shared community is blockchain. As stated, big 

data mostly comprises of datasets which encompass structured, unstructured, and semi 

structured data. When transmitting these high volume and high velocity data many methods, 

tools and algorithms are used. However, the Blockchain technology offers a secure foundation 

for the transfer of data from one device to another in any shared community without the 

intervention of malicious personals (Banerjee et.al 2019). 

This chapter has targeted to discuss the fundamental of blockchain first and adopting 

this technology to the rising concerns associated to medical data protection. Further this chapter 

has proposed to use blockchain technology to store and transfer identified and classified only 

relevant and important data which have already classified using IT2FL system and no 

implementation of blockchain for the problem considered in this thesis is performed. 

 

 

 

 



136 

 

  



137 

 

 

Chapter 5  

 

Conclusion and Further Research Directions 

 

5.1 Introduction 

 

One of the purposes of this research is to encrypt only relevant and critical health data 

stored electronically in the health data repositories to provide proper security for them. The data 

classification will compartmentalize health data based on their importance. The importance of 

health data is based on the cruciality and sensibility of the data. Today the data is transferred 

massively through electronic media. The data massively come from many areas related to the 

health sector internally or externally from transactions, emails, social media, DBs, etc. They 

are gradually becoming more and more complex due to their volume, velocity, variety, and 

velocity. These massively interacting big data through communication media leads to many 

data security threats as discussed earlier. To conclude, these threats mainly include data 

breaches, fraudulent behaviours of intruders (intellectual and identity thefts), internal social 

engineering threats, and malware which are designed deliberately to trigger the health data. Due 

to the data complexity mentioned, protecting these massive data is not easy as early days. In 

chapter 1, has clearly stated the difficulties that arose with this massive data protection. 

The first chapter describes the current situation on today’s data threats and some 

important solutions available to data security threats. To provide appropriate actions on this 

problem are the existing methods sufficient or not, has further discussed in chapter 1. Chapter 

one explained the current data threats that occurred in general and health-related data when 

transferred through electronic media. Introducing some main existing solutions available and 

prominently arguing the drawbacks of the existing solutions related to the data security 

mechanisms. 

From the first chapter, among many technologies and techniques of health data 

protection, it has emphasized evidently that data classification is a crucial and one of the main 

successful technologies that could be used to protect data. Mainly because of the data 

classification technique that can easily incorporate a variety of security controls. It also 
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emphasized there, that this technique involved can identify, and filters important, relevant, and 

sensitive data from entire data which is prominent from other techniques. (Tankard 2015). 

Further, to answer the second research question, which is the importance and the requirement 

of applying a type-two fuzzy logic (T2FL) system to classify data, first explained the 

importance and the essentialness of the fuzzy logic system. Later in this chapter, has provided 

many existing application examples of fuzzy logic type-1 and similar approaches. This has 

argued, that even from the fuzzy logic type-1 data classification is also not enough to safeguard 

health data accurately, especially complex big data. Because of the vagueness of data security 

classification. Giving further research curiosity to the research it has extended the data 

classification method to use T2FL. Another main object of this research was to balance out the 

classified health data in the health sector with the other different stakeholders such as external 

organizations, and the government’s security and privacy policies. Furthermore, this research 

has suggested blockchain technology to transfer these classified data securely through any 

electronic communication channel. 

The simulated ITFL classification, role-based and applying the blockchain technology 

in this research explored the use of the techniques that can establish obligations for data security 

and privacy in organizations and government policies enforced on data. In chapter two 

introduced and provided an overview of the considerable literature accessible about the 

significant ideas about data security and health sector data security. Providing more foundation, 

this chapter has further explored more relevant and important ideas about fuzzy logic data 

classification. 

The important aspects of the existing research findings are important for any new 

research ideas. Zadeh’s fuzzy set theory idea gave a new foundation to health data security for 

my research. The concept is to simplify the generalization in applications, which is a type of 

reasoning theory that can use with imprecise or debatable values as well as picking up non- 

linear relationships rather than crisp values. This is a great solution for identifying the 

approximate values rather than finding the exact values (Zedeh 1965). The research from 

Karakis et al. has proposed fuzzy logic-based Image Steganography, which is used to translate 

secret messages into appropriate multimedia to improve medical data security. Their final 

suggestion was to use the fuzzy logic-based algorithm to establish pixels to embed the message. 

Here they suggested calculating the membership of the values and further have suggested the 

FL-LSB is more efficient than SM-LSB to secure medical data. (Karakis et al. 2015). 
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Expanding this research, this has deep-dived into the methods using Type-1, IT2FL, and 

T2FL-related systems and the role-based security level classification for data security. 

Moreover, this chapter explored the existing applications of blockchain technology to transmit 

information securely and robustly through any kind of electronic media. This research has  

noticed that the existing applications have few pitfalls, even in the type-1 fuzzy logic data 

classification. Equated to type-1 fuzzy logic data sets, interval type-2 fuzzy logic has additional 

amounts of autonomy in the form of upper and lower membership functions to deliver improved 

data classification. This has been proved in the literature review in and in the third chapter itself. 

When trying to answer research question one, which is how to classify and encrypt only relevant 

and critical data in the eHealth sector earlier mentioned research was helpful here. Deciding the 

fuzzy logic pathway was the best way to classify data before allocating security levels to the 

health system data. 

5.2 Fuzzy logic in health sector data security 

 

Before deciding the best solution to the data classification method, this research has 

gone through the most important type of fuzzy logic systems. The scale of truthfulness is 

founded on this and as mentioned in the third chapter all kinds of fuzzy logic systems can be 

used to classify any type of electronic data. However, this research has argued in the first and 

second chapters about the types and the drawbacks of others with the fuzzy logic systems. From 

the first two chapters have clearly stated that the identifying and encrypt only applicable data 

is crucial task when providing security to data.  

Firstly, from the third chapter, has been convinced of the importance of fuzzy logic. To 

answer the second question of this research, which is ‘Does the type-two fuzzy logic (T2FL) 

system can provide a better system to classify relevant and critical data along with the big data 

in eHealth?’ firstly research has explained the basic concepts of the fuzzy logic systems. 

Compared with classical sets, fuzzy sets contain various properties of membership. Therefore, it 

is required to identify the perfect or most suitable values for the given datasets. This was 

explained in detail using some examples in chapter three at the beginning and it has provided 

the foundation for the second objective of this research. This research’s second question basic 

idea is to understand the importance of Type 2 Fuzzy Logic method. 

The third chapter provided a clear explanation of why in this research has not selected 

fuzzy logic type 1 for this health data classification. Even though fuzzy logic type 1 acts more 
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on rigid membership function, fuzzy type 2 works out more on fluctuating membership 

function. Further, chapter 3, has provided clear, that the type 1 data classification consists of 

the vagueness when data security classification. The Type 2 Fuzzy Logic method used as a 

computational technique, which is fully characterised by upper and lower membership function 

methods to improve data security classification. The explanation has been provided in chapter 

3, which firstly illustrated and discussed the type 1 system architecture, elements, and functions. 

This will provide a proper foundation Type 2 Fuzzy Logic method. 

 Another key aspect of this research is introducing the two types of Type 2 Fuzzy Logic 

method, namely interval type-2 fuzzy logic systems and general type-2. The two types of fuzzy 

logic and their capabilities have been discussed further in this section that are required to prove 

the most suitable application type 2 is interval type-2 fuzzy logic systems. Here this research 

has discussed and proved that the interval type-2 fuzzy logic system has the capability of 

handling and classifying data more efficiently with accuracy. Further, chapter three has provided 

some of the leading arguments for selecting interval type-2 fuzzy logic systems for this research. 

In brief for selecting IT2FS, chapter 3 has stated that the general T2FL systems require 

enormous computation, and IT2F systems expected merely a limited number of computations. 

Moreover, health data has many natural language information which faces linguistic 

ambiguities. IT2FL uses membership values of IT2 sets as intervals as an alternative to a crisp 

value to identify the most accurate data for classification (Dharma et al.  2011). In other words, 

IT2FL can understand the uncertainties in natural language-related data than type 1.  

This research has shown in chapter three, IT2FL’s freedom and capabilities to deal with 

uncertainty and non- linearities in health data. The proposed interval Type-2 fuzzy set theory 

for the security level classification in the health sector has explained further in this chapter. This 

has given by discussing the degrees of autonomy on type-2 fuzzy sets with the innovative 

approach, which called the footprint of uncertainty (FOU). This can explain with UMF and 

LMF along with some examples. In this section, to prove the suitability of the application of 

this approach has provided a simulation-based database. The database data has been classified 

by the experts according to their importance and allocated security levels to them. It has clearly 

stated how to select the professionals to use as the evaluators. The expertise or the professional 

evaluators are also required to identify from the organizational body and the government body. 

Chapter 3 has then articulated the process of the health data security level evaluation, along 

with different evaluators. The given chapter 3 scenario and the simulation-based database, it 

has provided how both evaluators’ average ranges have been calculated from the IT2FL’s FOU. 
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This has been illustrated step by step till the end of the fuzzification and rule evaluating steps. 

This  research has had used the overall mapping of the fuzzy rule base to generate the aggregated 

output. This was done by applying a graphical technique of inference called Mamdani’s max-

min. This was to obtain the required output using an IT2F control system.  

In brief, in the chapter 3 health database’s data has classified using both T1FL and IT2FL. By 

analysing the results using IT2F control system can identify how the evaluator’s values change even 

in an insignificant manner which can provide more accurate evaluation on the data classification than 

T1FL. As in the results given in chapter 3 the final calculation as a percentage can be given for 

evaluator 1, changes for identified classification is16% and evaluator 2,  the final calculation as a 

percentage can be given as 20%  for classification. A minor change is also important when classifying 

data as explained in chapter 1, 2 and 3.  This will clearly prove how IT2FL could be applied to 

classify data significant manner. These results which illustrated in the chapter 3 results and analysis 

section could be further improved using RBAC and blockchain as discussed in the 3 and later in 

Chapter 4. 

Finally, in chapter 3, the type 1 and interval type 2 comparisons were provided using a 

tabular format. The results reveal how successful interval type-2 is for classifying data security 

levels in a health database. Further, in chapter 4 blockchain has proposed as a suggestion for 

protecting and avoiding data transferring issues. However, chapter 4 is only proposing the 

blockchain for data security and there is no implementation applied in this thesis.  

5.3 IT2F control system and merging role-based access control in health sector data 

security 

 

Chapter 3 also has gone deeper and discussed how to secure data at the application level 

as well. It has discussed the importance of this application-level access authentication and 

blended role-based access control along with the IT2FL system. From the access level 

allocation to the health sector roles, the approaches to the health sector information can be 

identified. This depicted an access control paradigm where access rights are permitted to the 

appropriate users. The authentication is given to the roles to access data by the administration 

of the body along with the organisation’s access control policy information (Afshar et al. 2017). 

By tradition, in organisation security management planning involved the organisation’s security 

policy to comparatively low control. Therefore, from the RBAC, the organisation’s security 

management planning resembles intently with the organisation’s structure (Barkley 1997). 
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Allocating the data security access levels according to the role in the health sector is 

important. This has been given by providing a matrix of security access levels on tasks and the 

roles. Users can be allocated to one or more roles and may have assigned different access 

privileges. Further, the last part of chapter 3 has described how users’ identification information 

according to the roles is transmitted to the health data management system. Merging RBAC 

with the IT2F control system is the greatest benefit in health sector data transmission(Barkley 

1997). 

The protection of health information has turned out to be an essential requirement for 

the institution of any health sector system in modern years (Al-Zubaidie et al. 2019). To ensure 

the requirement of security and privacy, this research has proposed a method of merging IT2FL 

with RBAC. Arranged by pre-allocation and defining the role’s access levels in the role-based 

allocation can be used for this. As stated in chapter three, the users' access levels can be 

classified according to their role by directing role provisioning according to the organisation’s 

security policies. (Mohammadian & Hatzinakos 2017). This system will lead to further security 

levels at the application level. Chapter three uses a table; this has illustrated the RBAC- access 

control matrix clearly. RBAC with their access privilege is discussed in there using Table 3.20. 

By utilizing RBAC, organizations can designate users to the specified responsibility(s) and 

roles. Then users who are allocated to their responsibilities can acquire all the authorizations of 

the roles with which they are associated. Further, chapter three has mentioned that the roles can 

be made for the various responsibilities in the health sector. It can be based on their ability and 

eligibility. Additionally, users can select other roles based on the system policy management 

and can be granted additional authorizations to access the required sections or data in the 

system. 

Based on that table (Table 3.20) and understanding the idea of RBAC at the application 

level, health sector data can be accessed using this access control model where access rights are 

admitted to users using policies (Afshar et al. 2017). This research demonstrated the application 

of RBAC as a basis in healthcare systems. Besides, it has discussed how this method can 

manage and enforce policies to grant or deny data requesters based on their roles and 

responsibilities and how the IT2F control system can merge with the role-based access control 

in health sector data security. 
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5.4 Blockchain technology in health sector data security 

 

Blockchain is one of the data-centrical solutions that facilitate data security to enable 

the users to access the relevant information rapidly and easily with providing the best security. 

The points are given in chapter four about the benefits of applying blockchain to health sector 

data security. One of the major obstacles that remain standing in the way of employing health 

big data in different personals, organisations, departments, and other related sectors. This health 

data is stretched through various sources governed by different countries, states, hospitals, 

health-related organisations, and administrative departments. The rising concerns related to 

health data security have been discussed recently by researchers. Chapter four firstly has 

discussed the literature review mainly related to the blockchain application on health data 

security. 

As mentioned in the previous paragraph, data integration is essential and providing the 

security for this data is more essential in the health sector. The integration of these data 

repositories would involve improving a new foundation where all data providers collaborate. 

This procedure contains information identification, retrieving, data cleansing, and presenting 

the data. Further, in the health sector, the incorporation of sophisticated technologies like 

artificial intelligence, machine learning, big data classifications, RBAC, cloud computing, and 

Blockchain takes control of the systems to enhance data security, data performance, and 

efficiency. As stated in every chapter the nowadays characteristics of data such as high volume, 

storage, and sharing requirements also heightened data complexities. This has created the 

problem of sharing and accessing data vulnerabilities. 

Providing data security from cyber and social engineering attacks along with privacy 

protection through authenticated approach is one main challenge to consider (Pandey et al. 

2021). Through collecting important information from data repositories, the mission of 

cooperating and integrating data come to be much more difficult (IBM Corporation 2021). 

Therefore, prevention is the key to facing these challenges. For this purpose, in the third chapter, 

first, provided a data classification method using two techniques called IT2FL and RBAC to 

classify data before providing data security on health data. After classifying the data, in chapter 

four has proposed the use of blockchain-based data protection for the data in the health sector. 

Chapter four discovers blockchain's responsibility in boosting eHealth data security by clearly 

providing how blockchain technology’s capabilities when transferring information through 
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digital media. Integrity, immutability, and traceability of the health data are compulsory matters 

in this discussion(Pandey et al. 2021). 

 Chapter four further indicated how this blockchain works on immutable registers, 

which can be opened only with the authorization of network contributors (IBM Corporation 

2021). The data reliability and inflexible adherence of the data use, processing, and storing 

through the P2P network using blockchain guarantee health data protection when data is 

transferred through digital methods (Khezr et al. 2019). A blockchain is a ledger in which each 

one involved can add a new record to the database but no one cannot change any existing 

records. The ledger can provide health records of medical/health interactions of all stakeholders 

who interact with the system (Yang, Li & Marstein 2021). 

Chapter 4 considers blockchain technology as a set of interconnected systems. This has 

been demonstrated in chapter four using a blockchain-based architecture for health data 

security. Blockchain technology’s smart contract can authenticate and collect health 

information on a blockchain to make available only authorised access. (Casino, Dasaklis & 

Patsakis 2019). Chapter 4 has explained how data collection and upload from the data sources 

the health information to the data repositories. The stored data in the data repositories can be 

organised using the DBMS. IT2FL and RBAC as explained in chapters three and four can 

classify health data according to its priorities. The classified health data can be sent to the 

blockchain to provide the proper security to the health data. Since this research mainly 

concentrates on the IT2FL data classification to ensure data security in the health sector, further 

processes on blockchain will not be described in detail for succinctness (Gan et al. 2020). 

Additionally, this chapter explained the cloud-based data transferring difficulties. Most cloud- 

based eHealth systems frequently faced many difficulties and failures in protecting data. This 

unsatisfactory method becomes an easy task for hackers and network attackers to gain 

unauthorized access to health systems. The proposed structure guarantees the access privileges 

of all parties who use health data without affecting other parties’ rights and their security (Gan 

et al. 2020). 
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5.5 Contribution to the knowledge 

 

By thoroughly evaluating and examining the existing methods used to classify data, it 

was able to identify and argue the benefits of using fuzzy logic for data classification. The 

literature review and chapters one and three further explained the importance and benefits of 

this method. Returning to the original research questions given in chapter one; “1. How  to 

classify and encrypt only relevant and critical data in the eHealth sector? 2. Does the fuzzy 

logic’s interval type-two fuzzy logic (IT2FL) system can provide a better system to classify 

relevant and critical data along with the big data in eHealth? 3. How do balance the classified 

health data in health under different organisation’s security and privacy policies and 

government-required security and privacy policies?” the performance of the fuzzy logic 

systems (IT2FL) and RBAC along with the blockchain models have been described in chapter 

3 and chapter 4, evidently exemplified the importance of the data classification before providing 

the data security on health big data. Additionally, the classified data should be stable with every 

organisation related to the health sector. 

In this study, there are two key decisions taken as mentioned below to answer mentioned 

three research questions and provide a proper data classification method for big data, and 

balance health sector organisation’s policies and regulations when transferring eHealth data 

securely to every authorized stakeholder. 

1 Applying an Interval type 2 fuzzy logic (IT2FL) system along with the role-based 

access control (RBAC) to classify relevant and important data in eHealth data repositories. 

2 Protecting and transferring classified health data using in the health sector under 

different organisation’s security and privacy policies and government-required security and 

privacy policies by using the blockchain model. 

The results and proposed models in chapters three and four have provided satisfactory 

intentions for selecting the IT2FL system along with the role-based access control (RBAC) to 

classify relevant and important data in the eHealth sector. This has provided with comparing 

the most recent applications used for data classification and mainly comparing with the type 1 

fuzzy logic system. Compare and contrast with other methods have proved the benefits of using 

the IT2FL system along with the role-based access control (RBAC) in data classification for 

data security. From the simulation-based example given in chapter three ‘Table 3.18’, the output 
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of type 1 and interval type 2 has stated how effective interval type-2 is in classifying data 

security levels in a database. This is clearly demonstrated how the different reviewers’ opinions 

have changed over the results. This is the turning point when selecting data classification before 

providing data protection. 

In the beginning, this research has further realized the importance of protecting and 

transferring these classified data under different organisation’s security and privacy policies and 

government-required security and privacy policies. When transferring these classified data 

through any digital media, it is important to understand the every-relevant organisation’s 

policies and security requirements. Therefore, using the blockchain model provided in chapter 

four has clearly stated the benefits of blockchain applications with the ability of the blockchain 

which is, that it delivers a superior level of data consistency in exposing information to different 

stakeholders via data transmission. 

5.6 Recommendations for future research 

 

All through this thesis, a significant number of areas for potential future research were 

discovered. In this research characteristics and critical literature review of type-2 fuzzy logic, 

role-based access control, and blockchain applications are discussed before understanding the 

gap between the current security application for data and their reason requires improvement. 

represented. Our research study and review of the existing systems have identified that the type- 

2 fuzzy logic has gained popularity in data classification for data security in many areas. 

Advance, it has identified and proved that interval type 2 fuzzy logic has the ability and more 

efficiency in data classification. From this research identification, it expects that the future in 

the application of IT2FL with RBAC for data classification as a sophisticated application will 

be a brighter path than the traditional classification applications (Melin & Castillo 2014). The 

concept of membership function and generalized centroid applications in IT2FL system in 

health data security level classification given in this research has distinguished how the distinct 

reviewers’ judgments have changed over the results with type 1. Because the IT2FS 

demonstrates one of the best generalisations of Type 1 to IT2FL to provide a better strategical 

solution when classifying health data for security purposes (Afshar et al. 2017; Wu & Mendel 

2007). 

 IT2FL has a less computational method and is, therefore, less expensive. Hence, the one 

potential area for future research would be to construct appropriate fuzzy rule sets using 
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generalized type-2 fuzzy logic with fewer computational techniques. Another area of the future 

would be the IT2F controller can be analysed for hardware implementation as well. The 

appropriateness of the IT2F controller for the different cyber security manipulators in real-time 

situations can also be investigated (Jana & Ghosh 2018). This approach should be beneficial in 

real-world applications in any sector such as the area of networking, accounting, banking, retail, 

etc. In the network security field, this can be used to identify and classify high-risk 

communication systems and high-value targets in any sector along with blockchain security 

technology. This is an interesting issue for future researchers. 

In real-time situations, there are uncertain data along with the negative effects, which 

are hard to identify. There is a need of identifying these kinds of uncertain parameters which 

require the negative impacts of big data. In practice, the proposed system can expect to come 

across hurdles, if the evaluators are unable or reluctant to reveal how certain they are in their 

decision or evaluation. There is a need of identifying these kinds of uncertain parameters of big 

data. Advancing this into general Type-2 fuzzy logic systems will brighten up this field in the 

future to solve these issues. In the future, this could be committed to evaluating and applying 

the proposed method in different real-world applications to existing big data systems, while 

boosting uncertain parameter identification which could reduce the negative impacts of big data 

security. 
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Appendix A - Health data entities names, attributes, and attribute code 

 

Health data entities names, attributes, and attribute code 

 

 

Entity Name Attributes Attribute code  

Patient  Patient No  c11  

  First Name c12  

  Last Name c13  

  Telephone No c14  

  Gender c15  

  Weight c16  

  Height c17  

  Address c18  

  Driving License c19  

  Date of Birth c110  

  Blood Group c11  

   

Medicare  Medicare No c21  

  Patient No c22  

  Expiry Date c23  

       

Diagnosis  Diagnosis No c31  

  Blood pressure c32  
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  Body Temperature c33  

  Type of Test c34  

  Description No c35  

  Date of Diagnosis c36  

   

Test Test No c41  

  Test Name c42  

  Test Result c43  

  Time c44  

  Date c45  

   

Medical Branch  Branch No c51  

  Branch Address c52  

  Telephone No c53  

   

Prescription  Prescription No c61  

  Patient No c62  

  Test No c63  

   Quantity c64  

  Description c65  

   staff No c66  

  Medicare No c67  

  Branch No c68  
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Medicine  Medicare No c71  

  Medicine Name c72  

  Brand c73  

  Expiry Date c74  

  Description c75  

   

Payment  Payment No c81  

  Pay Method c82  

  Date Paid c83  

  Pay status c84  

  Prescription No c85  

   

Staff- Health professionals Staff No c91  

  Staff  Name c92  

  Telephone No c93  

  Branch No c94  

  Personal Address c95  

  Date of Birth c96  

  Salary c97  

  Qualification c98  

  Position c99  

  Specialisation c100  
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Staff-General Staff No c101  

  Staff Name c102  

  Telephone No c102  

  Branch No c103  

  Date of Birth c104  

  Salary c105  

  Position c106  
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Appendix B - FOUs for the important attributes of the evaluators 

 

FOUs for the important attributes of the evaluators 

 

Attribute 

code 

FOUs  

Evaluator 1-FOUs Evaluator 2-FOUs  

c11 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c12 

((1,0) (2,1)(3,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), 

(2.5, 0.75), (3,0)) 
 

c13 

((2,0) (3,1)(4,0)), ((1,0), (1.25, 0.73), 

(1.5, 0.73), (1.75,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), 

(4, 0.74), (4.5,0)) 
 

c14 

((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
 

c15 

((4,0) (5,1)(6,0)), ((1.5,0), (1.75, 0.71), 

(2, 0.71), (2.25,0)) 

((4,0) (5,1)(6,0)), ((4.5,0), (5, 0.7), 

(5.5, 0.7), (6,0)) 
 

c16 

((5,0) (7,1)(9,0)), ((5.5,0), (6.5, 0.75), 

(7.5, 0.75), (8.0,0)) 

((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 

0.8), (8,0)) 
 

c17 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), 

(8.5, 0.74), (9,0)) 

((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), 

(6.25, 0.8), (7.25, 0.8), (8.25,0)) 
 

c18 

((7,0) (9,1)(11,0)), ((7.5,0), (8.5, 0.73), 

(9.5, 0.73), (10,0)) 

((4.5,0) (6.5,1)(9.5,0)), ((5.5,0), (6.5, 

0.8), (7.5, 0.8), (8.5,0)) 
 

c19 

((8,0) (10,1)(12,0)), ((8.5,0), (9.5, 0.72), 

(10.5, 0.72), (11,0)) 

((5,0) (7,1)(10,0)), ((6,0), (7, 0.8), (8, 

0.8), (9,0)) 
 

c110 

((9,0) (11,1)(13,0)), ((9.5,0), (10.5, 

0.71), (11.5, 0.71), (12,0)) 

((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 

0.8), (8.5, 0.8), (9.5,0)) 
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c11 

((9.5,0) (10.5,1)(11.5,0)), ((10,0), (10.25, 

0.75), (10.75, 0.75), (11,0)) 

((8,0) (9,1)(10,0)), ((8.5,0), (9, 0.8), 

(9.25, 0.80), (9.75,0)) 
 

   

c21 

((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
 

c22 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c23 

((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), 

(1.25, 0.74), (1.5,0)) 

((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), 

(2.5, 0.75), (3,0)) 
 

       

c31 

((5,0) (7,1)(9,0)), ((5.5,0), (6.5, 0.75), 

(7.5, 0.75), (8.0,0)) 

((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 

0.8), (8,0)) 
 

c32 

((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 

0.71), (11.5, 0.71), (12,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), 

(4, 0.74), (4.5,0)) 
 

c33 

((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 

0.71), (11.5, 0.71), (12,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), 

(4, 0.74), (4.5,0)) 
 

c34 

((10.0,0) (11,1)(12,0)), ((10.5,0), (10.75, 

0.74), (11.25, 0.74), (11.5,0)) 

((9,0) (10,1)(11,0)), ((9.25,0), (10.25, 

0.75), (10.5, 0.75), (11,0)) 
 

c35 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 

0.8), (8.5, 0.8), (9.5,0)) 
 

c36 

((11,0) (12,1)(13,0)), ((11.5,0), (11.75, 

0.72), (12, 0.72), (12.5,0)) 

((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 

0.8), (8,0)) 
 

   

c41 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c42 

((7,0) (9,1)(11,0)), ((7.5,0), (8.5, 0.73), 

(9.5, 0.73), (10,0)) 

((4.5,0) (6.5,1)(9.5,0)), ((5.5,0), (6.5, 

0.8), (7.5, 0.8), (8.5,0)) 
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c43 

((7,0) (9,1)(11,0)), ((7.5,0), (8.5, 0.73), 

(9.5, 0.73), (10,0)) 

((12,0) (13.5,1)(15,0)), ((12.5,0), (14, 

0.70), (14.5, 0.70), (15,0)) 
 

c44 

((10.5,0) (11.5,1)(12.5,0)), ((11,0), 

(11.25, 0.73), (11.75, 0.73), (12,0)) 

((4.5,0) (6.5,1)(9.5,0)), ((5.5,0), (6.5, 

0.8), (7.5, 0.8), (8.5,0)) 
 

c45 

((11,0) (12,1)(13,0)), ((11.5,0), (11.25, 

0.72), (12, 0.72), (12.5,0)) 

((10,0) (12,1)(14,0)), ((11.5,0), (11, 

0.74), (12, 0.74), (13,0)) 
 

   

c51 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c52 

((7,0) (9,1)(11,0)), ((7.5,0), (8.5, 0.73), 

(9.5, 0.73), (10,0)) 

((4.5,0) (6.5,1)(9.5,0)), ((5.5,0), (6.5, 

0.8), (7.5, 0.8), (8.5,0)) 
 

c53 

((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
 

   

c61 

((5,0) (7,1)(9,0)), ((5.5,0), (6.5, 0.75), 

(7.5, 0.75), (8.0,0)) 

((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 

0.8), (8,0)) 
 

c62 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c63 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c64 

((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), 

(1.25, 0.74), (1.5,0)) 

((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), 

(2.5, 0.75), (3,0)) 
 

c65 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), 

(8.5, 0.74), (9,0)) 

((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), 

(6.25, 0.8), (7.25, 0.8), (8.25,0)) 
 

c66 

((2,0) (3,1)(4,0)), ((1,0), (1.25, 0.73), 

(1.5, 0.73), (1.75,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), 

(4, 0.74), (4.5,0)) 
 



164 

 

c67 

((10,0) (11,1)(12,0)), ((10.5,0), (10.75, 

0.74), (11.25, 0.74), (11.5,0)) 

((9,0) (10,1)(11,0)), ((9.25,0), (10.25, 

0.75), (10.5, 0.75), (11,0)) 
 

c68 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

       

c71 

((10,0) (11,1)(12,0)), ((10.5,0), (10.75, 

0.74), (11.25, 0.74), (11.5,0)) 

((9,0) (10,1)(11,0)), ((9.25,0), (10.25, 

0.75), (10.5, 0.75), (11,0)) 
 

c72 

((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
 

c73 

((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
 

c74 

((5,0) (7,1)(9,0)), ((5.5,0), (6.5, 0.75), 

(7.5, 0.75), (8.0,0)) 

((4,0) (6.5,1)(9,0)), ((5,0), (6, 0.8), (7, 

0.8), (8,0)) 
 

c75 

((8,0) (10,1)(12,0)), ((8.5,0), (9.5, 0.72), 

(10.5, 0.72), (11,0)) 

((5,0) (7,1)(10,0)), ((6,0), (7, 0.8), (8, 

0.8), (9,0)) 
 

       

c81 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c82 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c83 

((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), 

(1.25, 0.74), (1.5,0)) 

((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), 

(2.5, 0.75), (3,0)) 
 

c84 

((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), 

(1.25, 0.74), (1.5,0)) 

((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), 

(2.5, 0.75), (3,0)) 
 

c85 

((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), 

(1.25, 0.74), (1.5,0)) 

((1,0) (2,1)(4,0)), ((1.5,0), (2, 0.75), 

(2.5, 0.75), (3,0)) 
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c91 

((2,0) (3,1)(4,0)), ((1,0), (1.25, 0.73), 

(1.5, 0.73), (1.75,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), 

(4, 0.74), (4.5,0)) 
 

c92 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), 

(8.5, 0.74), (9,0)) 

((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), 

(6.25, 0.8), (7.25, 0.8), (8.25,0)) 
 

c93 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), 

(8.5, 0.74), (9,0)) 

((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), 

(6.25, 0.8), (7.25, 0.8), (8.25,0)) 
 

c94 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c95 

((10.5,0) (11.5,1)(12.5,0)), ((11,0), 

(11.25, 0.73), (11.75, 0.73), (12,0)) 

((9.5,0) (10.5,1)(11.5,0)), ((9.75,0), 

(10.75, 0.75), (11, 0.75), (11.25,0)) 
 

c96 

((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 

0.71), (11.5, 0.71), (12,0)) 

((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 

0.8), (8.5, 0.8), (9.5,0)) 
 

c97 

((12,0) (13.5,1)(15,0)), ((12.5,0), (13, 

0.70), (14, 0.70), (14.5,0)) 

((12,0) (13.5,1)(15,0)), ((12.5,0), (14, 

0.70), (14.5, 0.70), (15,0)) 
 

c98 

((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 

0.71), (11.5, 0.71), (12,0)) 

((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 

0.8), (8.5, 0.8), (9.5,0)) 
 

c99 

((1,0) (2,1)(3,0)), ((0.75,0), (1, 0.74), 

(1.25, 0.74), (1.5,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
 

c100 

((8,0) (10,1)(12,0)), ((8.5,0), (9.5, 0.72), 

(10.5, 0.72), (11,0)) 

((5,0) (7,1)(10,0)), ((6,0), (7, 0.8), (8, 

0.8), (9,0)) 
 

 

     

c101 

((2,0) (3,1)(4,0)), ((1,0), (1.25, 0.73), 

(1.5, 0.73), (1.75,0)) 

((2,0) (3,1)(5,0)), ((2.5,0), (3.5, 0.74), 

(4, 0.74), (4.5,0)) 
 

c102 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), 

(8.5, 0.74), (9,0)) 

((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), 

(6.25, 0.8), (7.25, 0.8), (8.25,0)) 
 

c102 

((6,0) (8,1)(10,0)), ((6.5,0), (7.75, 0.74), 

(8.5, 0.74), (9,0)) 

((4.25,0) (6.25,1)(9.25,0)), ((5.25,0), 

(6.25, 0.8), (7.25, 0.8), (8.25,0)) 
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c103 

((0,0) (1,1)(2,0)), ((0.5,0), (0.75, 0.75), 

(1, 0.75), (1.25,0)) 

((0,0) (1.5,1)(4,0)), ((0.25,0), (0.5, 

0.75), (2, 0.75), (3,0)) 
 

c104 

((9.5,0) (11,1)(13,0)), ((9.5,0), (10.5, 

0.71), (11.5, 0.71), (12,0)) 

((5.5,0) (7.5,1)(10.5,0)), ((6.5,0), (7.5, 

0.8), (8.5, 0.8), (9.5,0)) 
 

c105 

((12,0) (13.5,1)(15,0)), ((12.5,0), (13, 

0.70), (14, 0.70), (14.5,0)) 

((12,0) (13.5,1)(15,0)), ((12.5,0), (14, 

0.70), (14.5, 0.70), (15,0)) 
 

c106 

((3,0) (4,1)(5,0)), ((1.25,0), (1.5, 0.72), 

(1.75, 0.72), (2,0)) 

((3,0) (5,1)(6,0)), ((3.5,0), (4, 0.7), 

(4.5, 0.7), (5,0)) 
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Appendix C - Final security levels for health data attributes by the evaluators using 

T1FL 

 

Final security levels for health data attributes by the 

evaluators using T1FL 

 

Attribute 

code 

Evaluator 1 Evaluator 2  

Centroid  Classification Centroid  Classification  

c11 1 Very Low 1.833 Very Low  

c12 2 Very Low 2.333 Very Low  

c13 3 Low 3.333 Low  

c14 4 Low 4.667 Low  

c15 5 Low 5 Low  

c16 7 Medium 6.5 Medium  

c17 8 Medium 6.583 Medium  

c18 9 High 6.833 Medium  

c19 10 High 7.333 Medium  

c110 11 High 7.8333 Medium  

c11 10.5 High 9 High  

           

c21 4 Low 4.667 Low  

c22 1 Very Low 1.833 Very Low  

c23 2 Very Low 2.333 Very Low  

           

c31 7 Medium 6.5 Medium  
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c32 11 High 2.333 Very Low  

c33 11 High 3.333 Low  

c34 10.5 High 10 High  

c35 7 Medium 7.8333 Medium  

c36 12 High 12 Very High  

           

c41 1 Very Low 1.833 Very Low  

c42 9 Medium 6.833 Medium  

c43 9 Medium 13.333 Very High  

c44 11 High 5.833 Low  

c45 12 Very High 12 Very High  

           

c51 1 Very Low 1.833 Very Low  

c52 9 Medium 6.833 Medium  

c53 4 Low 4.667 Very Low  

           

c61 7 Medium 6.5 Medium  

c62 1 Very Low 1.833 Very Low  

c63 1 Very Low 1.833 Very Low  

c64 2 Very Low 2.333 Very Low  

c65 8 Medium 6.583 Medium  

c66 3 Low 3.333 Low  

c67 11 High 10.5 High  
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c68 1 Very Low 1.833 Very Low  

           

c71 11 High 10.5 High  

c72 4 Low 4.667 Low  

c73 4 Low 4.667 Low  

c74 7 Medium 6.5 Medium  

c75 10 High 7.333 Medium  

           

c81 1 Very Low 1.833 Very Low  

c82 1 Very Low 1.833 Very Low  

c83 2 Very Low 2.333 Very Low  

c84 2 Very Low 2.333 Very Low  

c85 2 Very Low 2.333 Very Low  

           

c91 3 Very Low 3.333 Very Low  

c92 8 Medium 6.583 Medium  

c93 8 Medium 6.583 Medium  

c94 1 Very Low 1.833 Very Low  

c95 11 High 10.5 High  

c96 11.5 High 7.8333 Medium  

c97 13.5 Very High 13.333 Very High  

c98 11.5 High 7.8333 Medium  

c99 2 Very Low 4.667 Low  
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c100 10 High 7.333 Medium  

           

c101 3 Very Low 3.333 Low  

c102 8 Medium 6.583 Medium  

c102 8 Medium 6.583 Medium  

c103 1 Very Low 1.833 Very Low  

c104 11.5 High 7.8333 Medium  

c105 13.5 Very High 13.333 Very High  

c106 4 Low 4.667 Low  
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Appendix D - Final security levels for health data attributes by the evaluators using 

IT2FL 

 

Final security levels for health data attributes by the 

evaluators using IT2FL 

 

Attribute 

code 

Evaluator 1 Evaluator 2  

Centroid  Classification Centroid  Classification  

c11 0.965 Very Low 1.66 Very Low  

c12 1.900128393 Very Low 2.305 Very Low  

c13 2.565 Very Low 3.434 Low  

c14 3.371323529 Low 4.534 Low  

c15 4.181 Low 5.1 Low  

c16 6.948 Medium 6.5 Medium  

c17 7.943798179 Medium 6.648170732 Medium  

c18 8.944261632 Medium 6.898170732 Medium  

c19 9.944730061 High 7.398170732 Medium  

c110 10.32839553 High 7.898353659 Medium  

c11 10.5 High 9.09375 High  

           

c21 3.371323529 Low 4.534 Low  

c22 0.965 Very Low 1.66 Very Low  

c23 1.761363636 Very Low 2.305 Very Low  

           

c31 5.948 Low 5 Low  
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c32 10.32839553 High 3.434 Low  

c33 10.32839553 High 7.898353659 Medium  

c34 10 High 10.09385714 High  

c35 6.948 Medium 6.5 Medium  

c36 11.98448276 High 11.95194805 High  

           

c41 0.965 Very Low 1.66 Very Low  

c42 8.944261632 Medium 6.898170732 Medium  

c43 13.76 Very High 13.55107395 Very High  

c44 11.17689822 High 6.9 Medium  

c45 11.17689822 High 11.95194805 High  

           

c51 0.965 Very Low 1.66 Very Low  

c52 8.944261632 Medium 6.898170732 Medium  

c53 3.371323529 Low 4.534 Low  

           

c61 6.948 Medium 6.5 Medium  

c62 0.965 Very Low 1.66 Very Low  

c63 0.965 Very Low 1.66 Very Low  

c64 1.761363636 Very Low 2.305 Very Low  

c65 7.943798179 Medium 6.648170732 Medium  

c66 2.565 Very Low 3.434 Low  

c67 11 High 10.55666298 High  
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c68 0.965 Very Low 1.66 Very Low  

           

c71 10.5 High 10.09385714 High  

c72 3.371323529 Low 4.534 Low  

c73 3.371323529 Low 4.534 Low  

c74 6.948 Medium 6.5 Medium  

c75 9.944730061 High 7.398170732 Medium  

           

c81 0.965 Very Low 1.66 Very Low  

c82 0.965 Very Low 1.66 Very Low  

c83 1.761363636 Very Low 2.305 Very Low  

c84 1.761363636 Very Low 2.305 Very Low  

c85 1.761363636 Very Low 2.305 Very Low  

           

c91 2.565 Very Low 3.434 Low  

c92 7.943798179 Medium 6.648170732 Medium  

c93 7.943798179 Medium 6.648170732 Medium  

c94 0.965 Very Low 1.66 Very Low  

c95 11.176 High 10.55666298 High  

c96 10.32839553 High 7.898353659 Medium  

c97 13.76 Very High 13.55107395 Very High  

c98 11.176 High 10.55666298 High  

c99 3.371323529 Low 4.534 Low  
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c100 9.944730061 High 7.398170732 Medium  

           

c101 2.565 Very Low 3.434 Low  

c102 7.943798179 Medium 6.648170732 Medium  

c102 7.943798179 Medium 6.648170732 Medium  

c103 0.965 Very Low 1.66 Very Low  

c104 11.176 High 10.55666298 High  

c105 13.76 Very High 13.55107395 Very High  

c106 3.371323529 Low 4.534 Very Low  
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Appendix  H: Part of a data dictionary of a health-related database 

 

 

 

 

 

 

 

 

 

 

 

 

 

Entity Name Description Alias Attribute Description PK FK Null ValueType Multiplicity 

Patient Patient details None 

Primary key of 
PatientNo patient entity Yes No No 6 Char 1 .. • Staff 

First Name patient No No Yes 15 Char 1 .. 1 Medicare 

Second name of the 

Last Name patient No No Yes 20 Char l .. • Medical Branch 

Telephone number of 

Telephone No patient No No Yes 10 Char 

Date of birth of the 

Date of Birth patient NO NO Yes Date 

Gender Patient's gender No No Yes 10 Char 

Address Patient's address, No No Yes SO Char 

Drivire License No patient NO NO Yes 12 Char 

Blood group, of the 

Blood Group patient NO No Yes 2 Char 

Weight weight of the 

Weight patient No No Yes Number 

Height height of the 

Height patient No No Yes Number 

:Vhdicare Medicare details None 

Primary key of 
Medicare No medicare entity Yes No No 10 Char 1..* Patient 

Patient No Foreign key No Yes Yes 6Char 

Expiry Date of the 

Expiry Date medicare card No No Yes Date 
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Appendix  I: Figure 3.3: Health Data Security Level Evaluation Process along with 

different evaluators 
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